Slide 2: O uem 3Ta JIeKIHsA

§1 He cobuparoCh UWTATh BaM JIEKI[HMIO HA TEMY, UTO HaZio MPOBepsTh Bo3Bpaliaembie 13 malloc
3HaueHus1, MPOBePATh (hopMaTHbIE CTPOKH B printf u T./1. ¥ T.M. BbI 1 Tak y»ke 3TO BCe CIIbIILIANN
MUWIJTMOH pa3, ¥ TIOBTOPeHWe B MUJIJTMOH MEPBBIN BPSA[, JIU UTO U3MEHHUT. BMecTo 3Toro s
HEMHOT'0 pacCKaXky K UeMy 3TO BCe TIPUBO/IUT, a TAaKXKe TI0/Ie/TF0Ch HEKOTOPhIMHU He CTOJIb
M3BECTHBIMU CBEJEHUSMU O TOM, KaKie ObIBAlOT OIIMOKM, UTO C HUMH [Ie/1aTh, Uero MHOT/a
Jyuilie He fiesiaThb. Hy U ellje HEMHOTO Mbl KOCHEMCSI CMEXXHBIX 00/1aCTel - TaM TOXKe ObIBArOT
OLLIMOKMU.

A Temiepr HEMHOTO UCTOPUH. B aHIIMIICKOM $I3bIKe [/l TEPMHHA 'OIIIMOKa' eCTh 2 Pa3HBIX C/I0Ba
- 3TO CJIOBO error (0HO 0003HauaeT OMIMOKY B CAaMOM 00II[eM CMBIC/IE), a eCTh C10BO 'bug' - 3T0
BIIOJTHE KOHKPETHAst Pa3HOBUHOCTb TIPOTPAaMMHBIX OLIUOOK.

OTKyza ke Io1es 3T0T TepMUH?



Slide 3&4: Uto Takoe ‘bug’?

9 Centsi6pst 1947r. I"apBapackuii yauBepcutet. JKypHan obcmykuBaHusi KoMmmbioTepa Mapk I1.
Y>ke cTaBIllasi KTaCCUKOM CTPOKa C MpUJ/IeTJIeHHOW CKOTUeM MOJIbI0, OTMEeTKOUW BpemeHU 15:45 u
3anucklo - "Pesie Ne70, [Manens F (Mosib) B pesne” u ropjasi moMeTka BHU3Y - "TlepBbiii cityuaid
peasibHOTO Oara"

OueBHHO, YTO TepMUH 'bug' 3apoJUsICs He TYT - ero Obl He UCI0/Ib30Ba/id B COUeTaHUU
'peasnbHBIM Oar'. ITOT TepMUH NosiBUICS Oosee yeM 3a 100 s1eT 10 UCTOPHM O MOJU-B-peJie.

<Enter>

Haxe Tomac 3AUCOH KUCIIOMB30Baj 3TOT TepMuH B ucbMe Teomopy Ilyckacy (uurara u3
'"Enibckoro coopHuka murat' 2006r):

'Bugs' -- Tak Ha3bIBalOT MajleHbKUM COOM WM 3aTpy/iHeHHe -- IOKaXKeT ce0si, U MOT'YT
NoTpeboBaTLCS MeCSLIbI MHTeHCUBHBIX HaO/I0[eHNH, U3yueHNH 1 yIIOPHOM paboThl, repes TeM
Kak IOCTUTHYTh 0€3yC/lI0BHOTO ycriexa WM Heyauu.

OTO CJI0BO /IaBHBIM-ZIABHO UCII0/Tb30BaIOCh [jisi 0003HaueHHsi MOHCTPOB, U Te, KTO TIPOBO/UI
HeZle/li U MeCsILibl 3a OT/Ia/IKOM CBOero (a Tem raue 4y>Koro) Ko/ia, A0/’KHbI 3TO OUeHb XOPOLIO
TOHUMATh.

Co BpemeH Mapka II bug'v Hecko/IbKO MOAPOC/H, U Terepb 3TO Y>Ke He MOJIb, a HeUTO TaKoe -
<Enter>

WTak, faBaiiTe TO3HAKOMUMCS C Kaccukoi bug'oB. HeuTo 1o ciiyxam, XOpoIlo U3BecTHOe, HO
TIOYTH HUKTO He 3HaeT peaslbHOW NCTOPUH.



Slide 5: Mariner 1

22 Mronst 1962r, nepBbliii KocMudeckuii Kopababs NASA Mariner oTIipaBU/ICsS C MECCHEH Ha
Benepy. OH cuactivBo ctapToBan ¢ Mbica KaHaBepas, Ho OyKBasbHO uepe3 HeCKO/IbKO MUHYT
Hayvasl yxoguThk € Kypca. CUCTeMe yTipaB/ieHUs He y/aJ0Ch UCIIPaBUTh TPaeKTOPHIO, ¥ Ha3eMHast
KOMaH/la TaK ke He CMOIJa UCTIPaBUTh €€ BPYUHYIO.

Tak Kak pakeTa CBepHY/ B CTOpOHY CeBepoaT/iaHTUUeCKO OKeaHCKOM Tpaccel, oduliep,
OTBeuaroluii 3a 6e30MacHOCTb, Ciesian eJUHCTBEHHOE, UTO OH MOT C/ie/laTh: B30pBaTh arrnapar.
Uepe3 ueTbipe MUHYTHI U 55 CeKYH/ 1oc/ie Hayasia Muccuu Mariner 1 Obl1 B30pBaH.

NASA yxe u TaK 11o yepHomy 3asugosajna CCCP c ero CriyTHUKOM, ¥ UHLIUZEHT ¢ Mariner crain
ellje OJHUM MeXXyHapO/HbIM [1030POM /i/1s1 areHTCTBa. PacciiejoBaHue 3TOM KaTaCTPO(bI
rokasaso To, uto HACA Ha3Ba/a "HenpaBWIbHOH 3KCILTyaTalluld MasikoB 000opyoBaHust Atlas»
- XOT TI03)Ke BbISICHU/IOCh, YTO peajbHOM NMPUUKHOM Oblna onmbka B 0fHOM 3HaKe MyHKTYaLuH,
YTO BBI3BAJIO (paTa/jbHYIO OMIMOKY B MPOrPaMMHOM 00eCrieueHr .

I[To mMpOKO pacnpoCTpaHeHHOMY MHEHHIO 3TO Oblla 3aMeHa 3arsATol Ha TOUKy B oriepaTope DO
FORTRAN'a, HO Ha caMoM jiefie 3TO Oblyla UepTa Haj, 3HaKOM pajuyca (TouHee IMPOU3BOJHOM OT
pajuyca, T.e. CKOpocTH). YepTa 3Ta 0603Hauasa onepaTop ycpeaHeHus. [IporpaMmmuct,
TepeHOCUBIINM YpaBHeHHs U3 TeTPajjy, I/le OHU ObLTM HarucaHbl, 1100 He 0OpaTU/ BHUMaHUs
Ha 9TOT 3HaK, MO0 BOOOIIe He 3HaJI, UTO 3TO TaKOe.

B pesynbTaTe cricTeMa yripaB/ieHUs MO/yun/iach KpaiiHe He YCTOWUMBasi, U Maseilve
KoJslebaHMsl CKOPOCTH (TaK Kak ycpe/jHeHre OTCYTCTBOBasIO) BbI3bIBA/IM HEMe/JIEHHYIO MOLHYIO

Peaki1io CO CTOPOHBI KOPPEKTUPYIOIIUX ABUTaTesei.

Pe3ynbTaT - $18.2M oTHpaBUIMCh Ha BETEP.

OTo Obla 1aneKo He MoC/eJHssS aBapysi B KOCMOCe, CBsi3aHHast ¢ copToM. VIHOT/Ia IPUUMHEI
aBapuii ObLTH MPOCTO aHEKIOTUYHBIMM.



Slide 6: Mars Climate Orbiter

Annapam 0as uccaedogauus knumama Mapca (Mars Climate Orbiter) siB/isieTCsl UaCTbIO
nporpamMMbl Mars Surveyor 1o n3yueHHro U KapTorpaguposanro Mapca. OXuzanoch, 4to
nporpamma Mars Surveyor npogyurcsi B TedeHre 10 jieT ¥ B paMKaXx IporpaMMsbl OyzeTt
3aIyCKaTbCs OIHA SKCIeAUUs B 1o/ [IepBbIMU [ByMSI SKCITeAULMSMU OBbI/TM MUCCHH amiiapaToB
Mars Pathfinder u Mars Global Surveyor B 1996 rony. Annapar Mars Climate Orbiter Obi1
3amymeH 11 gekabpsi 1998 roga. Cnenom 3a HUM ObuT Takke 3amyineH Mars Polar Lander - 3
stuBapst 1999. O6a armapara ObLTH MTOTepsiHbI BCKOPE T10C/Ie TOT0, KaK OHU JJOCTUT/IM KpaCHOM
TUlaHeThl. OTH /iBa KOCMUUecKux Kopabisi cronni NASA okosio 327,6 MUTHOHA ZI0/1/1apOB,
MOTpPavyeHHbIX Ha UX CO3/laHKe U (yHKLIMOHMPOBaHHe. JTH aBapuu 3actaBuii NASA
TIepecMOTpeTh CBOM L{eJT U MeTo/jbl B MapCHaHCKOM TiporpamMMe, yToObl ObITh yBePeHHBIMU B
ycriexe Oyayiux myuccuit. [puunHy aBapuu Mars Polar Lander oripe[ie/iiTh BCe ellle HeJlb3sl.
Opnako nipuuriHa notepu Mars Climate Orbiter BbisicCHeHa, TO3TOMY Mbl CKOHLIEHTPUDYEM Hailie
YCC/IeJOBaHUe Ha 3TOM armrmapare.

Mars Climate Orbiter 6bu1 3anyiieH 11 gekabpsi 1998 roza c momoinbio paketbi-HocuTesis Delta
11 c kocmozpoma Ha Mbice KanaBepan (Canaveral) Bo ®@nopue. ITocse ieBATH C OJIOBUHOM
Mecsi[eB KOCMUUeCKoro mosieta 23 ceHTs10pst 1999 rofja, ero rjiaHMpPOBasoOCh BLIBECTU Ha
opbuty Bokpyr Mapca. OfiHaKo, Kor/la TIPUIIJIO0 Ha3HAueHHOe BPeMsi, UTO-TO MPOU30IILIO.
Oxkono 2:00 yTpa no 1eTHeMy TUXOOKeaHCKOMY BPeM€eHH, afrapaT BK/IFYW/I TJIaBHbIA
JIBUTATeJIb /ISl BBIXOZa Ha OPOUTY BOKPYT T/IaHeThl. 3aIlyCK JIBUTATesIsT Hauaacs Kak
TJIAaHUPOBAJIOCh, 3a MATh MUHYT [0 TOT0, KaK anrapaT OKa3ascs 3a [JIaHeToM (eC/ii CMOTPeTh C
3emsn). YTipaB/ieHue 1oeToM He 3aMKCHPOBAJIo CUrHasa, KOTJa 0XK1/aa0Ch, UTO afrapaT
JIOJDKEeH ObIT BHIATH M3-3a TUIAHETHI,

Mars Climate Orbiter pa3pabatbiBancst 00beJUHEHHON KOMaH/10i MH)KeHEPOB U YUeHBIX B IBYX
MecTax - Jlaboparopuu peakTUBHBIX AiBuraTteseit (Jet Propulsion Laboratory, JPL),
pacniosioxxeHHou B [lacazseHe (Pasadena), mrat Kanudophus, v Ha 3aBojie Lockheed Martin
Astronautics, LMA B [lerBepe, mtat Konopazo. 3aBog LMA 6bin OTBETCTBEHEH 3a
TJIaHUpOBaHMe U pa3pabotky Mars Climate Orbiter c TOUKU 3peHUsI UHTerpalvy 1
TeCTUPOBAHMS MOJIETHBIX CHICTEM, a TAK)Ke 3a oreparuio 3anycka. Jlaboparopus JPL Hecna
OTBETCTBEHHOCTh 3a yIpaB/ieHHe TIPOeKTOM, 3a yTipaBjieHHe pa3paboTKOM KOCMUUeCKOro
arrapara ¥ nprubopoB, 3a CUCTEMOTEXHHUKY, 3a TJIAaHUPOBaHWe MUCCUW, HABUTALIUIO, Pa3paboTKy
OTepaLMOHHON CUCTeMbl MUCCHUH, pa3pabOTKy Ha3eMHOM cHucTeMbl cOOpa JJaHHBIX U rapaHTUX
GesomacHocTr™.

B xozie ieBSTH C MIOJIOBUHOM MeCsIeB TI0/IeTa Ha3eMHbIe CTy>KObl OTC/IE)KHUBA/IA ¥ CPABHUBA/IU
Ha0JTI0JaeMyt0 TPAaeKTOPHIO arraparta ¢ pacyeTHoU. Takyke Ha3eMHbIe C/TyKObI TTPOBEPSIIU BCe
cobObITHSI, TIpOUCXO e Ha 6opTy Mars Climate Orbiter. OgHUM U3 TaKuxX COOBITHH ObLTO
yMeHbllleHHe yT/ioBoro MmoMeHTa (Angular Momentum Desaturation, AMD). CobsiTie AMD
BO3HHMKAJI0, KOT/la ammapar 3aryckasa JBUraTeu Majiou TArU [i/is1 yCTPaHeHus yTI0BOTr0
MOMeHTa, HaKOTIMBILIETOCsI B €0 MaXOBUKaX. B 0CHOBe CBOei - 3T0 KamMOPOBOUHbIN MaHEBp Jis
nozJepkaHusi GyHKIIMOHMPOBAHUSI CUCTEMHBIX KOMIIOHEHTOB B 33/laHHOM Juara3oHe. Korza
BO3HUKa0 cobeiTie AMD, npoucxoauia cieAyroiasi MocjaeoBaTe/lbHOCTb COOBITHIA:

1. Amnmapar nocsuias 3Hau¥Mble JaHHbIe Ha Ha3eMHYH0 CTaHLIMIO.

2. [lanHble 06pabaThIBa/MCh TTPOrPaMMHBIM MOZY/eM, Ha3biBaBiuMcs: SM-FORCE.

3. Pesynbratsl pabotel Moaynsi SM-FORCE nomerjanice B daiii, Ha3bIBaeMbId (aii
AMD.

4. [auHble paitia AMD ucriosib30BaauCh [1/1s1 BBIUMC/IEHUS M3MeHeH sl CKOPOCTH arlrapara.

BoluncieHHOe 3HaueHHe U3MeHeHHs1 CKOPOCTH MCII0JIb30BaIOCh J1s1 MOJIe/TMPOBaHUs

TPaeKTOpUH KopabJisi.

“


http://citforum.ru/programming/digest/scofdebug/index.shtml#r36
http://citforum.ru/programming/digest/scofdebug/index.shtml#r35

CornacHo crierudukanuu mogyis SM-FORCE fgomkeH popMupoBaTh /laHHBIe, TIOMelljaeMbie B
¢darin AMD, ucnonb3ys MeTpuueckue eJUHULIbI, TO eCTb HbIOTOH-CeKyH/bl. OZJHAKO 10 TeM WU
vHbIM nipuurHaMm Moy/ib SM-FORCE Ha Ha3eMHOM CTaHL[MY BBIBOAWII JaHHbIE, UCII0/b3Ys
aHrIMCcKue eluHULbI (QyHT-CeKyH/bl) (B 0(HMI[MaZbHOM OTUeTe NPUUKHA He YKa3blBajach).
[IporpaMMHBIM MOZY/Ib, KOTOPBIM PaCCUMTHIBAJ U3MEeHEeHHe CKOPOCTH C UCTIO/Ib30BaHUEM
JAaHHBIX U3 ¢aitia AMD, o)kuzias, uTo oHU Oy[yT B METPUUECKUX e[JMHHULaX, COTJIaCHO
crierpdukarm. Ha 6opTy anmapata Mozysib, KOTOpbIi co3faBan daiin AMD, ucrons3oBan
MeTpuYecKre eJMHULbl. DTO IPUBEJIO K Pa3/IMUMI0 MeXAy TPaeKTOPHSIMU, BbIUMC/IEHHBIMU
KOCMUYeCKHMM arapaToM M Ha3eMHOH CTaHLMel, 8 UMeHHO NlapaMeTpbl TpaeKTOPHH,
BBIUMC/IEHHbIE Ha3eMHOU CTaHLuel, O B 4,45 pa3a MeHblile, TOCKOIbKY 1 GyHT-ceKyHza
paBeH 4,45 HbIOTOH-CEKYH/IaM.

Kopabsib mepuoriuecku rnepe/jaBaa BEIUNC/IEHHYIO MO/Ie/Ib TPAaeKTOPUY Ha Ha3eMHYIO CTaHLIAIO
JUTs cpaBHeHMs. TeopeTHUeCcKy OBICTPOe COTIOCTaB/IEHHE MOZe/eH, TIOJTyYeHHBIX KopabieM 1
Ha3eMHOU CTaHIWel, J0/DKHO ObIIO MOAHATH TpeBory. OfHAKO HECKOBKO OC/IOKHSFOIIAX
(dhakTOpOB MOMellia/id Ha3eMHOMY TIePCOHaTy OCO3HATh OIIHOKY.

e B nporpaMMHOM obecrieueHHM Ha3eMHOM CTaHL[UM ObUIO HECKOJIBKO OIIMOOK, 1
TepCoHa He MOT UCTo/b30BaTh MoAynb SM-FORCE g5 pacueTa TpaeKTOPUM KOpaoJisi.
OTH OMOKY OBI/IM UCTIPaB/IeHBI TOJIBKO K UeTBEPTOMY MeCSIy TI0jieTa, B palioHe arperis
1999 ropa.

e [lepcoHas, OTBeTCTBEHHBIH 3a HaBUTAL[MIO, He 3Ha/I O TOM, UTO JJaHHbIe 00 U3MeHeHUH
CKOpOCTH c 6bopTa KopabJisi ObLTH JOCTYIIHBI /il CDaBHEHUSI B TeUeHHe JJ0JITOr0 BpeMeH!
TI0CJIe 3amycKa.

e Jlunusi 0630pa MeXXAy arrapaTtoM U 3emsieii He ZiaBasia epcoHasy TOUHO MO/e/IMpPOBaTh
TPaeKTOPHIO Kopabisi, UCTob3ysi HabmroAeHus.

Ecmu 661 cobsiTie AMD Bo3HHKAI0 HevyacTo, Ko3dduiieHT 4,45 MOr ¥ He UMeThb TaKUX
Cepbe3HbIX Moc/eicTBUi. OHAKO U3-3a PopMbI KOpabiist 3TO coObITHe BO3HUKaO B 10-14 pa3
yaiie, YeM 0Kuzianock. bosee Toro, Koryia 6bu1 0OHApYKeHbI pa3/IMuusi B MOZe/siX Ha3eMHOM
CTaHI[UM, KOCMUUECKOTr0 KOpabJisi ¥ JaHHbIX Hab/r0/IeHuH, Heo(UI[uaTbHbIA 0TYeT 00 3THUX
pa3inuusx ObLT OTIpaBJieH 10 3/IeKTPOHHOM ouTe, 6e3 UCI0/Ib30BaHUsI CTaHJapTHOM
TIPOTIeIyPhI /ISl TAKUX C/TydaeB. B KOHEUHOM UTOTe 3TH Pa3/inuus He ObLT YCTPAHEHBI [0
II0TepU KOCMUUECKOr0 arnrapara.

8 cenTs6ps 1999 rojja mepcoHas Ha3eMHOM CTaHLIMK PacCUMTa/ MaHeBp /i/1s BbIBO/ja Kopabiis Ha
opbuty Mapca. DTo BbluMc/ieHHe ObIJIO C/Ie/IaHO C UCTIONMb30BaHHEM HeBepHOU Mozenu. Llebro
3TOT0 MaHeBpa Obl1a KOPPeKLIYsl TPaeKTOPUM Kopabsist TakuM 06pa3oM, 4ToObI TOuKa
HaunOosnbIero npubmmkeHuss K Mapcy coctassisiiia 226 KUioMeTpoB. 23 ceHTsI0pst MaHeBp ObLT
BBITIOJTHEH. 3anyck auraTens rpousoiuesn B 09:00:46 no BcemrpHOMY KOOPAMHHUPOBAHHOMY
BpemenH (UTC). CriycTsl yeTbIpe MUHYTHI U LLIECTh CeKYH/, Ha3eMHasi CTaHLIMs [T0Tepsizia CUrHasl
c arimaparta. [Torepst curHana 6bi1a Bei3BaHa TeM, uto Orbiter Haxoausics 3a niaHeTol. Ho 3To
coObITHe TTPOM30IILIO Ha 49 CeKyH/ paHbIlle, yeM ObLIO TIpe/ICKa3aHO MO/IeNbI0 TPAeKTOPHH.
IMTockonbKy ObLIa UCII0J/Ib30BaHa OIIMO0YHAsI MO/ie/ib TpaeKTOpUHr, Kopab/ib 0Kasarscs B
JeiCTBUTEILHOCTU OJIFKe K TTIOBEPXHOCTH TI/IaHeThI, UeM OXKHManock. [lelicTBUTe/IbHAS TOUKA
MaKCHUMaJTbHOTO COMIKeHUsT OKa3anach pUO/IM3uTeNTbHO 57 KuioMeTpoB. T1o oljeHKe, Takast
BBICOTA OKa3asach CJIMILKOM Masia I arrapara.

CTOMMOCTB 3TOM OIIMOKU cocTtaBuia bosee $125M

I/IHOF,E[E[ OLIMOKY BO3HUKAIOT TaM, rjge X HUKTO He >XOaJl. I/IHOF,E[a Pa3HbIe IIpOrpaMMHEBIe
MOAYJ/IU CUCTEMBI HAUMHAIOT B3ElHMO,q€I>iCTBOB&Tb HeOXHJaHHbIM 06p(':130M.



Slide 7: KonBepTonian Osprey

3a mapy Hezienb 1o poxaectBa 2000r, Ha KonBeproryane Osprey - TuOpuz, camoJsieTa u
BepTOJ/ieTa, IPOM30IIlia aBapys FMipaBIMueCcKO CUCTeMbI, KOTOpasi, TI0 3aMbIC/Ty
KOHCTPYKTOPOB, /I0/DKHA Oblla 3aKOHUYUTCS Oe3 rociecTBUi. B cylyyae aBapuy TvipaB/ivKy Ha
oJHOM U3 BUrarteneid, Osprey Ao/mKeH ObLT IePEHTH B PEXKUM BepTojieTa U IMOCaJuTh MalllvHYy.

OpHako, coriacHO OTYeTy 10 KatacTpode, Obiia ipobiema B ""aHOMaIMK TIPOrPAMMHOTO
obecrieuenust”. Korja KoMrbroTep 0OHApY)KW/T aBapyio B TU/PaBIMUECKOW CUCTeMe, OH
0CTaHOBMJI BpallleHHe BUHTOB.

[TunoT cTan MpoBOAUTL 00BIYHYIO TIPOLIEAYPY M HaXKasl KHOTIKY cOpoca, uTo Obl BK/TFOUHUTh
JaBUrareny. B 3ToT MoMeHT 06e OTIOpbl BUHTOB WCTIBITAMN ' CyIIleCTBEHHbIe U3MeHeHUsI TaHT aXKa
U TATU" ¥ B KOHILIEe KOHI[OB 3acTpsiii. CamosieT yrasn B 60/10To, Bce 4 MOPCKUX TMEXOTUHIIA Ha
6opTy moru6/m.

Yro ke MPOU30ILIO Ha OOPTY /10 CUX TTOp Hen3BeCTHO: Tipou3BoauTenu Osprey Boeing u Bell
Helicopter 3astBu/i, 4TO €AMHCTBEHHOE, UTO OBLIO M3MEHEHO - 3TO MPOrpaMMHOe obecrieueHue.
[TpaBuTe/ILCTBO 3aTpe60oBasIo OAPOOHOCTEH, HO OHU TakK M He TIOC/Ie[J0BaIH.

WHoria ommbKy ObIBArOT He CTOJIb 3HAUUTETLHBIMU TI0 TIOC/IeJICTBUSIM, HO TOpa3zo Oosee
HEeO)XKM/JaHHBIMH U 3araJJouHbIMH. [IprueM UMCTO armapaTHbIe OITMOKY TOXKe ObIBArOT BeCbMa
UHTPUTYIOIUMHE. [TOMCK TaKuX OIIMOOK BITOJTHE MOYKHO PacCMaTpPUBATh Kak paboTy st
JleTeKTHBa ...



Slide 8: Heo)xujaHHbIE OLIHOKH

Not enough memory B nporpaMmmMe He HCIO/Ib3YH0Iel NAMATH

bri1o 310 B KOHITe 80x, Koraa camoii kpyToii PC 6bi1a '386s ¢ comnporieccopom'. 1 6bia
HarucaHa MajieHbKas IporpamMmMa, KoTopasi UTo TO CUMTasa M BbIBO/WIIA HECJIOXKHYHO TPapUKy
(Bce B DOS). ¥ MeHst Bce paboTasio 3ameuaTe/lbHO, @ BOT y 3aKa3urdKa OHO CBAJIU/IOChH C
coobmjerrem 'Not enough memory' (4uto ObIIO OU€Hb CTPAHHO, T.K. 3TOM CAMOW Memory e
ObUI0 HY)KHO COBCeM He MHOTO0). [TombITKa B3Th MAallIMHY C MaMsTbIO 11000JIbIIIe yCIIeXoM He
yBeHuasnachk. Packonku ¢ TurboDebugger'om nokasanu yjuBUTebHYIO Belllb:

[TporpaMma Mcnosib30Basa BIYUCIEHUS C T71aBaroLell TOUKOM /il pacueTa pa3MeposB (U
riomazu) ¢Guryp, KoTopble OHa MbITajaack HapyUcoBaTh. I10 MoACUMTaHHOM TUIOLA/AY Jeslancs
malloc - fns1 BeIjeNIeHrs MaMATH Mo, pacTp. B MamHe oTCyTCTBOBAas COMpOLieCcop, a B
rporpaMMe OTCYTCTBOBa/la IPOBEPKa Ha ero Hajmvuue. B pesysbTaTte Bce BBIUMC/IEHUS C
TJ1aBarolleil TouKou Ob1M IPOUTrHOPUPOBaHKI, U B malloc cBanuscs 0, UTO U BbI3BaJIO Bblauy
NULL u Kak c/ieicTBUe pyraHb Ha HeXBaTKy [aMATH.

Magic-More Magic Beik/mouarens Ha PDP 10

Korpga-To, B ogHol 13 nabopatopuii MIT'a ctosina mammHa PDP-10. Ha Heli 0O6Hapy»Kuics
KyCTapHO Mpue/iaHHbIM BbIK/IHOYATe b, KTO €ro MpU/esia - HUKTO He 3HaJl.

Kak BbI mOHMMaeTe Hen3BeCTHbIe IITYKU Ha KOMIIbIOTepe JIyyllle He TPorarTh, BAPYT KOMIIbKOTep
3aBUCHeT. BoIK/touaTe/nib ObLT TOMeueH BecbMa HeOObIUHbIM 00pa3omM. OH UMer 2 MO3UI|H, U Ha
HEM caMOM KapaHaIiioM OblIo HaljaparaHo - Magic u More Magic. Bbikrouaresib CTOSIT B
no3uuu More Magic.

[To3Basnu elrje OAHOTO XaKepa, uTo ObI OH MOCMOTPesT Ha 3T0. OH CcKa3aJl, UTO HUKOT/la He BUJesT
BBIK/IFOUaTeIsi paHblile. bosee moapobHOe McciieloBaHUe BLIK/IFOUATe s I0Ka3aso, YTo OT Hero
OTXOZW/ TOJILKO 1 mpoBoy,. [Ipyroii KOHel| 3TOT0 MPOBO/ia Ucue3as rjie TO B JJaOUPUHTe
TIPOBO/IOB BHYTPU KOMITbIOTEPA, HO UCXOs U3 CaMbIX 0a30BbIX TIPUHIIUIIOB 3/IeKTpHUYecTBa ObLIo
abCOJTIOTHO TIOHSITHO, UTO BBIK/IFOUATe b HE MOXKET ZiejlaTb HUUETo, IT0Ka K HeMy He
TMO/ICOeIMHAT KaK MUHUMYM 2 MPOBO/Ia. Y 3TOT0 BBIK/IFOUATEIsl TIPOBO/, ObIT TOIBKO C O/IHOM
CTOPOHBI, C APYTOl CTOPOHBI HUUETO He ObLIO.

BB1/10 ICHO, UTO 3TOT BBIK/IFOUATE/Ib - Ubsl TO I[VIymas 1IyTKa. [Ipu/s K BbIBOAY, UTO BBIK/IFOUATE/b
sIBHO He pabounii, ero repekstounan. KommnbioTep HeMe/JIeHHO TMOBUC.

[Tpups B cebsi, 5KCTIEPUMEHTATOPBI 3aK/TFOUMIIU, UTO 3TO ObUIO COBMA/IeHKUEe, HO TEM He MeHee
BepHYJIY Tepek/itouare/ib B More Magic 1o3uLiuio repe/ repe3arpy3Koi KOMITbIOTepa.

I'op ciiycTsi 3Ty MUCTOPUIO pacCKasasiu ellje OIHOMY Xakepy, Bpoje 310 6611 David Moon. OH
SIBHO YCOMHMJICS B 3/[paBOM YMe pacCKa3uMKa, WM 3aro/l03pUjl ero B Bepe B
CBEPXBECTECTBEHHYIO CHJTY BBIK/TFOUATEIS], U/TM MOXKeT OBITh TI0[yMaJl, UTO ero JypsrT,
pacckasbiBasi Heslerble UCTopud. UTo ObI J0Ka3aTh €My, MPUIIIOCh TIOKA3aTh TOT CaMbIi
BBLIK/TFOUATe/Th, KOTOPBIH BCe ellje ObUT ITPU/IeTJIeH K CTOMKe MaIllMHBI C TeM >Ke CaMbIM OIHUM
MPOBO/IOM, U B TOW ke caMou no3uLuu More magic. OHU TIIaTe/bHO UCCIe10BaIv
BBLIK/TFOUATe/Th U ero OAMHOKHWI TIPOBO/I, ¥ 0OHAPY>KUJTH, UTO €ro BTOPOH KOHell, XOTsI ¥ Obu1
TI0/ICOeZIMHEH K TIPOBO/IKE KOMITbIOTEpA, OBbLT IMO/ICOeTUHEH K BBIBOY 3a3eMJ/IeHHsI. DTO SIBHO U
He/IBYCMBIC/IEHHO Zle/lasio BLIK/TIoUaTe b IBaXK/Ibl O€CIio/ie3HbIM - OH He TOJIbKO 3/1eKTPUYeCKH
He MOT paboTaTh Ha OJJHOM MPOBOZE, 3TOT MPOBO/] ObUT TIOAK/IIOUEH TY/ia, T/ie OH HU Ha UTO He
MOT TIOB/IUATh. TaK YTO OHU MEPEKJTFOUUINA BIK/IOYATeb. ... KOMIbIOTED HEMe//IEHHO TTIOBUC.



Ha sT0T pa3 onu nomwu K Richard Greenblatt, Berepany MIT, on 6611 Henoganeky. OH Toxe
HMKOI/]a He 3aMeyasl 3TOro BbIK/ItouaTesist paHblile. OH ero ucciezoBasl, cAesasl BbIBOJ, UTO
BBIKJTFOUaTe b Oecriosie3eH, U3BJeK KyCauKy U BbIAPaJI 3TOT BBIK/FOUATeb BMECTe C TIPOBOZIOM.
3aTeM nepe3arpy3u/ KomrbioTep. KomnbioTep HopMasibHO 3apaboTar, ¥ pozio/bkaeT paboTathb
[l0 CUX TIOP.

ITo cux Top HeM3BeCTHO, KaK UMEHHO 3TOT BBIK/TFOUATeIb MO/IBELIMBA/I MAlIUHY. BO3MOXXHO,
Kakas TO 1[eTTb OKOJIO TOUKH MOJK/TI0UeHUs1 Oblla OUeHb UyYBCTBUTE/IbHA, U TEPEK/TIOUeHUsT ObLIO
JIOCTaTOYHO [I/Is U3MEHEeHUsI eMKOCTH, UTO Obl KaKasi TO MHOT'O MerarepiioBasl 1[elb TiepecTasia
pabotaTh. HO TOUHO 3TOT0 y>Ke He y3HaTb, TaK UTO MOYKHO TIPOCTO CKa3aThb, UTO BLIK/TIOUATE/Th
MPOCTO OBLT MArKYeCKHM.

B 1994r Obl710 TIpe/I0KeHO ellle 0HO 00bsICHEHHE 3TOM UCTOPHUH - KOPITYC BBIK/TIOUATe IS ObLT
MeTa/UTMUeCKUM, W BITOJIHE BO3MOXKHO, UTO OZIMH U3 KOHTAKTOB BBIK/TFOUATe s (TOT CaMblH,
HEeIo/[COeIMHEHHBIN) ObLT COeIMHEH C KOPITyCOM. B TakoM c/lydyae BBIK/TFOUATe b ITPOCTO
COeZIMHSIT KOPITYC MAIIIMHBI C OTIPe/Ie/IEHHON TOUKOW B 3€MJISTHOM 1enH. Tak Kak pa3Mepbl
KOpIyCa, /Ia ¥ CaMOU 3eMJISIHOM 11enu ObLIM BeCcbMa OO/IbIIMMU, MEXKY HUIMH BITOJTHE MOTJIa
00pa3oBaThCs Pa3HOCTH MMOTEHIMANOB. B TakKoM ciyuae 3aMbIKaHHe BBIK/TFOYATE IS MOTJIO
BbI3BAaTh MIOMEXHU B LIETTH 3eMJIH, KOTOPbIE BITOJTHE MOT/IA Obl TOBECUThH MAllIMHY.

9BM c ‘doTtordpexkTom’

9710 6110 T71e-TO B 86-87 romax B MOTU. OxuH cTygeHT cobpan cebe kommbioTep (Paayo
86PK). D10 6b11 HeOObIIION KOMITbIOTED, COOpaHHbIN BOKPYT COBETCKOT'O aHasIora rporjeccopa
i8080 1 HEKOTOPBIX MUKPOCXeM U3 ero neprudepuiiHoro Habopa. B kauecTBe aucries
WCTIO/Tb30BaJICs TeJIeBHU30p, U300paXkeHre Ha KOTOPOM ¢opMUpoBanock KoHtposiepom CRT
(i8275). Tak »xe B KomrbtoTepe 011 KoHTpOsTep DMA (i8257), KoTopblii obecrieurBan JOCTaBKY
JAHHBIX U3 TIAMSITH /1S TI0Ka3a Ha KpaHe.

KowmrisroTep Ob11 TOHOCTBIO COOPaH, OT/IaKeH, ¥ Bce paboTasno, Kak uackl. Jlo Tex mop, moka
He 11ornpo0oBasi 3aKpPbITh KPBIIKY Kopriyca. M300pa)keHue ¢ 3KpaHa TesieBU30pa HeMe/lJIeHHO
Npornaso, a KOMIIbIOTEP 3aBUC.

CHauara rpely/Id Ha TO, YTO KpBbIILIKa T/je TO UTO TO TPU/aBU/a, HO HUUero Takoro
obHapy>keHO He Ob110. TorzIa BOOPYKUIMCH OCL/IOrPadoM, U CTaly CKPYITY/Ie3HO
WCCJIe/IoBaTh CUTHABI Ha BBIBOZAX MUKpocxeM. OOHapY»KU/IM UHTePeCHYH aHOMaJIHIO - eC/ld
OJIVH 13 TIPOBO/IOB MCCIeZ0BaIN OCLMIOrpadom C OHOTO KOHLI, TaM ObUTH IPaBUIbHBIE
KpacuBbIe CUTHAJbI, eC/A Ke oCL/orpadoM Kacaauch HOXKKHM MUKPOCXeMbI C IPYToro KOHIA
TIPOBO/IA, TO CUTHAJT HeMe/IJIeHHO TIporazasn (BMecTe ¢ n300pakeHneM Ha 3KpaHe). [IpoBog ObLT
abCoJTIOTHO 11e/TbIi - ero CHavasia MpO3BOHUIM TECTEPOM, a TIOTOM TIbITa/IMCh UCITBITAaTh Ha
pasphIB.

[JanbHele WccieloBaHUS MOKa3aiy, UTO STOT MPOBOJ, He OWH TaKOM - NMPaKTHYeCKU 000
TIPOBO/] B paiioHe 3TOM MUKPOCXeMbI (a ObIT 3TO TOT caMblii KOHTposiep DMA) Best cebst UMEHHO
Tak. OTO ObLJIO BeCbMa HeoKu/laHHOe TIoBe/ieHue.

[Manee ObLIO ellje HEOXKUJAHHEE - 0Ka3a/I0Ch, UTO Jla’Ke KacaTbCsl I[yTIOM OCLI/IOrpada HOKKH
MHUKDPOCXeMbI He 00s13aTe/IbHO - TIPOCTO TO/IHeCTH LIy B palioH 3TOM MUKPOCXeMbl (He KacasiCh
HUYEro) yKe J0CTaTOYHO.

[anbHellie vccieloBaHUs MOKa3aiu, UTo Jiaxke 1{yT ocLuiorpada He HY)eH - I0CTaTOYHO
MIOJJHECTH Ty/a PYKY. 3aKpauch MOJ03peHHs 0 HaBO/IKax OT PyKU, HO OHU He OMpaBZa/Iuch -
HaBOJIOK He ObIIO.

Hakonel1 mpuurHa Obl1a Hali/leHa - Ha CTOJIe CTOsi/la OCBeTUTe IbHAs JlaMIla U CBeTH/Ia Ha MeCTO
HalllUX SKCMIePUMEHTOB, B TOM YMCJIe ZI0CTaBasock U Mukpocxeme DMA. ITpuunHa Obl1a BecbMa
Y BeCbMa HeO)KHZaHHa, TI03TOMY OBI/T TIOCTaB/IeH KOHTPOJIBHBIM SKCTIepUMeHT. [lepeBsiHHON
JIMHEWKOM 3aKpbIBa/v CBeT OT JIaMITbl, U KOT/]a TeHb Kacaiach TOTO MeCTa, Tje Y MUKPOCXeMbl
ObLT pacriosiokeH KpYCTasll, MallliHa BUC/IA.



[ManbHele uccaej0BaHMS MOKa3ay, YTo Ha TiaTe Obl1 0OpHIB B ITPOBOZE, 10 KOTOPOMY B
MUKPOCXeMy PerucTpoB 3allje/IKMBaiach cTaplias I10j0B1Ha agpeca oT DMA konTposepa. 1
perucTp cpabaTbIBasa UCKTIOUUTEIBHO M3-3a HABOZOK B LIETISIX MUTAHUS U 3eMiTd. bivpkaiiiias
MUKpocxeMa Oblsia Kak pa3 MUKpocxeMoii DMA, 1 IMeHHO OT ee HaBO/IOK a/ipeC U
3alesKuBacd. Korga nepecraBaav CBeTUTh Ha KPUCTa/LI KOHTposiepa DMA, ypoBeHb HaBOZOK
CHWXKaJICS, U PEerUCTp IepecTaBajl Ha HUX pearnpoBarh.

Copoc I1O Hag MepTBBHIM MOpeM

dupma Motorola ucrnbIThIBasIa HOBBIM MpOL{ECCOP /711 aBTOMU/I0TA Ha HcTpebuTene B M3pause.
Bce 6b1710 oTn1a5keHO. [TH/I0ThI Ha UCTIBITAHUSX OTIIPABUIIMCH «OTHOATh pesibed» C ceBepa o 1ora
W3paunns. Victpeburenb rpeKpacHO MpoJieTe/ Ha aBTOIUIOTe HaJl PABHUHHOMN YacThiO, Hafl
TOPHOM YacThl0, Hafl AonrMHOM pekn ViopzaHs, 1 ipubskascs K Mépteomy mopro. He monete
[10 Hero, HeoXXMJAHHO NIPOUCXOAUT 001K cOpoc nporjeccopa, aBTONU/IOT BBIK/IIOYAETCS Ha
TIOJTHOM X071y, TIMJIOTHI TIEPEXO/SAT Ha PyYHOe yIIpaB/ieHre, U CaXKatoT UCTpeOuTeb.

[Tpoueccop oTnpaBuM Ha JOpabOTKY U TeCcTHpoBaHKe. Bce TecTsl rpomuy cHOBa 6e3 cOoeB.
CHoBa Haya/ peasibHyI0 TIPOBepKY. VcTpebuTeb npoJieTes Hajj BCEMU TEPPUTOPUSMH, HO TIPH
niozyieTe K MépTBoMy Mopro: 0011t cOpoc, BHIK/TIOUEHHe aBTOIH/IOTa, PyYHasi I0CajKa.

[lnvTenbHble TeCThl He MOT/IM BbISIBUTh HUKAKUX M3bsIHOB. I1oc/ie Mpoo/mKUTebHBIX MOTBITOK
ObUI0 Hali/IeHo, YTO MPOrpaMMbl aBTOMM/IOTA TIPY BHIYUC/IEHWH TIapaMeTPOB YIIpaBJieHUsI 110
r/IyDOKO Hay4HBIM CeKpeTHBIM ()OpMy/iaM TIPOM3BO/IMIIH Jle/ieHHe Ha 3HaueHHe TeKyIei
BBICOTHI UCTPeOUTest HaJ, ypoBHEM oKeaHa. [1pu nogyieTe K MEPTBOMY MODHO, BBICOTA
CTaHOBWJIaCh HYJIEBOM, M MPOLIeCCOp TIPH /le/IeHUH Ha HOJb aBani obmuii copoc. 1o aToro
C/lydasi HHKOMY He TIPUXO/IA/IO B TOJIOBY, UTO CAMOJIEThI MOT'YT JIeTaTh HU)Ke YPOBHSI OKeaHa...

F22 u «J1MHM nIepeMeHbI AaT»

ITpu TombITKe TIeperHath UcTpebuTen F22 «cBoum xo10M» ¢ ["aBaliCKUX OCTPOBOB Ha 0a3y
BBC Kadena Ha simoHCcKoM ocTpoBe OKHHaBa MporpaMMHbIi cO0i «B HAaBUTALMOHHOM
obecrieueHNH» BBIHY/W/I ITAJIOTOB Pa3BePHYTHCS M BO3BPATUTHLCS TY/d, OTKY/a BbUIETEJH.
Tenepsp cTana M3BeCTHa UCTUHHAsS NPUPO/ia «HABUTaLMOHHON aHOMa/IuM».

Kak coobijaet DefenseTech co ccbiikoii Ha Associated Press, nctpebutenu He cymenu
NIpeoio/ieTh TaK Ha3bIBAEMYIO «/IMHUIO IIepeMeHb! 1aT» - YCI0BHYIO JIMHUIO, 110 pa3Hble CTOPOHEI
KOTOPOM MeCTHOe BpeMsl OJHO U TO ke (C TOYHOCTBIO [I0 4aCOBOI0 10sica), HO KaleH/apHble
JlaThbl pa3/IMyaroTCd Ha O4HU CYTKU. JIMHUA IepeMeHsbl AaT POX0AuT o Mepyuuany 180
IpaZilyCcoB C OTJe/IbHbIMU OTK/IOHEHUSIMH.

[TepemeHa JaT OCyIIeCTB/SIETCSA (M BOOOIIIE MIMEET CMBIC/T) JIUIIb TIPU UCTIOIb30BaHUH MECTHOTO
BpeMeHU. [Ipu niepeceyeHNM TMHUM TIepeMeHbI 1aT HeoOXouMO /00 pubaBATh, MO0
BBIUMTATb OJHA CYTKH — B 3aBUCIMOCTH OT TOTO, B KAKOM HarlpaB/eHHUH OCYIL[eCTBISIeTCSI
nBwkenye. [To Bcell BUAMMOCTH, 3TOT MapaZiokC 3eMHOrO I1apa, OCO3HAHHBIN ellje y4aCTHUKaMHU
JKCreAnLMKA MaresiiaHa, 6611 1103a0bIT pa3pabotunkamu F-22 Raptor.

ITocnencTBus Takoi 3a0BIBUMBOCTH OKa3a/lMCh BeCbMa OL[yTHUMBIMH. Y UCTpeOuTesielt B mosieTe,
otMeuaeT Defense Tech, BbIILTM U3 CTPOST TOT/IMBHASI U HABUTALIMOHHAsi CUCTEMBI, @ TaKXKe
YaCTUYHO CBSI3b.

JIVib OJHOMY TIMJIOTY Y/1a/ioCh CBsI3aThCs C dKCrepTaMu pa3pabotunka (kommnanuu Lockheed
Martin). HeckoibKo MU/IOTOB MOTIBITa/MUCh Tiepe3arpys3utsb [10 nctpeburerns B moneTe.



[TobeauTs OmMOKY He yAaa0Ch, OHAKO CaMU UCTPeOUTeNN U UX MTUIOTHI YI{eJieNid, UTo B
noZl06HOM CUTyaly C/leflyeT CUMTaTh HeCOMHEHHOM ysjaueil. Bo3BpaiiieHue Ha ["aBaiickue
ocTpoBa MOTpebOoBasIo OTIOTHUTE/TBHOM [[03aMpaBKX B BO3ZyXe.

Brioc/ieicTBUM «HABUTAIIMOHHYIO aHOMAJIHAIO» Y/1a/loCh UCTIPABUTh, U F-22 Bce-Taku NMpUObLTH
Ha aBuaba3y Ha3HauyeHwUsl.

F16 u s3xkBaTop

VcnbiTanust amepukaHcKoro uctpeburesist F-16 nMpoBogumvch, MOHITHOE J1e/10, B CEBEPHOM
nosiyiiapuu. Ha 3ak/itounTesibHOM 3Tare camoJieT pelin/iv NpoBepuTh Ije-To B JIaTUHCKOM
AwMepuKe, HO y>Ke C pyrof CTOPOHBI 3kBaTopa. [1pu nepeBozie camoJsieTa B peXXUM aBTOIIWIOTa
OH aBTOMaTU4YeCKU pa3BepHYyJICs "BBepX Horamu'.



Slide 9: Heoxupannbie ommoku (HeoObIuHbINH HCTOYHUK HACTPOUKH)

B ogHoi1 B.u. ObI1a anmapaTypa, KOTopasi IpUHAMAsIa OT APYroi CBSI3HOM amnmapaTtypbl KOMaH/bl
(a IMEHHO YaCTOTy HaCTPOMKHU MPUEMHUKA), ¥ HAaCTpauBasa 3TOT CaMblii IPUEMHUK. MBI ke
3aHMMa/IMCh TeM, YTO 3aMeHsUIN NTepPBYIO arrapaTypy Ha CBOMO, CZle/IaHHYH0 yKe Ha
KoMmIibtoTepax. [IpobieMa ke 3aK/rouasnach B TOM, UTO [P CMEHEe YaCTOThl, 5 J0JDKeH ObLT
cOpOCUTD TIPeBIAYIIYIO, YCTAHOBUTH HOBYIO, 3amucath HOBYHO B B/I, miuckHyTs PC-speaker'om u
MHOT0 Yero ellje... a YacToTa CMeHsiylach ciefl. 06pasomM

MaJio TOTO, MHOT'Zda OJIUH U3 pa3psAoB "mazan’ B 0 Ha HEKOTOpOe BpeMmsi, a TIOTOM
"BOCCTaHaBIMBaNCA"



Slide 10: Ariane 5

4 viroHsi 1996 rofa ObL MpoM3Be/ieH MepBbIi 3aMyCK pakeTbl-HOCUTe st Ariane 5 - leTHILa U
roppocty EBpomneiickoro Coo0iijecTBa. Yyke uepe3 HeroHbIe 40 ceK. BCe 3aKOHUMIOCh
B3pbIBOM. ABTOMNOAPLIB 50-MeTPOBOM pakeThl TTPOU30LLIe/ B pPalioHe ee 3amycka C KOCMOopoMa
BO ®paHniry3ckoii ['BuaHe. 3a npeiecTByOIIMe rOJbl pakeThl cepur Ariane ceMb pa3 Teprenu
aBapyH, HO 3Ta TOOU/Ia BCe PeKOP/bl 110 BHI3BaHHBIM €10 yObITKaM. To/IbKO HaXxo[uBILIeecs: Ha
6opTy HayuHOe 060pyZi0BaHKe TIOTSHY/I0 Ha MO-MIUIHAapAa A0J1/1apoB, He TOBOPSI O MPOYHX
pa3HO00pa3HbIX U3ePXKKaX; a aCTPOHOMUYeCKUe UG PhI "yIyIIeHHOM! BBITObl" OT
HEeCOCTOSIBIIMXCSI KOMMePUYeCKHX 3aIlyCKOB U IIOTepsi pelyTaliiy HaZle)XHOT'O lepeBO34YMKa B
OueHb KOHKYPEHTHOM CeKTOpe MUPOBOM 3KOHOMMKH ("'cTrouMocTsh phiHKA" K 2000 r. fo/mkKHa
npeBBICUTH 60 M/IPJ. [10//1.) C TPYZOM TIOAJAt0TCs oLjeHKe. Hebe3bIHTEpeCHO OTMETUTh, UTO
TIpebIAyIIas Mo/eslb - pakeTa Ariane 4 - ycrieliHo 3aryckanack 6osee 100 pas.

TexHuyeckue MoPOOHOCTH aBapuH

[Tono)keHre M OpHUeHTALMsl PAaKeTbI-HOCKTeJIs1 B IPOCTPaHCTBe U3MepsitoTcst HaBurarjuoHHoH
Cuctemotii (Inertial Reference Systems - IRS), cocTaBHOI YacTbI0 KOTODPO#A SIB/ISI€TCS
BCTPOEHHBI KOMIbIOTEP, BEIUMC/ISIOLUN YT/IbI U CKOPOCTH Ha OCHOBE UH(OPMaLiUU OT
6oproBoii MHepimanbHoit [1naTdopmel, 000pyi0BaHHOM 1a3epHBIMU TMPOCKOTIaMU U
akcenepomerpamu. [JanHele oT IRS nepezarorcs 1o crierpanbHOM MMHe Ha boprosoi
Komnbtotep (On-Board Computer - OBC), KoTophliii o6ecrieuriBaeT He0OX0JUMYIO [1Jist
peanu3aliiy IporpaMMel oJieTa MH(POPMaLMIO U HeMOCPeICTBEHHO - Yepe3 ru/ipaBanyeckye U
CepBOTPUBO/IbI - YTIPABJIsSieT TBePAOTOIUIMBHBIMUA YCKOPUTEJISIMU U KDUOT€HHBIM JIBUTaTe/ieM
tuna Bynkan (Vulkain).

Kak 06b1uHO, /17151 06ecrieueHust HaZie>xHocTH CucteMbl YTipaB/eHus [1071eTOM UCTIONB3yeTCst
nybmpoBanue obopyzoBanus. [Toatomy aBe cuctemsl IRS (ogHa - akTHBHas, Apyras - ee
rOpSIUMM pe3epB) C WEHTUYHBIM arfiapaTHBIM U TIPOTPaMMHBIM 0becrieueHreM
(bYHKIMOHUPYIOT MapasiienbHo. Kak Tonbko 6opToBoii KoMiibiotep OBC 00Hapy>KUBaeT, UTo
"akTyBHadA" IRS BbINUIA U3 LLITATHOI'O Pe)XUMa, OH Cpa3y ke MepeK/rYyaeTcs Ha IpYyrylo.
BripoueM, 11 60PTOBBIX KOMITLIOTEPOB TOXe [Ba.

Yro npousouio:

e B MomeHT HO+39 cek. U3-3a BbICOKOM a3po/ijMHaMHUUeCKO Harpy3Ku BC/IeICTBHE
TIpeBbIlIeHUs "yrI0M aTaku'" KpUTHUYeCcKoW BesTMurHbI Ha 20 rpaZlyCcoB MPOM30IILIO0
OTJie/IeHre CTapTOBbIX YCKOPUTe/IeN pakeTbl OT OCHOBHOM ee CTYIeHH, YTO U MOCTY KUIIO
OCHOBaHHeM /151 BKroueHus1 CUCTeMbl ABTOIO/PBIBA PaKeThl;

e M3MEHeHUe yrja aTaky MPOU30LIO M0 IPUUMHE HELITaTHOIO BpallleH!Us COTIes
TBEPOTOI/IUBHBIX YCKOPUTEJIeH;

e Takoe OTKJIOHEHHE COTeJ yCKOpUTesel OT NPaBUIbHOM OpUeHTallMy BbI3Bajia B MOMEHT
HO + 37 cek. komaH/ia, BbiZlaHHasi BopToBbiM KomribloTepom Ha 0OCHOBe MH(OpMaLUX OT
akTiBHON HaBurammonHout Cucremsl (IRS 2). Yactb 3T0H nHbOpMaryu Oblia B
TIPUHLIMITE HEKOPPEKTHOM: TO, UTO MHTEPIIPETUPOBAIOCH KakK I0JIeTHbIe JjaHHbIe, Ha
CaMoM /ieJie SIB/S/IOCh AMarHOCTUYeCKOM MH(OpMaLyeil BCTpOeHHOTO KOMITbIoTepa
cucteMsnl IRS 2;

e BCTpoeHHbIM KoMibioTep IRS 2 nepenan HeKOppeKTHbIe aHHbIE, IOTOMY UTO
JIMarHOCTUPOBA/ HEIITaTHYO CUTYyaLuo, 'MoMaB" UCK/IroUeHue (exception),
BLIOPOIIIEHHOe OJJHUM K3 MO/[y/Iel IpOrpaMMHOT0 obecrieueHus;



e 11ipu 3ToM bopToBol KoMnbroTep He MOT MepeKIrUMTECS Ha pe3epBHYO cucteMy IRS 1,
TaK KakK OHa y)Ke MpeKpaTuia (YHKL[MOHUPOBATh B TeUeHHe IpeJlIeCcTBYIOLero LyK/Ia
(3aHsBILIEr0 72 MCeK.) - 10 TOM »Ke MprUuKHe, uTo U IRS 2;

e WCK/IOUeHHe, "BrIOpoOIIeHHOe" 0HOM 13 Tiporpamm IRS, siBUiock ciiefcTBrieM
BBITOJTHEHUS TTPe0Opa30BaHus JaHHBIX U3 64-pa3psAHOTo Gopmara C IiaBaroiei
TOUKOU B 16-pa3psifiHOe 1je/ioe Co 3HaKoM, uTo rpuBesio K "Operand Error";

e omwubKa rpousoiia B KomrnoHeHTe 10, ipeiHa3HaYeHHOM UCKJTFOUUTETBHO IS
BbINOJIHEeHU "perynupoBkU” VIHepimanbHoii [1natdopmel. [IpryeMm - yTo 3ByunT
rapaZloKcaibHO, ec/id He abCyp/iHO - 3TOT MPOrpaMMHbIN MOZY/Ib BbllaeT 3HaUMMbIe
pe3ynibTaThl TOJBLKO 10 MoMeHTa HO + 7 cek. OTpbIBa pakeTbl CO CTapTOBOU IJIOIIAIKH.
[Tocrne Toro, Kak pakeTa B3/ieTe/la, HUKAKOTO BIWUSHUS Ha T0JIeT (PYHKLIMOHUPOBaHUe
JIaHHOT'O MO/lyJIs OKasaTb He MOIJIO;

e 0/IHaKO, "G YHKIUS Pery/JupOBKU" [1eHCTBUTE/ILHO JO/DKHA Oblia (B COOTBETCTBUM C
yCTaHOBJIEHHBIMHU [I71s Hee TpeDOBaHUSIMHU) /1eCTBOBaTH elrle 50 cek. Toc/ie MHULUALN
"rmoneTHoro pexkuma'" Ha 1MHe HaBuranmionHoit Cuctemsl (MomeHT HO-3 cek.), uTo oHa
C ycepAyeM /iypaka, KOTOPOTO 3aCTaBU/IK OOT'Y MOJIUTBCS, U Jlefara;

e ommbka "Operand Error" npousoiiiia u3-3a HeOXXHJaHHO 00/IbITI0N BemmurHbl BH
(Horizontal Bias - ropu3oHTabHbIN HAK/IOH), MOCUATAaHHOW BHyTpeHHel (yHKI1el Ha
OCHOBaHUM BeJIMUMHbI "TOPU30HTa/IbHOM CKOPOCTH'", U3MEPEHHOU HaXOSAMMUCS Ha
[Tnardopme gaTumkamu. Bennuuna BH ciyxyna MHAMKaTOPOM TOYHOCTU
nosuonrpoBanus [1natgopmer;

e BemmuuHa BH oka3anack MHOTO 00JIbIIIe, UeM 0XKUZA/IOCh TIOTOMY, UTO TPAeKTOPUS
rosieta Ariane 5 Ha paHHe# CTa[juu CyI|eCTBEHHO OT/IMYaaach OT TPaeKTOPWH T0JieTa
Ariane 4 (rze 3TOT IpOrpaMMHBIM MOZYJ/Ib UCIIO/Ib30BAJICSI PaHee), UTO Y IIPUBEJIO K
3HAUUTE/ILHO O0JIee BLICOKOH "TOPHU30HTATLHOM CKOPOCTH'.

®uHaMbHBIM JKe leficTBHEeM, UIMeBLIMM (aTasbHble I10CAeCTBHUS, CTaI0 NpeKpallieHre paboThl
TpoLjeccopa; COOTBETCTBeHHO, Bcsi HaBurarjionHast Crcrema nepecrasna (pyHKIMOHUPOBATb.
B0306HOBUTE ke ee /1eIICTBUS 0Ka3al10Ch TeXHUYeCKH HEBO3MOXKHO.



= Slide 11: YTo Hajo AenaTh He Bcerja

Ilepencno/ib30BaHMe MPOrPpaMMHBIX MOAYJIeH

Mogynb kanubpoBku "VIHepLmanbHOM riatdopMel” oT Ariane 4 ctas IpUYMHOM Kpaxa Ariane 5
W 370 He e;MHWYHBIN IPUMeD, JaJble Mbl YBUIUM ellle HeCKOJIBKO ITPUMepPOB TaKOoro ke
(aranpHOTrO 'Mepeuncnosib3oBaHus’ [10

[Ipe>kae ueM 4TO TO TIEPEUCITI0/Ib30BaTh, BHUMATe/IbHO U3yuuTe crieliiduKaiu U yoeaurech,
YTO 3TO BO3MOXKHO. Ecim crienudykaliiu Ha Mo/y/ib He TIOJTHBI, UM UX BOOOIIe HeT - TO JTydilie
TaKOW MOZY/Tb BLIKUHYTb Cpa3y.

Hcnonb3oBanue ‘Ha/ie)XKHBIX  A3BIKOB

B Ariane 5 ucronb3oBacs s3Ik Ada, SIB/ISFOLLUANACS OJJHUM U3 CaMbIX CTPOT'O TUTTM3HPOBAHHBIX
Y 3all{MIeHHBIX A3bIKOB. Kak BUUM, Jla)ke UCII0/Ib30BaHVe TaKUX S13bIKOB He /laeT rapaHTUU
OTCYTCTBUSI OIIMOOK, a MHOT/Ia Ja’ke Ha00O0pOT.

Hcnoib30Banue exception’oB Jjisi CHTHA/IM3alUu 00 ommoKax

Kak curnamsupoBath 06 ommbkax? U kak ux obpabaTbiBaTh? MOXKET MOKa3aThCsl, UTO
MeXaHU3M UCK/IIoueHul (exception'oB) siB/isieTCs MaHalleeld, HO 3TO Ja/ieKo He Tak.

Yro ObI exception'sl ycrenHo paboTasiy, MporpaMma AoJKHa C CaMOro Hauasla TUCaThCsi C
y4eToM TOTO0, UTO B TF0OOM ee MeCTe MOTYT BO3HUKHYTb UCK/TFOUEHMSI.

S13bIKK camu 110 cebe He obecrieurBarOT H6e30macHyr0 00paboTKy ITUX CaMbIX UCK/TFOUeHHUH.

Bo niepBhIX - ec/v Bbl He IlepexBaTHTe UCK/IOUeHUe BooOle, TO peakLiys OyjeT Maso
OT/INYAThCS OT OOBIUHOTO MazieHus: porpaMmel. [IpocTo BMecTo coobimenns 'segmentation
falult' BB mOTyurTe HEUTO BpO/ie 'MporpaMMa roTpeboBaa UCTIOMHSIIOLYI0 CUCTEMY 3aBepIUTh
ee HeoObIUHBIM 00pa3oM'. JIMUHO y MeHs 3T0 co00IIeHre TI0UeMy TO aCCOLUUPYETCS C
KamacyTpoii. A ecnu y nonb3oBareisi IpyU 3TOM NPOMNazeT JOKYMEeHT, KOTOPbIM OH B TIOTe JIULa
penaktupoBar rnocaegare 10 yacos, To ¢ KamacyTpoii puzieTcsi acCcorrpoBaTh pa3paboTurKa.

TyT Bo3HMKaeT 10OOYHBIN BOMPOC - Tle IMEHHO TepexBaThiBaTh UCKMoueHre? Ecii cvimkom
O/IM3K0 K MECTY ero BO3HUKHOBEHMSI, TO 3THX [TePEXBATUMKOB OyzeT 100PBIX 10/ IPOrPaMMBl,

ec/ti MobO/IKe K main'y, To y 06paboTurka UCK/TIoueHUst He Oy/1eT BO3MOXKHOCTH C/le/laTh UTo-
b0 0CMBIC/IEHHOE, KPOME KaK 3aBepILIUTh IPOrpaMMy C U3BUHEHHSIMHU.

Bo BTOpBIX - B s13bIKax THna C++ mnposeTarolijee UCK/I0UeHHe Oy/leT 0CTaB/IsATh 3a COO0I XBOCT
13 TMIOTePSIHHBIX PeCyPCoB, T.K. HUKTO He OyJeT aBToMaTuuecku fenathb delete K y)ke cZieslaHHBIM
new. [IpumMeHeHre pa3MUHbIX Smart pointer'oB BMeCTo 0ObIUHBIX 3Ty NPo0eMy peruT
(oTuacTH), HO 3TO yXKe U eCTb TO CaMoe 'C CaMOro Hayasia MucaTbcsl ¢ yuetoM . M smart pointer'sl
He 3aMeHST IOJIHOL|eHHBIN COOpILMK Mycopa, T.K. OHH OTBpaTUTe/IbHO 00palljatoTcsi C
LIMK/TMUYeCKIMH CTPYKTYpaMHu. B si3pIkax co BCTpOeHHBIM cOOpIIMKOM Mycopa OyzeT rpobiema ¢
¢duHamm3alMeli 00bEKTOB MPY PacpOCTPAHEHUH UCK/TFOUeHUs1. [1eCTpyKTOphl STUX 0ObeKTOB
(ecii oHM BOOOIIIEe OYAYT TIOA€PKUBATHCS SI3bIKOM), OyyT BBI3BAHbI /Ja/IeKO He BCerJia MMEHHO
B MOMEHT PacrpoCTpPaHeHUs UCKJIIOUEHHs.

Hy v B TpeTbUX - B UHTEPAaKTUBHBIX MPUIOKEHUSIX BbIOPOILIEHHOe U3 KOHCTPYKTOPA
nckmoyeHre MoxeT octaBuTh GUI B mony-co3ganom cocrosiuni. OHO OyzieT BUAHO Ha 9KpaHe,
HO TI0JIOBHMHA 3/IeMEHTOB yIIpaB/ieHust He OyieT paboTath, a Aipyrasi [oJI0BUHA OCTaHeTCst
IyCTOM.

IIpoTokospoBaHue OMIMO0K



Y6enuTech, 4TO caM IPOLIeCC MPOTOKOIMPOBAHUS He HapyIllaeT paboTy APyrux MOAy/ei.

B Ariane 5 mexaHu3m 06paboTKM OILIMOOK TIpeZycMaTpUBasl CJieflyroliyie TpU OCHOBHBIX
neiictust. [1peskze Bcero, nHGOpMarLyisi 0 BOSHUKHOBEHUH HEITATHON CUTYalUH /I0/DKHA OBITh
riepeZiaHa 1o 1rHe Ha 6opToBoii KomribioTep OBC (KOTOpBIi MTpaB/ja BOCTIPUHSIT 3TO
coo011eHre KaK YacThb YTIpaBJIsioIIel KOMaH/bl); TTapaiie/lbHO OHA - BMECTe CO BCEM
KOHTEKCTOM - 3alMChIBasach B nepernporpamMmmrpyemyto namsate EEPROM (koTopyro Bo Bpemsi
pacciie/loBaHus y/1aloCch BOCCTAHOBUTE U TIPOUYECTh ee COZIeP)KUMOe), Y HaKOHel], paboTa
niporieccopa IRS fomkHa Oblyia aBapuiiHO 3aBepIinThCs. [1ociieiHee eiicTBYe U 0Ka3anoch
(aTanbHBIM - IMEHHO OHO, CTyUHMBILIEeCsI B CUTYalluy, KOTOpasi Ha CaMOM fiefie Oblia
HOpMa/bHOM (HECMOTPSI Ha CreHePUPOBaHHOE 13-3a He3allUILIeHHOTO MeperoHeHUs
MIpOrpaMMHOe HCK/IFOUeHHe), U NpUBeJIo K KaTacTpode.

Pe3epBHoOe (pyHKIIMOHMpOBaHUEe MOAY 1€l
VHorga pa3paboTurK He OTK/IFOUaeT BO BpeMsi YoKe He Hy)KHbIe TIporpaMMHbIe MoAy/i. VHora
5TO JIeWiCTBUTE/IbHO UMeeT CMBIC/I, HO Yallle BCero 3To BefleT K OLIMbKaMm.

W Tak - cHOBa Ariane 5

[Tpexxae Bcero mpoc/e M, OTKY/A B3sIOCh ePBOHAaYaIbHOe TpeOoBaHMe Ha MPOZA0/DKeHHe
BBITIOJIHEHUS OTIepaliviy PeryJIMpPOBKHU I0C/Ie B37ieTa pakeTbl. OKa3biBaeTcsl, OHO ObLIO 3a/105KeHO
Oosiee yeM 3a 10 j1eT 0 pOKOBOTO COOBITHS, KOTJa TPOEKTUPOBAJIHCH ellje paHHHe MO/e/TH
cepuu Ariane. ITpu HeKOTOpPOM (BeCbMa MaJIOBEPOSITHOM!) pa3BUTUU COOLITHI B37IeT MOT OBITh
OTMeHeH OYKBa/IbHO 3a HECKOJIKO CEKYH/I 10 CTapTa, Harpumep B mpoMexyTke HO-9 cek.,
Korza Ha IRS 3amnyckascs "mosietHblit pexxuM'', 1 HO-5 cek., Korjia BblZjlaBajlacb KOMaH/ja Ha
BBIIO/IHEHHE HEKOTOPBIX OTepaljiii C pakeTHbIM 000pyj0BaHUEeM. B ciiydae HeOXXUJaHHOU
OTMeEHBI B371eTa He0OX0AUMO ObIJI0 OBICTPO BEPHYTHCS B PeXKUM "0OpaTHOTrO oTCueTa"
(countdown) - ¥ Ipy 3TOM He MOBTOPSITH CHauasa BCe YCTAHOBOUHKIE OTepaliid, B TOM YUC/ie
TIpUBe/IeHre K UCXOAHOMY MosiokeHHs MiHepiuanbHoM TnaTtdhopMmel (onepaifusi, Tpedyroiias 45
MUH. - BpeMs, 3a KOTOpPOe MO)KHO NOTepsITh ""0KHO 3amycka').

Br1s10 060CHOBaHO, UTO B C/Tydae cOOBbITHSI OTMeHBI cTapTa reprof B 50 cek. mocsie HO-9 6yzer
JIOCTaTOUHBIM /ISl TOTO, UTOOBI Ha3eMHOe 000py/I0BaHKe CMOTJI0O BOCCTAHOBUTD TIOTHBIH
KOHTPOJIb 3a VIHepumanbHoM [Tnatdhopmoti 6e3 motepu nHbopmalyu - 3a 3To BpeMsi [1natgopma
TIpeKpaTUT HauaBilleecsi ObIIO repeMellieHre, a COOTBETCTBYIOLIUNA TTPOrPaMMHBIN MO/Y/Tb BCHO
MH(OPMALIMIO O ee COCTOSTHUU 3a(pUKCHUPYeT, UTO MIOMOXKET OIepaTHBHO BO3BPATUTh ee B
WCXO/IHOE TI0JI0)KeHHe (HarlOMHKM, UTO BCe 3TO B CJlyuae, KOT/ja pakeTa Mpo/o/KaeT
HaxOJUTbCA Ha MecTe cTapTa). Y 1elicTBUTeNIbHO, OfHaXbl, B 1989 rogy, npu crapre nog,
HoMepoM 33 pakeTbl Ariane 4, 3Ta 0c00€HHOCTb Obl/Ia C yCTIeXoM 3a/ielicTBOBaHa.

OpHako, Ariane 5, B OT/IMUMe OT NpeAbIAYILeNd MOZeN, UMes YyKe MPUHLMIUAIBHO [IPYTYIO
JOVICLIUIIMHY BBITTO/THEHUS TIPeTIO/IeTHBIX /IeMCTBUM - HACTOJIBKO APYTYIO, UTO paboTa pOKOBOTO
IPOrpaMMHOT0 MOZYJIsI TIOC/Ie BpeMeHH cTapTa BooOiie He uMesia cMbicia. OfHaKo, MOAY/Ib
TIOBTOPHO WCTI0/Ib30BasIcs 6e3 Kakux-mbo MoanuKalyii - BUAUMO U3-3a He)KeslaH!sI U3MEeHSITh
TIPOrPaMMHBIN KO/], KOTOPBIN YCTeITHO paboTaer.

Hcnonb30BaTh OrpaHUYeHHOCTh BXOAHBIX JAHHbBIX

WHoria pa3paboTunKy He TIPOBEPSIIOT BXOZHbIE JaHHbIE HA OCHOBAaHWUM TOTO, UTO 'OHU
¢bu3nuecky He MOTYT ObITH He TAKUMH, KakK Hazlo'. Takol moaxo | uepeBar BecbMa
HEeO)XKM/]JaHHBIMH OIIMOKaMU B He MeHee HeOXKUIaHHBIMU TI0C/IeZICTBUSMHU.

CHoBa Ariane - oueMy >ke TIpPOM30IILIO [eperioiHeHNe B IPUBEJEHNUN TUTA:



PaccnepnoBanue nokasasno, 4To B JAHHOM IIPOrPaMMHOM MOZyJIe IIPUCYTCTBOBAJIO LieJIbIX CEMb
riepeMeHHbIX, BOBJ/IeUeHHbIX B Orepalyu rnpeodpa3oBaHust TUTIOB. OKa3anochk, YTO pa3pabOTUMKU
TIPOBO/IM/TM aHA/IN3 BCeX OTepaliyi, CIOCOOHBIX MOTEeHIMATLHO TeHepPUPOBAaTh UCK/TIOUeHre, Ha
y3BUMOCTb. U 3T0 OBIJI0 X BIIOJIHE CO3HATE/bHBIM pellieHreM J00aBUTh Ha/|jIeKallyto 3aluTy
K YeTbIpeM IlepeMeHHbIM, a TpU - BkItouast BH - octaButh HesawuieHHsiMu. OCHOBaHMEM /1711
TaKOr0 pellleHust Oblla yBepEeHHOCTDb B TOM, UTO /IJIsl 3TUX TPeX IepeMeHHbIX BOSHUKHOBEHHe
CUTYalMY TIeperioyTHeH!sT HeBO3MOXKHO B TIPHHLUITE. YBePEeHHOCTD 3Ta Obljia MoAKperieHa
pacueTami, MOKa3bIBaroL[MMH, UTO OXKU/jaeMblid jarna3oH (pU3nuecKrx MoJeTHbIX [1lapaMeTpoB,
Ha OCHOBAHWM KOTOPBIX ONPeZessIOTCS BeJIMUUHBI YIIOMSIHYTBIX ITlepeMeHHBIX, TaKOB, UTO K
He)KeslaTe/lbHOW CUTYalluU MPUBECTH He MoyKeT. M 3To Ob1I0 BEepHO - HO [ijisl TPaeKTOPHH,
paccunTaHHOM Ay Mozilen Ariane 4. A pakeTa HOBOTO NOKOJIeHUs Ariane 5 cTapToBasa 1o
COBCEM JJpYyTOl TPaeKTOPHUH, A/ KOTOPOW HMKAKUX OLIEHOK He BBINOIHSIOCh. MeXy TeM OHa
(BKyTIe C BBICOKMM Haua/bHbIM YCKOPeHHeM) Oblla TaKOBa, UTO "TOPU30HTaIbHAst CKOPOCTh"
TipeB30l11lIa pacueTHyo (715 Ariane 4) 6osiee ueM B TISITh pa3.

Ho nouemy >ke He Gblia (TIyCTh B MOPsiZIKe MePeCcTpaxoBKK) obecrieueHa 3aIlura /il BCeX CEMH,
Bk/mouasi BH, mepemennbix? OKa3biBaeTcs, 1711 KOMnbioTepa IRS Oblia mpo/ieKiaprupoBaHa
MaKCHUMasTbHast BeJTMUMHa paboueit Harpy3ku B 80%, ¥ M03TOMY pa3pabOTUMKK JO/DKHBI ObLTH
WCKaTh MyTH CHYKEHWSI U3JTUIIHUX BBIUMC/TUTETBHBIX U3/iepkKeK. BOT oHU U ocstabumu 3ammry
TaM, T/le TeOpeTUUeCKU HeXKeslaTe/lbHOW CUTyal[iyd BO3HUKHYTh He mor/o. Korza >ke oHa
BO3HMKJIA, TO BCTYIU/I B [IeHICTBHE TaKOW MeXaHU3M 00pabOTKH NCKTFOUNTE/ILHON CUTYALUH,
KOTOPBIM 0Ka3asicsi COBepIIeHHO Hea/leKBaTHBIM.



Slide 12: Eije HeCK0/1bKO IpUMepOB

Cnenudukanus Ha ITO To)xe MoXXeT cojiep)KaTh OIIHOKHU (Ariane 5)

CuuTaetcs, 4To Ha/|eXKHOCTh [1O TpaZMIIMOHHO OTIPe/IeNsIeTCs CTENEeHbI0 er0 COOTBETCTBUS
3a(MKCUPOBaHHBIM B crielrKaipsx TpedOBaHUsM; OZHAKO, 4acTo ObiBaeT Tak, uro [10 fenmaer
WMEHHO TO, UTO eMy W ObLJIO MpeANMCcaHo, U aBapus Ariane 5 - KJIaCCUYeCKUN TOMY TPUMEp: U
3/I0TMIOTyYHOE BBIYMC/IEHEe TIOCTOPOHHE! /1711 T10J1eTa BeJTMUMHBI TOPU30HTA/IBHOTO OTK/IOHEHHUST
WnepuymansHol TTnaTdhopMbl, ¥ peakiiysi Ha HETO BIUVIOTh IO BBIBEAEHUS U3 CTPOS BCEX
HAaBUTALIMOHHBIX CHICTEM U OOPTOBBIX KOMITBIOTEPOB - BCE 3TO CJIYYHIOCH B TIOJTHOM
cooTBeTCTBUU ¢ TpeboBaHUSMH, KOTOPbIE ObI/IM YaCTUYHO YHAC/IeIOBaHbI OT Ariane 4 U He
OTpa)kaii HOBBIX peanbHOCTell. bosee Toro, Mo cpaBHeHMIO € OMIMOKaMU B KOZle IMEHHO
crielUKaIMOHHbIe OLIMOKM 0OBIUHO BeJyT K O0Jjiee TsyKesTbIM IOC/IeJCTBUSIM - KOMIIETEHLIUN
pa3zpaborurikoB I10 HemocTaTOUHO 7151 OOHApyKeHUsI TAKUX OMO0K. [IporpaMMHBIN KOMITIEKC
- CJIO’KHAsE CUCTeMa, OFJHAKO peasibHbIl MUD, OTPa)KaeMbIi B CrIeLU(PUKAL[UOHHBIX TPeOOBAHUSIX -
ettje Oosee c/0KeH U TpeOyeT CIierraabHbIX SKCIePTHBIX 3HAHHM.

3anyck meuu Goiisiepa C IOMOLIBIO Nasi/IbHOM JIaMIIbI

Cuctema yripaBsieHust GotisiepoM Obuia BbITIOJTHEHA HAa 8MU OMTHOM MUKDOKOHTPOJIIEpe, U
yCrelrHo nmpopaboTasa HeCKOIbKO JieT. V1 BOT B O/IMH NpeKpacHbIi 3UMHHI Bedyep B Teur
Goiisiepa BbIlIa U3 CTPOsI TepMOIIapa, KOTopasi 3amepsijia TeMriepatypy B Kamepe cropanusi. [Tog
PYKOM HOBOM TepMOIapbl He OKa3asoCh, M 3a Hel OTIPaBU/IMCh B cocelHUN ropo,. Yepes
HEeCKOJIbKO YaCOB TepMoTiapy MpUBe3/iv, 3aMeHU/IU U MOMNbITa/UCh 3amycTuTh 6oitiep. CucreMa
yIIpaB/IeHusi HAOTPe3 OTKa3aiach M0/jaBaTh TOPIOYUEe B TOMKY M BOOOILe KakK /MO0 paboTath.
BHuMarenbHOe u3yueHue nokasano, UTo TeMIiepaTtypa B reuu hu3MmepsieMasi TepMornapou
BbIZlaBa/iach B rpagycax Llenbcusi, u coxpaHsiiach C 1eoi 6e33HaKOBOM repeMeHHOM, KOoTopast
Ha 3TOM MHUKDOKOHTpOsuiepe O6buta 16T 6utHasi. Tak Kak 1ocjie 0CTaHOBKM Ooiiiepa Mporuio
ZIOBOJIBHO MHOT'O BpPeMeHH, a Ha ynuije 0b1710 -20 rpaiycoB, TO TepMoOriapa UMEeHHO 3Ty
TemIiepaTypy 4 Bbljjana. [Tocsie mpeo6Gpa3oBaHust B 6e33HaKOBbBIN BH/I, TaM MOTYUUIOCH 65ThICSY
€ rakoM rpaziycoB. CucremMa yrnpas/ieHUsl CIIpaBe/l/IMBO pacCyjuia, uTo 3aueM BaM Ieuka, ecjiv y
BaC TaM U Tak HeboJIbIIIoe COHIIE.

Pa3paboTumk He mpe/Iionaras, 4Yro TemMiiepaTypa B KaMepe CrOpaHHsi MOXKET CTaTh
OTpHLIATeTbHOM.

OTO0 KCTaTy ObUT €IMHCTBEHHBIN C/Tydal, Korja 00iiep NpUIIIOCh 3aBO/IUTE C TIOMOIIIBIO
nasi/IbHOM J1aMITbl (TpeTh KaMepy CropaHus U TepMoIapy)

ITonbITKa BHeAPUTh B AHIVIMM CUCTEMY yNpaB/ieHHs BO3AYLIHbIM ABH)KeHUEeM

[MonbiTKa BHEAPUTL B AHIJIMY IPOTPAaMMHYIO CUCTeMY yIpaB/ieHus1 BO3AYIIHbIM JBM>KEHUEM,
KOTOpasi 10 TOr0 HeCKOJIBKO JIeT YCIeLIHO 3KcrutyathpoBanack B CIIIA, okasanack COnpsikeHa C
OOMBIIMMU TPYTHOCTSIMH - PsiJ MOZyJiell BeChMa OpUTHMHa/IbHBIM 00pa30M 00pariaamch ¢
vHbopMaliyeli o reorpaduuecKou Jorore: KapTa AHIUS yrogo06/s1ack MMcTy Gymard,
COTHYTOMY U CJIOXKEHHOMY BJ10/ib ['pUHBHUCKOTO MepuaHa, U Moay4yanoch, UTO CHMMETPUYHO
pacro/ioKeHHble OTHOCUTE/ILHO 3TOr0 HY/JIeBOTO MepUiaHa Hace/leHHbIe TTyHKThI
HaKJI1aJIbIBa/IMCh APYT Ha pyra. B AMepuke, uepe3 KOTOPYIO Hy/JIeBOU MepUIMaH He NPOXOJHUT,
9TU TTPOOIeMbl HUKaK He TIPOSIB/ISITUCK.



Slide 13 & 14: Therac 25

B 1985-87 rT. 6 uenoBeK MOTYUUIU CMEPTEbHYIO 103y 00/1yUeHHs1 BO BPEMsI CeaHCOB
pa/IMal[MOHHOM Teparnuu C IpUMeHeHreM MeJULIMHCKOro yckopuTens Therac-25 (Kou4yecTBO
TAIIMEeHTOB, TAKXKe TIOJBEPIIINXCS TIepeo0/TyueH!I0, HO BBDKUBIIIUX, TOYHO HE U3BECTHO).
[Tpour3BoguTeieM yCTaHOBKH SIBJISITIOCH OJJHO U3 noApa3fenenuii KaHagckoro AreHTcTBa
AtomHoi DHeprun (Atomic Energy of Canada Limited - AECL). Mogens Therac-25,
3aKOHYeHHas B BU/ie npotoTtuvrna B 1976 r. ¥ nocTynusiIas B IPOMBILLIJIEHHYIO SKCIUTyaTaluio B
1982 r. (mathb ycTaHoBok B CIIIA u miecTsb - B KaHa/ie) Oblsla pa3BUTHEM PaHHUX MOJe/eH
Therac-6 u Therac-20. ITpu 3TOM HeKOTOpbIe IPOrpaMMHbIe MO/IYJTH, pa3paboTaHHbIe IS
PaHHUX MO/esel, UCT0/Ib30BaUCh TIOBTOPHO (B TOM YMCJIE - [TOCTaB/IeHHbIE TADTHEPOM,
¢dpanuysckoi hupmoii CGR, cotpyannuectBo AECL ¢ KOTopoli mpeKpaTHUioCh K MOMEHTY
Hayvasia pabot Hag Therac-25).

Kennestone Regional Oncologyl Center, r. KencroyH, okpyr Mapuerra, mrrar [>xopmkust
(Kennestone, Marietta, Georgia). lronn 1985

JKeniyHa B Bo3pacte 61 roga Oblia HampaB/ieHa B OHKOJIOTUYECKU TIeHTp [IJIst
JIOTIO/THUTEe/IbHOTO JieueHus1 anmnapaTtoM Therac-25 noce XUpypruyeckoro yzaaeHus: MOJIOYHOU
»Kesie3sbl. Kak cuuTaeTcs, rarjueHTKa osy4yusaa ofHy Win ase f03bl paguanuu ot 15 000 go 20
000 pap (mornoeHHas fo3a paguauyu). s cpaBHeHus], TUIIMYHAs pa30Basi TepareBThYecKas
Jo3a paguanuu coctasiisieT Ao 200 paza. KeHcToyHCcKast K/IMHMKA Kcrosib3oBana Therac-25 ¢
1983 ropa 6e3 npouciiectBuid. Texuuku u pupma AECL He roBepusiy, uto 3Ta pobaema
MokeT ObIT BbI3BaHa Therac-25. B KoHeUHOM UTOTe MaljlieHTKa 1oTepsiiia TPyAb, a TakKe
BO3MOJKHOCTb I10/Ib30BaTbCSl PyKaMH U IUleyaMy M3-3a PaJUalliOHHOIO TTIOPaykeHHs.

Ontario Cancer Foundation, XemunToH, npoBunnusi Onrapuo, Kanajga (Hamilton, Ontario,
Canada)

KnuHuka B X3MUITOHEe UCITOb30Basia Therac-25 B TeueHue I1eCTH MeCSIeB [I0 MHIUAEHTA C
repe/j03upoBKOK. COpoKasieTHsIs JKeHIIMHA MTOCTYNWIa B K/IMHUKY Ha 24-1 ceaHC JieueHust
annapatoMm Therac-25. Anmnapar OTK/IHUW/ICS yepe3 MSThb CeKyH/, T0C/Ie TOro, Kak orepaTop
3arnycTtus ero. OrnepaTopbl ObUIM 3HAKOMBI C YaCTBIMU HeroJiaZikaMi MallliHbl. TU HeTI0/a KU,
BEpOSITHO, He MeJI CepPbe3HbIX MOCAeACTBUM /i nauyenTa. [10CKoIbKy MallHa 1oKasbiBana,
yTo 06/1yueHre He ObIJIO IPOU3BEIeHO, OTIepaTop MOMbITA/ICS TTOBTOPUTD ero. bbuin
TIPOU3BE/IeHBI TISITh MOTBITOK. [ToC/Ie MATOM MOMBITKYA ObUT BBI3BaH TEXHUK, He 00HAPY>KUBIIIMNA
nipobJsieM B ammapare.

06 uHiuaenTte coobmuau B AECL, HO BOCIIPOM3BECTH HETIO/AZIKy U CZie/laTh 3aK/IoueHre 0
MIPUYMHAX TaKoro roBesieHust Therac-25 He yaanock. OfgHako 6/arogapst 3ToMy COOOIIEeHHIO
¢upma AECL oOHapy»Kuia HEKOTOpbIe C/1ab0CTH KOHCTPYKLIMU U TIOTeHI[Ha/TbHbIe
MeXaHHuueCcKre MpoOsieMbl B TIO3ULIMOHUPOBAHUM MTOBOPOTHOM TiaTdopmbl Therac-25 1 6b1tn
cZiesiaHbl ucripaB/ieHus. [laljueHTKa ymep/ia uepes MsiTb MecsilieB. Pe3ynbTaTbl BCKPBITHS
MOKas3au, YTO CMepTh HaCTyMNWIa OT PakKa, a He OT Mepejo3UpOBKU paguanui. OgHako
BCKPBITHE TaK)Ke BBISIBUIO Cephe3Hble MopakeHusi 6e/jpa, BbI3BaHHbIE pafialliOHHBIM
Bo3zelicTBHeM. Kak ObLI0 1M03Ke orpe/iesieHo, MaljeHTKa oayunia o3y nopsigka 13 000 - 17
000 pag?.

Yakima Valley Memorial Hospital, fikuma, mrat Bammarron (Yakima, Washington). /lekadops
1985
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[Tocne neuenus anmapatoM Therac-25 y >KeHIUHBI Pa3BUIOCh CU/IbHOE TIOKpaCHEHWe KOXKHU B
(opMe napasuienbHBIX N0A0C. [lepcoHan KIMHUKKM CUXTAall, YTO 3TO SIBJIEHWE MOT BbI3BaTh
Therac-25. OgHako 0HM He CMOT/I BOCITPOM3BECTH KOH(PUTypario 000pyA0oBaHus, KOTOpast
ObL1a MCI0J/Ib30BaHa MpU JleueHnH NateHTKH. [TepcoHan npovHdopmuposan AECL o
NoTeHLManbHOM nepefo3upoBke. B AECL cHoBa nmocunrany, 4To nepeso3upoBKa IpU
UCI0/Ib30BaHMH amrmnapara Therac-25 HeBo3MoykHa. [lepcoHas KIMHUKY He OblT 0CBeIOMJIEH O
JBYX NpeJbIAYIIMX C/Iydasix U He MMeJsl BO3MOXXHOCTH pacc/ie/j0BaTh MHLMJEHT, TI03TOMY OHU He
CTany NpojospKathk feso roce orseta 3 AECL. IlaijueHTKa, BeposSiTHO, roslyunsia 6osee
HU3KYIO [103y pafialiiy, 4eM /iBa NpeZblAyIuX M0CTPaaBIllInX, U OHa He UCTIbITala Cepbe3HbIX
TI0C/Ie/ICTBU B pe3yJibTaTe repejo3UpPOBKHU” .

East Texas Cancer Center (BocTouHO-TexacCKHd OHKO/IOTHUeCKUH [eHTP), r. Taiiep, mrar Texac
(Tyler, Texas). Mapt 1986

B maHHOM CiTydae TpoiieccoM yIipaBJisifia OMBITHBIN OriepaTop, mpoBeias yxke 6osee 500
no/j00HbIX ceaHcoB. OHa ObICTPO BBeJa TpeAnycaHHble MTapaMeTphbl, TI0C/Ie Yero 3aMeTH/Ia, UTo
BMECTO PeXXUMa 00/TyueHHs 37IeKTPOHHBIMH JTyuaMH 3aKa3ajia JTyud PeHTTeHOBCKUe (KOTOPhIMU
T10/Tb30Ba/M OOJIBIIMHCTBO TaLeHToB). Koppekiusi TpeboBasia UCIpaB/ieHUs BCero 0HOM
OYKBBI; Ha)KaB KHOTIKY, OHA BOIIUIA B PeXXUM PeJaKTUPOBAHHSI, CKODPEKTUPOBAJa B HY’)KHOM
MecTe "X" Ha "e", 3aTeM HeCKOJIbLKUMH Ha)KaTUsIMU KraBuilik "Return” (6/1aro, Bce ocTa/ibHbIe
rapamMeTphbl ObLTA BBeZIEHBI ITPABUILHO) TOCTHUTJ/IA HIDKHEH (KOMaH/IHOM) CTPOKH KPaHa,
ybeauiack, 4To MPOTUB KaXK[0TO BBeZieHHOTo TlapameTpa roput "VERIFIED", a cratyc
cuctembl - oxkuzgaeMelii ("BEAM READY"), u BbIzjasia KOMaH/y HauaTh MPOILeCC 00/TyUeHusl.
OpiHaKo, HeO)KU/JaHHO CHCTeMa BCTasla, Ha KOHCOJIU BBICBETHU/IOCH COOOILIeHHe
"MALFUNCTION 54", a craryc cucremsl u3menuics Ha "TREATMENT PAUSE", uto
CBH/IETE/ILCTBOBAJIO O TIpobsieMe HEBBICOKOM CTereHU cepbe3HOCTU. BuceBiasi TyT ke Oymara ¢
Ko/laMu oIMOO0K "ucuepribiBaroiije” mosicHsina, uro "MALFUNCTION 54" o3nauaet "dose input
2". 3aberas Briepe/i, yKa’keM, UTO MHOTO 1103)ke, BO BHyTpeHHel JJOKyMeHTal[uy ITPOM3BOANUTe IS
ObUI0 OOHAPY’KEHO, UTO 3TO COOODITIeHNE BbIJaBa/IOCh B C/Tyuae "HeHaJjiexarrei 036l
obnyueHus" - ipuueM, Kak Jjisi CJIMIIKOM OOJBIION, TaK U //Isi C/TMLLIKOM MaJsioi, YTo caMo 10
cebe CTpaHHO (Zja ¥ TIPOCTO HEZIOMYCTUMO - BeZlb CUTYaI[H TTPUHIUTTHATBEHO

pasHble). O3azaueHHast oreparopiia B3r/siHy/a Ha BEICBETUBILIeeCsl KOJTMUeCTBO OTHYILeHHON
J103bl ¥ YBH/IE/Ia, UTO OHO - TIpeHeOpe)kumMo Masto. [To3ToMy oHa 6e3 10/ITUX pa3yMuil Bbifiaia
KOMaH/ly Ha NPoZ0/DKeHue TIpoLiecca, Iocjie Yero BCs OINrCaHHas BhIllle CUTYyalus TIOBTOPU/IACh.

Tem BpeMeHeM MalMeHT, KOTOPBIM BO3/1€XKa/1 Ha CTOJIe B M30JIMPOBAHHOM OT orlepaTopa
TIOMeIIIeHUH, UCTTBITa/l HeKoe TI0Zj00ue 3/1eKTpuuecKoro moka. OH ToKe ObLT OTBITHBIM (Z/151
Hero 3TO ObUI AEBATHIN CeaHC), TI03TOMY IOHSI/T, YTO TBOPUTCS UTO-TO HesagHoe. OfHaKo, 1aTh
Cpa3sy ke 3HaTb 00 3TOM OrepaTopy uepe3 CrelyaabHO [/ TOro TpeJHa3HaueHHbIe BUJE0 U
ay/Iio CpeZiCTBA OH He CMOT: KaK BBISICHIIOCh, BUZIE0 OBIJIO 10 HEIMOHATHBIM ITPUYMHAM
OTKJ/IFOUYEHO, a ay/IMOKaHasl - MPOCTO HercnpaseH. [loc/ie MOBTOPHOr0O IOKOBOTO yZapa NaljueHT
BCKOYMJI 1 HUMAJIO LLIOKMPOBaJ Y>Ke OrepaTopliy, HauaB JIOMUTLCS B CTEK/ISTHHbIE [IBEDU ee
nomMeltieHusi. [ToHauany ero u jleunau OT 3/1eKTPOILOKA (OH yMep uepe3 IATh MeCsLeB).
[To3pHeliliee MoJileTMpOBaHKUe CUTYaLIMK NTOKa3aso, YTO NaleHT M0JIyur/I MeHee yeM 3a 1 cek.
Ha Y4acTOK [03BOHOYHMKA B 1 KB. cM. 103y B Auana3oHe oT 16500 go 25000 pag (B To Bpems,
Kak eMy ObIIO MpeJMcaHo MPUHATH B 9ToM ceaHce 180 paz, a Bcero - 6000 paz 3a 11ecTsb C
TOJIOBUHOU HeJIeJb).

[MpubsiBImMii 13 AECL uH)XeHep, HeCMOTPSI Ha BCe YCUJTHSI, OKa3asCsi He B COCTOSTHUN
BOCITPOM3BECTH CUTYAI[UI0, XOTS 3aBEPUJI, UTO TIepeod/iyueHre B TIPUHIUITE HEBO3MOXKHO. bbuin
YCIELIHO NPOrHaHbl BCe TeCThl, CUCTeMa CHOBA BCTYMNU/IA B SKCILTyaTaLlvuio0
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East Texas Cancer Center (BocTouHo-TexacCKUM OHKOJIOTHUYeCKMH 1leHTp), r. Tannep, mrat Texac
(Tyler, Texas). Anpenn 1986

Tpu Hefieu CycTsi APYro My>KUKHa MOCTYMW AJ1s1 JleueHusi € momotipto Therac 25. Ta xe
KeHIL[IHa-0T1epaTop, KOTopasi y4acTBOBasa B IPOLJIOM UHIIWZEHTe, Oblla OTBETCTBEHHOM 3a
neuenue. Kak 1 B mipe/ibIyIlieM ciiydae, OHa C/iesana omroKy NpH BBOJIe IaHHBIX, U, TOUTH
CTOJIb >Ke OBICTPO MCTIPaBUB OLIMOKY, OHA 3aIlyCTH/Ia JleueHre. MallliHa OTBeTH/Ia CoobIIieHreM
«ommbKa 54» 1 oTK/It0uMIack. OZHaKO MalyeHT y)Ke TOIyUnsI Tiepe/jo3UpPOBKY, U OTlepaTop
robeykasa 3a momornbio. Therac-25 6b1T OTK/TIOUEH, ¥ K/MHKKA npouHdopmupoBana AECL o
BTOPOM CJlyuae Iepeso3UpOBKHU.

®u3uk kauHuku, @puty Xsrep (Fritz Hager), coBMeCTHO C oriepaTOpOM HayuW/IHMCh
BOCITPOM3BO/IUTE COO0OITIeHHe «omubKa 54» rpon3BosibHO. OKa3anochk, UTo Mepej03UPOBKa
BO3HMKa/Ia, eC/I1 JJaHHbIe BpaueOHOTO TMpe/IITUCcaHus PeJaKTUPOBAIUCh B ObICTPOM Temrie. JIroau
13 AECL HakOHel| CMOTJTH BOCTIPOM3BECTH OIITHUOKY ¥ TTPU3HA/IH, UTO Iepej03UpOoBKa Oblia
BO3MOXKHA™,

[Tal[eHT CKOHYAJICS Yepe3 TPU HeJie/Iv TI0C/Ie UHIMIEeHTa OT Iepej03UPOBKU PajidaLiim 2.,

Y0 ke ObLJI0 MPUUMHON?
<Enter>

B Komriekce He MCMO/Ib30Banach Kakasi-1M00 cTaHAapTHast orepalioHHasi cuctema: Obiia
pa3paboTaHa crnieldanbHasi MybTu3agauHasi OC peasbHOTO BpeMeHH, [ijist KomrbioTepa PDP-
11/23 ¢ 32K6aiT 1 HarMcaHHas Ha sA3bIKe acceMOsiepa. CrieliiabHBIN TI/ITAHUPOBIIUK
KOOPJWHUPOBAJI /leaTe/IbHOCTb BCeX OZIHOBPEMEHHO UCIIO/IHSAIOIIMXCS IPOL|eCCoB. 3a/jauy,
3anyckaBiumecs: Kaxzple 0,1 cek., pa3zesisyiich Ha "KpUTUUeCKue", UCIIOHABLIVECS [TepBbIMU, U
"HekpuTHUecKre'". K KpUTHUeCKUM OTHeCeHbl TPU IPUOPUTETHBIX 3aauM (puc. 1):

e "Servo", oTBeTCTBeHHasl 3a BCe Olepalyy, CBA3aHHbIe C SMUCCHeN paJualjuOHHbIX
IyYKOB Y JJOCTaBKOM UX K MeCTy Ha3HaueHUs;

e "Housekeeper", Bbimo/iHsiBIIIasi BepU(HKALIUIO BCeX TTapaMeTPOB U OTBETCTBEHHaAs 3a
O/I0KUPOBKY pabOThI B C/lyyae BO3HUKHOBEHUS HEILITATHON CUTYAIlUH, a TaKXKe 3a
COOOIL[eHHS O TAKUX CUTYALUSX;

e "Treat", ynpas/sBiiiasi CAMUM TPOLIECCOM JieueHUsl, KOTOPBIM ObUT pa3ziesieH Ha 8
orepalMoHHBIX ¢a3. B 3aBucMocTH OT 3HaueHus nepemMeHHOM Tphase BbI3bIBasiach
0/JHa M3 BOCbMH TIOZITIPOTPaMM, TI0 OKOHUaHWH paboTel KoTopoi Treat - B 3aBUCMOCTH
OT 3HaYeHUU HeCKOJIbKUX pasfie/isieMbIX C APYTMMH KPUTUUEeCKUMU U HEKPUTUUECKUMU
3alayaMu TlepeMeHHbIX, BbIpa0baThbiBasia IylaH Ha HOBBIM LIUKII.

OpHa 13 BbI3biBaeMbIx Treat mognporpamm - Datent (Data entry) uepe3 pa3zensieMyro
"(naroByro" rnepemeHHyto Data_entry_complete B3aumMo/ielicTByeT ¢ "HeKpUTHUeCcKon" 3azaueit
Keyboard Handler, koTopasi yripaBsisieT BBoJoM MH(GOPMaLIMKY C KJaBUAaTyPbl, UCTIOMHSISICh
napasinensHo ¢ Treat. Keyboard Handler pacrio3HaeT MOMeHT OKOHUaHUSI BBOZIA U
CUrHa/mm3upyet 00 3Tom, n3MeHsisi 3HaueHWe Data_entry_complete. B cBoto ouepezib, Datent
TIpOBepsieT 3HaueHe Tol nepeMeHHOW. Ec 0HO He M3MeHU/I0Ch, TO 3HaueHue Tphase
ocTaeTcs paBHbIM "1", ¥ Ha ciefyroleM LUK/Ie Treat onATh 3amyCcTUT Datent; ec/iv ke 3HaueHue
Data_entry_complete usmenunocsh, To Datent meHsieT 3HaueHue Tphase ¢ "1" Ha "3"; B
pe3y/bTaTe 1oc/ie oKoHUaHust pabotbl Datent MonuTop Treat Bei3oBeT nogmnporpamMmy Set Up
Test, BBITIOHSIOLLYIO TIPOBEPKY CUMTAIOLIUXCSA YK€ YCTaHOBIEHHBIMU MapaMeTpOB.
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Heobxoaumo yriomMsiHyTh eliie oiHy riepeMeHHyt0 MEOS ( Mode/Energy Offset), pa3gensiemyro
mexay Datent, Keyboard Handler u eiije ogHoM HekpuTHueckoii 3afgaueii Hand. Crapiiiie 6aiThI
MEOS ucnons3yrorca nogrnporpammon Datent /1711 yCTaHOBKY OJHOTO U3 IBYX PE>KUMOB
00JiyueHUs U BeJTMYMHBI SHePIUU UCITYCKaeMOoro T0TOKa, B TO BpeMsi Kak MJa/jiivie
WCTIO/TB3YIOTCS TTapasiesibHo paboTaromeit 3agaueit Hand 7151 ycTaHOBKYM KO/UTMMATOpa B
T10J10’KeH1e, COOTBETCTBYHOIIlee BbIODAHHOMY PEXKHUMY U SHEPTHM.

Omeparop Mor TIoc/ie BBO/Ia TTapaMeTPOB PeXKUMa 1 YHepTUU pelaKTUPOBATh 3TH BeTMUKHBI T10
otaenbHOCTH. OHAKO, 3/1eCh MPUCYTCTBOBA/ TOHKUM MOMEHT - pa3pabOTUMKKU YCTaHOBUIIU: 00
OKOHYaHWM Tpoliecca BBoZia (M peJjakTUPOBaHus1!) rmapaMeTpOB CBUETENLCTBYET TO, UTO BCE
rapaMmeTpbl 33/jJaHbl ¥ KypCOpP HaXxOAUTCS B KOMaHJHOW CTPOKe, Ha MpeiMeT Uero Kax/jble 8 cek.
(BesTMuMHa BbIOpaHa, UCXO/Is1 U3 HEKOTOPBIX TEXHUUECKUX COOOpaKeHUH, CBS3aHHBIX C
WHepI[MOHHOCTHI0 TIPUOOPORB) MPOU3BOIUTCS OMpOC repeMeHHOM Data_entry_complete. Eciiu B
npefiesiax 3TUX 8 cek. Kypcop MOKW/aeT KOMaHJHYIO CTPOKY U - TIoc/ie ObICTpOro
pe/lakTHPOBaHUsI [TapaMeTpOB - ycIieBaeT BepHYThCs Ha Hee, To Keyboard Handler sToro
COOBITHS TIPOCTO HE 3aMeTHUT, U COOTBETCTBEHHO, HUKAK rnepemMeHHYyt0 Data_entry_ complete He
M3MeHUT. VIHbIMU C/I0BaMU, OTEHLMA/ILHO CYILIeCTBYeT BO3MOKHOCTD ISl C/ie/lyIolIeit
1OC/1e/I0BaTe/TbHOCTH IeUCTBUM:

e Keyboard Handler orcieann mecroHaxoxeHre Kypcopa Ha KOMaHJHOW CTPOKe U
ycraHoBu uiar Data_entry_complete;

e 3areM orepaTop usmeHwn ganHele B MEOS;

e He 3aMeTHB 3TOro (ec/Id K MOMEHTY OIpoca Kypcop OKa3asicsi BHOBb Ha KOMaHHOU
ctpoke), Keyboard Handler He nepeycranaBnvBaet ¢nar Data_entry_complete;

e Torza Datent y)xe He crtocoOHa 06Hapy>kuTh u3meHenrue MEOS - oHa cBoro paboTty
3aKoHuUMBaeT, ycraHoBUB Tphase=3 (a He Tphase=1, uro6bI 0TpabOTATH e11le OJUH LUK/
Y yUeCThb U3MeHeHUsl);

e TeM BpeMeHeM, MapasienbHo paboTaromasi Hand yctaHaB/ivBaeT KO/UTUMATOp B
T10J10)KeHe, COOTBETCTBYIOIIee MiaAmum batitam MEOS (Mx ycTaHOBH/IA paHee
Datent), KOTOpbIe MOT/TM HAXOIUTHCS B TIPOTUBOPEUMHU CO CTAPIIMMHK OaiTaMu 3Toi
paszensieMou nepeMeHHOM (Kak pa3 ¥ Mo/IBepriumcs pefakTupoBaHuio!). CrierjuanbHbIX
TIPOBEPOK /17151 0OOHApY>KeHUs1 TaKOW HeCOBMEeCTUMOCTH TPelyCMOTPeHO He OblI0.

CHopoBucTas 4 y)Ke HabuBILIasi Ha 3Tol paboTe PyKy orepaTopiiia, B OT/IMUKe OT HETOPOIL/IUBBIX
umkeHepoB AECL, ckoppekTupoBasia "pexkxum" U BepHYy/ia Kypcop 0OpaTHO Ha KOMaH/IHYIO
CTPOKY OueHb OBICTPO - YIOXKUBIIUCH B 8 ceK. B utore, npojenaHHOe er0 U3MeHeHUe pe)Kuma
BOCIIPUHSATO He ObLIO - OH OCTAJICS TIPEXKHUM (DEHTTeHOBCKMM), a BOT 3a/laBaeMble TTapaMeTphl
(BxuTrouast HaxogsIMecs B Maamux 6aiitax MEOS, Kputruecku B/UsitOIIYe Ha BeJTMYMHY U
HarpaB/ieHue TIOTOKOB UaCTUL]) COOTBETCTBOBA/IN 37IeKTPOHHOMY ((DOTOHHOMY) peXumy.
[TocneaHuii IITPUX B KATaCTPOPUUECKYIO KAPTUHY BHEC/IM MTOKa3aHUs [J03UMETPa, /JaBaBIliero
M0Ka3aHus B "yCJIOBHBIX eJMHULAX"' - TO, UYTO BbICBeUEHHas "Masias" Be/MyrHa [03bl
OTHOCHJIACh K ZIPYrOMY PEXXUMY U ITIOTOMY He T0//Ie)kasia paLlyoHa/lIbHOU OL|eHKe, OrepaToplie
He TPULLIIO B T'OJIOBY.

Yakima Valley Memorial Hospital, r. fikuma, mrat Bamunrros (Yakima, Washington). SIuBapb
1987

K sTOoMy Bpemenu npo6sieMsl ¢ MaiHo# Therac-25 Ob111 TipeiaHbl HIMPOKOM TJIAaCHOCTH, T10
KpaiiHeli Mepe B CO00II[eCTBe 10/b30BaTesieid. OriepaTophl 3HA/IM O 3arpeTe pe/lakTHPOBATh
JaHHble. B To Bpems korga AECL coBMeCTHO € YTpaB/jieHHeM 110 KOHTPOJIIO 3a NMPOJYKTaMU U
nekapctBamu (FDA) aKTMBHO 3aHMMasiach MIaHOM PaboT 10 yCTPaHEHHIO HEToJIa/IoK, CTYUHIICS
111eCTOM MHLIW/EHT. B laHHOM c/lyuae MaijueHT A0JKeH ObLI MOyYUTh TPU [I03bI 00/TyUeHusl.



[TepBbie ABe 10361 cocTaBssiv 4 1 3 paa. Cneayrolas 103a coctaB/siia 79 paj B GOTOHHOM
pexxume. [TepBbie 1Ba ceaHca MPoLUTH Oe3 oc/ioKHeHM. TTocsie BTOpo# 103k OTIepaTop BOILE B
KOMHaTy 00/1y4eHus1, UTOObI TTIOBEPHYTH IMOBOPOTHYIO T1aThOPMY, UTOOBI TIPOBEPUTH
TIOJIO>KEHHE JTyYeBOTO IyYKa OTHOCHUTE/TBHO Tesia maiueHTa. OrnepaTop Ha)kaa KHOIIKY BO3/1e
TIOBOPOTHOM T/1aT(OPMBI /151 YKa3aHUsI TOTO, YTO KOHTPOJIb TIPOM3BeZleH. Y CTaHOBUB
ru1aTdopMy, oriepaTop 3armyCTH/I TIPoLieccC jeyeHus. MalllHa OCTaHOBW/IAaCh yepe3 5-6 CeKyHz, 1
TI03TOMY OTIepaTop 3aITyCTHJI JieueHre CHOBA. M CHOBa MalllvHa OTK/TFOUMIach U 0TOOpasmia
«MaJIOBPa3yMUTE/IbHYIO» TIPUYMHY OCTAHOBKH. BO3HUKIIO Mpe/TIooKeHNe O Tiepejo3UPOBKe,
O/JHAaKO JWICIIIeH 1MoKa3as TOJIBKO 00sTyueHre B 7 pajj OT ABYX MepPBBIX CEAHCOB.

[MauenT ymep B aripesie 1987 rofy oT 0c/ioKHeHHWH, BbI3BaHHBIX Mepei03UPOBKOM. MalHa
Obl1a 0TO3BaHa BCKOPe Moc/ie 5Toro™,

YTo e mpou3o1uIo? BeIsB/IeHHast B UTOTe pacc/ieloBaHus IPo0/ieMa BBIXOIUT aleKo 3a
Tipe/ieJibl YaCTHOTO CJTyuasi ellje OZHOM IMPOrpaMMUCTCKOM OmMOKu. B JaHHOM cydae He
cpaboTasa 6/I0KMPOBKa, peann30BaHHast IPOrPaMMHO [T03BOJIMBIIIAst TPUOOPY AelCTBOBATh
(ucrmyckaTh TIOTOK (DOTOHOR) TTPH OIIMOOYHOM yCcTaHOBKe mapaMeTpoB. CHTYallyst BO3HUK/IA B
MOMEHT, KOT/la BBeJleHHbIe TlapaMeTpbl yykKe BepUPULIMPOBaHbI ToriporpaMmMoii Datent u
MOHUTOD Treat B COOTBETCTBUM CO 3HauUeHueM nepeMeHHou Tphase = 3 BbI3Basi noAnporpaMmy
Set Up Test.

Bo Bpems ycTaHOBKY U MOATOHKY napameTpoB roArnporpaMMa Set Up Test Bbi3bIBaeTCs
HEeCKOJIbKO COTeH pa3 - 10Ka BCce rapaMeTphl He OyyT yCTaHOB/IeHbI U BepU(DULIMPOBaHbI, O ueM
3Ta MOANpOrpamMma CyZUT 110 Hy/IeBOMY 3HaueHHI0 paszenseMoi nepemeHHoi FSmal. Ecrm ke
3HaueHWe HeHy/IeBoe - LMK/ oBTopsieTcs. F$mal, B cBoro ouepesib, ycTaHAB/TUBAETCS
noarnporpammoii Chkcol (Check Collimator) u3 kputuueckotii 3agaun Housekeeper,
TIPOBEPSIIOLLEH, BCe /I C KO/VIMMaTOPOM HOpMa/ibHO; a Bbi3biBaeT Chkcol apyras noanporpamMma
3agaun Housekeeper oz HasBanrem Lmtchk (analog-to-digital limit checking), u BbI30B 3TOT
MIPOMCXO/UT, TOJILKO e/l 3HaueHue paszensieMoit nepemeHHol Class3 HeHyneBoe. A
HEeHYJIeBLIM €ero fiefiaeT Kak pa3 cama Set Up Test, kotopast (roka F$mal=0) kaxas1ii pa3
BbITIO/IHSET Haj, Class3 omnepaiiyio MHKpeMeHTa.

OTa repeMeHHasi - 0fiHOOaliTOBas1, C/ieloBaTe/TbHO KaXk[blid 256-11 MPOX0/, 3acTaB/sieT ee
cOpacbIBaThCs B HOMb. A Be/lb 9TOT HOJIb - CBU/IETE/IbCTBO, UTO BCE TlapaMeTphl, HAKOHEII,
yCTaHOBJIeHbI. EC/iM 110Be3eT, YToO UMEHHO B 3TOT MOMEHT OrepaTop Ha)KMeT K/aBuily "set" s
3arycKa yCTaHOBKM KOJTUMATopa B HaJjIeXall[yIo MO3ULIMI0 (a OH 3TO MOJKET CZiesiaTh B H000M
MOMEHT, TaK KaK yBepeH, UYTO CUCTeMa M03BOJIUT KOJJIMMATOPY HavaThb MO3UL[MOHUPOBATHCS,
TOJILKO eCJId BCe TapaMeTphl 3a/laHbl U Bepu(ULIMPOBaHbI), TO OCHOBBIBAsICh Ha C/IyUyaliHO
BO3HUKIIIeM HysneBoM 3HaueHuu Class3, moanporpamma Lmtchk yke He cTaHeT BbI3bIBaTh
Chkcol, a 3HauMT yCcTaHOBUTH HEHYy/IeBoe 3HaueHue F$mal Oygetr Hekomy. IHBIMU C/IOBaMH, B
CUTyallMH, KOr/la TapaMeTphbl He yCTaHOBJIEHbI 0/DKHBIM 00pa3oM (B JaHHOM KOHKPeTHOM
clyyae "gemroCTU" KOJUTUMaTopa ObUTH ellje paCKPBITHI CJTUILKOM IITUPOKO), IPOrpaMMHast
6/10kMpoBKa He cpaboTasa: Set Test Up ycraHoBuia Tphase = 2, uTo 103BOJIU/I0 MOHUTOPY
Treat npekpaTuTh LMK/ BbI30Ba Set Up Test, a vHumanu3suposats nogmnporpaMmy Set Up Done,
IO CYIL[ECTBY 3aIyCKaOIIyI0 MMPOLeCcC U3/TydeHus], KOTOPBIH 1 TOTeK OYPHBIM TIOTOKOM, a He
y3eHbKHUM PY4YerKoM, Kak MpeAro/aranock.
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He nepeycioxxHsiiTe cucremy

Bcnomaum ctpykTypy codra Therac-25 - HartoMUHaeT abCTPaKTHYHO KapTUHY, He TaK JIn?
Bo3HuKaeT BI10/THe 3aKOHHBIN BOMPOC - 3a4eM ObII0 B Cyry0o moc/iejoBaTesIbHOM 3a/jaue /jeniaTh
JleCsITOK TapasuiesibHbIX ITPOLIeCCOB, /ia ellle HaKpy4YHBaTh Ha 3TO CBOIO cobctBeHHYH0 OC?

Bce onmbku Therac-25 ckopee Bcero He MosSIBUMKCH ObI BOOOIIIe, /T ObI CTPYKTYPa CUCTEMBI
Ob11a OBI CZle/1aHa MTPOCTOM U 110C/Iei0BaTe/TbHOM.

He 3a0bIBaiiTe Npo CHHXPOHHU3AL[UIO

Ecmm y»x BaM MoHao006M/I0Ch CieniaTh MHOT03aZlauHyl0 CUCTEMY, TO B TIEPBYIO OUepe/b
03HaKOMbTeCh C MeTOJaMy CMHXPOHHM3aL|UM NPOL[eCCOB ¥ COBMECTHOI0 [I0CTYyIa K pa3zie/sieMbIM
pecypcam. OmmbOKu B 3T0M 00/1aCTH OUeHb TPYHO TIONMAaTh U TIPAKTUYeCKA HEBO3MOKHO
HaJle>KHO MOBTOPUT.

B3aumozetictBre niporieccoB v HUTOK (thread'oB) ¢ OC camo 1o cebe MoKeT ObITh OOJTBIIION
TalHOM, fake AJIs TeX, KTO Ha 3TOM BCeM Cco0aKy Chesl.

Hanpumep - B HebGe3b13BecTHOM makeTe Delphi ectb nogzep>xka Huteid B co3maBaembix GUI
NIpUIOXKeHUsIX. [laxke eCcThb crieliaabHbIN Kilacc /s 3Toro. OHaKko, U3 3TUX CaMbIX HATEH
HeJTb3s1 HamnpsIMyI0 paboTaTh C 3/leMeHTaMH SKPaHHOTO TPeJCTaBIeHHS - 3TO TIPUBOAUT K
TPYAHOYJIOBUMBIM [JIIOKaM. B BBILLIEYTIOMSIHYTOM K/lacce eCTh CreLaabHbIA MeTo/, AJIst
cunaxponm3auyu GUI ¢ mapasniensHO paboTaromymMu HUTSME. Y HeCMOTpst Ha 3TO TOJITBI
MPOrpaMMHKCTOB (M He TOJIbKO HaYMHAOIIKX) C He MCCEKAIOIUM YIIOPCTBOM rofilaMy XOZST 110
OZJHAM U TeM >Ke Tpabsisim.

[pyroii mpumep - B Linux'e ectb niporieccel, mopoxjaaembie fork'om, 1 HUTH, TTOpOXKIaemMbie
pthread_create. Ilpu 5TOM B3auMo/ieiiCTBHe MeXXJy HUTSIMH U NIPOL{ecCaMy BeCbMa
OpUrMHaJIbHOE - eCJIv TIPOoLiecc, B KOTOPOM eCTb MHOTO HUTeH, BbinosHseT fork, To gy6mmpyetcs
TOJILKO O/IHA HUTb - Ta, KoTopas czenana fork. OcranbHble Moua ymupatot. Ecim octanbHble
HUTHU Jiep>Kaau 3a0/10KMPOBaHHBIMU Kakue 00 MPUMUTHBBI CUHXPOHU3ALMH, TO B HOBOM
TIpOLIeCCce OHU OCTaHYTCs 3a0/I0KMPOBAaHHBIMU HaBeKH. HecMOTps Ha TO, UTO Takoe MOBeZleHHe
3a/IOKyMeHTHPOBaHO, /la/ieKo He BCe TIPOrPAMMHUCTHI ([jayKe OTbITHbIE) 3HAIOT 00 3TOM.

Hcnonb3yiiTe Te JaHHbIE, KOTOPble KOHTPO/JIUPOBAIU

Ecmm y Bac ecTb nipoLieiypel KOHTPOJIS IaHHBIX, TO 00ecrieusTe, 4To ObI B AaIbHEHIIYI0 paboTy
L1/ UMEHHO Te JlaHHble, KOTOpPble KOHTPOJIMPOBA/IMCh 3TOM NpoLeypoii. Ecim faHHbIe Ha
KOHTPOJIb U ZIJIs1 Ja/ibHelIel paboThl TIOCTYMAIOT He3aBUCHMO, TIYCTh AaXKe U U3 OJHOTO
VCTOYHMKA, TO Pe3y/IbTaTOM MOJKeT CTaTh elle oAuH Therac-25

Vicnionib3yliTe annapaTHbid KOHTPOJIb

Ecsu Baiia cuctema paboTtaeT B Takux 00/1acTsiX, T/ie /it000e HellpaBWIbHOE TIOBeZIeHHe MOXKET
CTaTh MCTOUYHUKOM KaTacTpodsl Jiroboro mMaciiraba, To B TaKoM crcTeMe 00s13aTe/IbHO [JOMKHBI
OBITH TIpeyCMOTPEHbI MHOTOYPOBHEBBIe OJIOKMPOBKU M ITPOBEPKH, BIIOTH 0 arlapaTHBIX.
Oumbku, o6HapyxeHHbIe B Therac-25 ObUTH yHac/IeI0BaHbI UM OT TIpeAliecTBeHHUKa - Threrac-
20. Ho Tam OHM He MPUBOJM/IN K TaKUM TIOC/Ie/ICTBHSIM, T.K. B HeM ObUIH arirapaTHbie
OJIOKMPOBKH, KOTOPBIE He TI03BOJIS/IU MPOSIBUTCS (paTanbHbIM rociaeactBusm. B Therac-25 Bce
anmapaTHble 6710kMpoBKU Obi yopanbsl. AECL yrBepskzaana, uro B Therac-25 abcomoTHO
Ha/Ie)KHOE TPOrpaMMHOe 0becrieueHre, C MHOTOUMCIEHHBIMU TTPOTPaMMHBIMU OJTIOKUPOBKaMH,
TaK YTO HeOOXOJUMOCTH B armapaTHbIX 0/IOKMPOBKAax OTIasa.

Hcnonb3yiiTe akTUBHBIE CHCTeMbl KOHTPOJIA
WHorpa fnaxe anmapaTHble OJI0KMWPOBKY MOT'YT He CIIPaBUTCS C TIOC/eCTBUSMHU OLIMOOK B
cucTeMax yrpaBjieHus. B Takom ciyuae HampammBaeTcs CO3/jaHKe TapasuiesibHO paboTaromyx




CHCTeM KOHTPOJIS, KOTOPbIe MOTJIM Obl aHa/TM3UPOBaTh paboTy CHUCTEMBI, ¥ BMeIIaThCsl, TIOKa He
TIO3/IHO.

Bot npumepsl
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ITorHyTast 0Cb aHTEeHHBI

Ha opHOM 13 BoeHHbIX 00BHEKTOB pa3pabaThiBaiv IPOrpaMMy Jijisl yIIpaB/ieHus BpallieHneM
riapabo/IuecKoil aHTeHHBI pajlapHOM YCTaHOBKU. [IporpaMMuCT ObUT TpaXKjaHCKNM,
rpezcraBuTesieM Ipoussogutesns OBM. IIporpaMma Belzjasia KOMaHzy Ha yBeM4yeHHUe
CKOPOCTH BpalljeHus JBUraTesIs U MoBUC/a. [IBUraress 4eCTHO Bpallja/l aHTEeHHY C BCe
BO3pacTarollieii CKOpOCThIO, TTOKa B KOHLIe KOHL[OB IO/, 1eliCTBUEM LIeHTPOOeKHOM CUJIbI 1
pa3baslaHca caMo¥ aHTeHHBI He TIOTHY/IaCh OCh Ha KOTOPO# OHA Oblia 3aKperiieHa.
Pa3paboTurka B 3allieil BbITHAMM ¢ 00beKTa, @ 0CTaTOK 'TBOPUECKOTO KOJI/IEKTHBA' BbIHEC eMy
HeodHLMaNTbEHYI0 6/1aroZlApHOCTD 3a 2X HeZe/TbHbIN He3ar/IaHUPOBAHHbIN OTITYCK, TIOKa MEHSUTH
OCb U aHTeHHY.

Cxo/; ¢ pesibCOB poboTa-MaHUIY/ISITOPA

B apyroti (Ha 3TOT pa3 BIOJIHe TPa)kJaHCKOH) labopaTopuu oTpabaThiBaid CUCTEMY
yripaBjieHus: po60ToM-MaHUMNTYSTOPOM. BoT Takum <Enter>.

Po6oT Ob1T yCTaHOB/IEH Ha PeibC U MePeIBUTAJICS B/I0JIb CTeHBI JabopaTopyu ([JOBOBHO
JUTMHHOM cTeHbl). Becrn poboT ToXKe MPUIMYHO, TaK UTO MOTOP, KOTOPBIH ero ABUral, ObiT
BeCbMa 1 BeChMa MOIIHbBIM.

U BOT B OiVH TIPEKPACHBIM IeHb CUCTeMa yTpaB/ieHus BK/IFOUM/Ia MOTOP Ha TI0JTHbIe 000pOThI U
MOBHUCJ/1a (OYeHb TTOX0XKe Ha MPeJbIAYIINM CTydai, He HaXOAuTe?)

Hy u po6oT pe3Bo moexas OT 0[HOM CTeHbI K POTHUBOII0/I0KHOM. OueHb ¥ 0UeHb pe3Bo. U uem
Jlanblile, TeM pe3Be.

Ha cuactbe, TyT 6bUTH TIPEIyCMOTPEHBI CUCTEMBI OJIOKMPOBKH - HeJla/ieKo OT KOHI[A pejibca
CTOSIT MUKDPO BBIK/TFOUATE/b, KOTOPBIA 06ecTounBan MoTop. KpoMe TOro, B KOHIIE pesibca ObLT
MeXaHW4eCKHi CTOTop.

YBBI, 3T0 He nomoryio. K MoMeHTY, Kor/ia poOOT IpoJieTasl MUMO MHUKPO TepeK/IrouaTerisi, y Hero
Obu1a Takast CKOPOCTb, UTO 00eCTOUYMBaHUSI MOTOPA OH Jla)ke He 3aMeTus1. CTOTop Ha KOHLle
pesibca ObIT 3aMeUeH, HO B TaHHOM CJTydae 3TO CKOpee CTOIOp 3aMeTH/1 pob0Ta, KOTOPBIN CHeC
3TOT OeHBIN CTOIIOP B MOMEHT U TIPOZIO/DKUIT CBOM TT0JIET.

OTO KCTaTH IeHCTBUTENBHO OB MO/TeT, KO0 pesibC TOXKe 3aKOHUMIICS, U POOOT, aKy MTHUI]a,
BOCIapus B He6o. U ripusemsnsicsi B cocefiHel tabopaTopuu, MpoOuB 10 0pore CTeHy.

B cocepnneti mabopaTtopuu cHavasia 06aeso CMOTpe/r Ha CYaCThe, PUBAJTUBIIIEE UM OT
cocejieid, a TOTOM CKa3ajik, UTO Y HUX Cero/jHs1 KOJIJIEKTUBHBIN 21 IeHb POXK/IeHHUs], TaK Kak
HUKOT'0 He MPUAABU/IO TOMBKO UYJIOM.

B naHHOM cydae akTHBHasi crcTeMa 0e30MacHOCTH [J0/DKHA Oblia KOHTPOIMPOBATh MOJI0)KEeHHEe
po0boTa 1 yCKOpeHHe, U He TTPOCTO OTK/IFYaTh MOTOP, a BK/TFOUaTh TOPMO3, €C/TA B TEKYIIeM
T10JI0’KeHUH POOOT He ycrieeT 0CTaHOBUTHCS /IO KOHIIA pesibCa.

Terneps BepHeMCs ellle pa3 K MeJULIMHCKOM armaparype, Ha 3TOT Pa3 HEMHOTO APYTOM
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National Cancer Institute IlaHaMbI UCII0/Ib30Ba/ YCTAaHOBKY pajualioHHou Tepanvu Cobalt-60.
Kak 8 maijueHTOB ymepI1o, Moyuyniv riepefilo3upoBKY Kak MUHUMYM 20.

B otmmumu ot Therac-25 ycranoBka Cobalt-60 Obi1a cTapoi, CUIBHO TTOHOILIEHHOU 1
HeZloCcTaTouHO 0bcykuBaemoi. I10, KoTopoe paboTasio Ha Hel, ObLIO BBITTYIIEHO (PUPMOI
Multidata Systems, T.K. 60/bruiia He Morja cebe MO3BOUTE MOAZEPKKY CO CTOPOHBI
Npou3BOuUTeIs anmapara - Theratronics.

2 TeXHUKa, KOTOpble paboTa/ii Ha YCTaHOBKE, YBOJIUIUCH, OCTAaBUB OCTa/lbHBIX paboTaTh 1Mo 16
YacoB B CYTKH, UTO ObI 0OecrieunBaTth jeueHre. OueHb 00/IbHBIE TIALIMEHTHI MHOT/A YKAA/H 110 4-
6 yacoB B [ieHb, UTO ObI TIOJIyUHTh 3allJTAHUPOBAHHOE JIeUeHHe.

[Teperpy>keHHbIe pPabOTOH U yCTaBIIIMe TEXHUKU TpeOOBami HEKOTOPOU coTBepHOM
NOJlep>XKKH, HO MeHe/PKepbl ITHOPUPOBAJIM UX 3alpOChl.

1O mormyckasio mprMeHeHHe CIieldaabHbIX MeTa/UTMUeCKUX IUTOB (OHU Ha3bIBAMCh 'O/I0KH'),
KOTOpbIE MO>KHO OBI/IO TIOJIOXKUTh Ha TAIJeHTa [/l 3all[UThI OTpeZie/IeHHbIX YacTel Tesia OT
paauaiuu. I1O gomyckano o 4X TakKvX LUTOB, HO JOKTOpPa OOBIUHO MCI0/Ib30BajIH 5. UTO ObI
000WTH OrpaHUUeHHe B TIPOrPaMMe, OHM TIPeJCTaB/IsIA BCe 5 I[UTOB KaK OUH OOJIBIIION IIUT C
OTBEpPCTHEM B CepeJyvHe.

K coxanenuto I10 ot Multidata Systems umesno ommbKy, KoTopasi B 3aBUCUMOCTH OT TOT0, I/ie
OKa3bIBaJIOCh OTBEPCTHE B IIMTe, YBEJINUMBAIO 03y B 2 pa3a.

W3 3a cuyibHOM 3arpy’kKeHHOCTH TIepCOHaa U OTCYTCTBUS JOJDKHOTO HaZi30pa CO CTOPOHBI
MeHePKMeHTa, TIPOLIeCC TIPO/[0/KAJICS 7 MeCsIIeB.

Multidata Systems HakoHel] TIpy3Haia ouMOKy B cBoeM I1O U BBIMTyCTH/IA COBET 10 MIOBOY
TOTr0, KaK MPaBU/IbLHO pacrosaraTh AbIPKU B 1{uTe, B cepearHe 2001r, HO K TOMy BPeMeHH AJisi
MHOTHMX TAlM€HTOB ObUIO YK€ CJIUIIKOM TI03/HO.

Ho 3TOT uHCTUTYT OB HE eITUHCTBEHHBIM, TIOCTPa/IaBIIMM OT ycTaHOBKHM Cobalt-60.

Instituto Oncologico Nacional (ION), Hal[MOHa/IbHBIN TOCTIUTAJIB TI0 JIEUeHHUIO PaKa,
pacrosoXeHHbIN B cTapoM KoMmiuiekce Gorgas B IlaHame. OHU Tak >Ke MCMOJIb30Bav MallUHY
ot Theratron, a1 KOTOpO# y HUX He ObUIO JlakKe MHCTPYKIIUH 0 3KCIUTyaTauu. [Jo3a
00yueHUs OTMepsijlach 'Ha I71a3' U He KOHTPOJIMpoBajiack. Kak MUHUMYM 28 maljueHToB
TIOJTYYUJTH TIePe0O3UPOBKY, HEKOTOPBIE U3 HUX - CMepPTe/bHYI0. K HeCKObKMM JIOKTOpam ObLTH
TIPUHSTHI AUCLIUTTMHAPHBIE Mephbl, ¥ XOTS SKCIITyaTalldsl TaKOW MallliHbl 6e3 OmucaHust JOHKHO
ObI OBLJIO CTaTh CEPhE3HBIM a/IMUHUCTPATUBHBIM MTPOCTYIIKOM, OHO TaKOBBIM He CTasio. BMecTo
WHCTPYKI[HH TI0 SKCITTyaTaluM y AupekTopa rocrutass (Juan Carlos Barés) 6bu1 6pat (Carlos
Barés) - rnaBa HatpoHanbHOM nosmiyu, v rypuH (Ilka de Barés) - riiaBa iMMUrpaijioHHOM
C1y>KObI. Tak 4To 110 MpaBU/iaM aJMUHACTPAaTUBHOTO KyMOBCTBA HUKAKHUX BOIIPOCOB K
TOCIUTAa/II0 BO3HUKHYThH He MOTJIO B TIPUHLIUTIE.

Ho BepHemcsi k Multidata. CorniacHo goknagy FDA (US Food and Drug Administration) ot 7
Mas 2003 roga Multidata umesa Jo/ryro UCTOpPHIO B3auMOOTHoleHUM ¢ FDA.

B cBoem npecc-pesmmse FDA nicarno:

“The Food and Drug Administration (FDA) cero/iHs aHOHCHpPOBaJO, YTO OHO 3arpeTu/a
Multidata Systems International Corporation mponu3BOAUTL U PACIIPOCTPAHATh MeUL[UHCKIEe




YCTPOWCTBA Il PaIaljiOHHOM Teparuu.

“Multidata He MO>keT 0OecreunTh HaJ|IeXallero YpoBHsI MPOM3BO/ICTBA U HE TIPU/IEP>KUBAETCS
CTaHZAPTOB pa3paboTKy, a Tak ke He pearrpyeT Ha TpeboBaHusi oT FDA, Kor/ia ee CTaBAT B
W3BECTHOCTb, UTO ee MPOAYKLMS MOTJ/Ia CTaTh MPUYMHON (MM CIIOCOOCTBOBaa) CMepTH WUiN
Cepbe3HbIM YBeUbsM.

"’Multidata Systems umeeT 9TH JIeTHIOIO UCTOPUIO HApYILIEHUI 1 HECTIOCOOHOCTU UCTIPaBUTh UX’
3asBun ynonHomoueHHeld FDA Mark B. McClellan, M.D., Ph.D. ‘HecmoTps Ha
TIOBTOPSIFOLIMECS TIPeAyTIpeXK/ieHus], KOMIIaHHUsI TIPO/I0/KaeT TIPOU3BOJUTh ee MeJULIMHCKOe
obopyjoBaHKe TaKMM 00pa3oM, UTO 3TO MOZBEpraeT PUCKY MaleHTOB. JTO He AOMyCTUMO. ”

HekoTopble o1MOKM MOTYT Cepbe3HO N3MEHUTh CTeleHb CBOel Cepbe3HOCTH B pe3ysibTare
JevicTBus mojiel. Vi3HauanbHO He3HauuTe bHbIe, B pe3y/ibTaTe OIKMO0K B MeHe)KMeHTe U/
HeTpaBU/IbHOM peakijyell B cpeJicTBaX MacCOBOW MHGOpPMAL[MK OHHA MOTYT BbIPACTH IO
TUTaHTCKUX pa3MepoB.
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[Tpodeccop Tomac Haiicenu - marematvk. B mepros 1993-1994 rozos oH paboTan Haf
HCCIieIoBaTe/TbCKUM MPOeKTOM B 00/1aCTH, Ha3bIBaeMOM BBIUMC/IUTE/ILHOW Teopuei urces
(computational number theory). OzHo# U3 ero uesneii OO TPOAEMOHCTPUPOBATH MOJIE3HOCTh
HaCTOJ/IbHBIX I1ePCOHA/IBHBIX KOMITBbIOTEPOB. [lJ1s1 CBOEro mcc/ej0BaHUs OH 3acTaBuil O0sibIlIoe
YKCJ/I0 TIepCOHATbHBIX KOMITBIOTEPOB BBIUMC/ISTH MPOCTHIE UMC/IA, Mapbl MPOCTBIX UUCe,
TPUILIETI ¥ KBAZIPAIJIEThI IPOCTBIX UMCEST /Il BCEX MOJIOXKUTE/IbHBIX Le/IbIX 10 6 X 10™2.

[1pu BbIUMC/IEHUSIX €ro NporpaMMa IpeJIpyuHAMajia HEKOTOPOe UKC/I0 TIPOBEPOK, B KOTOPBIX
y’Ke N3BeCTHbIe, OIyO/IMKOBaHHBIE B IMTEPATYPe YKCJIa TIPOCUYMTHIBA/IUCH, UTOOBI IIPOBEPUTH
MPaBWIbHOCTb BbIUMC/IeHUI. MalliHa ¢ rporeccopoM Pentium nipuHsia yyacTtue B
BbIuMC/IeHUsX B MapTe 1994, a 13 urona 1994 roja ripoBepka 3akOHUM/IaCh HEOXKUJaHHBIM
3HaueHueM. [Tocsie ueTbipex MecsitieB roucka rpocgeccop Haiicem cMor oripefie/iuTh OMIMOKY B
0J10Ke BBIUMC/IEHUS UKCe C TaBatoireit 3arstoi (floating-point unit, FPU) niporieccopa
Pentium. B my6mmuHoM coobirienuu, caenaHnHoM 9 mekabpst 1994 roza, oH omucan CBou
TPYHOCTH U UCCJIeJI0BAHHsI TIPUUMHBI OIITHOOK'S,

24 okTsi0pst 1994 rofa, mocse TOro Kak rnpoeccop OKOHYAaTeIbHO YBEPUJ/ICS B pe3y/ibTaTax
aHasM3a, OH TocJjas B c/y)K0y TexHUueckol nofepkku Intel coobienue 06 ommbke. Korga
Intel He oTBeTH/Ia Ha coobiieHue, 30 okTsIOps 1994 roga mpodeccop Haticenu Hamucan micbkMo
HEKOTOPBbIM CBOUM KoJijieram, 0OBsIBUB 00 OTKPBITHH OIIMOKY Jle/IeHus Urcel C TylaBarolei
3ansiTol B npotieccope Intel Pentium.

Ecmm kopotko, FPU nporieccopa Pentium Bo3BpaiiiaeT omm0oyHoe 3HaueHHe [ijisi HEKOTOPBIX
onepauuii fenenusi. Harpumep,

1/824633702441,0
BBIUKMC/ISIETCS] HEKOPPEKTHO (OIMGOYHbI BCe 1i(phI MOC/Ie BOCbMOH 3Havarrlei rugpbi)t.

Bckope coobirienre 06 ommbke y>ke IUPKy/IMpoBano Ha opyme CompuServe u B Tpyrinax
HoBocTelt UnTepHeTa. Anekcanzip Bynd (Alexander Wolf), peroptep EE Times, mogxsatus 3Ty
HMCTOPHIO U HAIKCas CTaTbio, KOTopasi mosiBuiack B HoMmepe EE Times ot 7 Hosi6pst 1994 roza.
OrtBeyast Ha 3ampoc pernioprepa, Intel 3asiBu/a, UTO OHU 0OHAPYKUIM 3TY OIMMOKY JieToMm 1994
rofia, ¥ OHa Obljla MCTIpaB/ieHa B MPOLIeCCOPAaX, BBIMYIeHHbIX no3aHee. OxHako Intel He cMoria
OTIpe/|e/IUTh UMCJIO BHIMYIEHHBIX Jje(eKTHBIX MPOLIeCCOPOB, ¥ OHU MOMbITA/IUCh CI/IaJIUTh
BaXHOCTb TOM OIIMOKH.

Cwmurt (Smith), npegcraBuresns Intel, moguepkHys, 4To 3TOT AedeKT He MOBJIMsIET HAa CPeIHEro
nosib3oBaresns. ['oBops o Haiicenu, CMUT cKasan: «3TO UCK/IIOUMTEbHBIN N0/1b30BaTe/ b. OH
KPYTJIOCYTOYHO TMPOBOJAUT BBIUMC/IEHUs 00paTHBIX BesMurH. T0o, UTO OH 0OHAPY»KUJT 1oc/ie
MHOTMX MeCsiLieB BbIUMC/IEHUH, SIB/ISIeTCS] IPUMEPOM TOT'O, UTO BOCEMb JIeCTUUHBIX UMCesT
TIpaBU/IbHBI U TOJBKO ZieBsiTasi 0ToOpakaeTcst HeBepHO. To ecTh ommbKa y Bac OyieT TO/IbKO B
JIeBSITOM 3HaKe CIIpaBa OT TOUKU. §1 ymato, uTo, axke ecy Bbl MH)KeHep, Bbl 3TOT0 He
3ameTuTe».'®

CNN pacripocTpaHu/ia 3To 3asiBjieHre 22 HosiOpst 1994 rofa, v BCKope 0HO ObLJIO BO BCeX
IJIaBHBIX CpeJICTBaX MacCcoBoi MH(opmMaruH, Takux, Kak New York Times u Associated Press. B
Jpyrux WHTepBbIO Intel MoBTOpsiia CBOe paHHee 3asiBJieHHWE O TOM, UTO OLIMOKa HecylllecTBeHHa
JIJIsl Cpe/IHero ToJib30BaTe/isi.
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B cpeny Intel 3asiBu/ia, UTO OHU HE CUMTAIOT HEOOXOMMBIM OT3bIBaTh MPOLIECCOP, YTBEPXK/Iasl,
YTO OOBIUHBIMN T10/Tb30BATE/Ib UMEET TOJIbKO OJIMH IIAaHC U3 JEeBSITH MUIIUAP/OB MOTyYUTh
HEeBepHbIM pe3y/IbTaT U3-3a ITOM OIIMOKHU U TAKUM 00pa30M He Oy1eT HUKAKMX 3aMeTHBIX
TOC/IeICTBUM /I/I1 KOMITbIOTEPOB ZloMa U B oduce. KommaHus 3asiB/sieT, UTo OHa TPO/I0/DKAeT
TOCTaB/ISATh COOPII[MKaM KOMITBbIOTEPOB TIpOLieccopbl Pentium, czienaHHble /10 TOTO, Kak
npo6sieMa Gbl1a 06HapykeHa' .

28 Hos16pst 1994 ropa Tum Koy (Tim Coe) u3 kommnanuu Vitess Semiconductor ony6ivkoBan
CTaTbIO B TPYIINIe HOBOCTEM comp.sys.intel, B KOTOpoil OH MyTem aHa/M3a BOCCTAHOBUII
peasiM3aLyIo aAropyuTMa M npezjioKul MoZenb NoBefeHus rporeccopa Pentium. Yepes
HEeCKOJIbKO JJHel TIOSIBU/TMCh amrapaTHbIe U IPOrpaMMHbIe «3ariyIaTKW» ISt OIIHUOKU. 3 eKabpst
1994 rozma Bosu ITpart (Vaughan R. Pratt) u3 CTaHAGOpACKOT0 YHUBEPCUTETA OIMyO/IMKOBAT
MYCbMO B pynrax HOBocTel comp.arch v comp.sys.intel, B KOTOpOM ocIiapuBai TOUKY 3peHUsI
Intel o ToM, UTO BEepOSITHOCTL BCTPEUHM C OIIMOKOM cocTaBiisieT «ofuH pa3 B 27 000 net». OH
CMOT TIPOZIEeMOHCTPUPOBATh BO3MOXXHOCTb aKTHUBAIMU OLTUOKU OZIWH pa3 B KaXk/[bie 3
MUWTMCEKYH/IbI B IOCTaTOUHO TIPaB/OMNO00HOM ClLieHapuu. A TakKe OH TPO/IeMOHCTPHPOBAJI,
YTO 0CTAaTOUYHO 0e3001HO BhIT/IsizAsIIee AeneHre 4,999999/14,999999 npuBoanuio K
OTKJIOHEHUIO OT TpaBWILHOTO pe3ysbrarta Ha 0,00000407 mipu MCIo/ib30BaHKH AeeKTHOTO
niporjeccopa®’.

12 pekabpst 1994 roga drpma IBM BeInycTHIa co00IIIeHNEe, B KOTOPOM TaK)Xe ObIT TI0[BEPTHYT
COMHeHMI0 aHau3 Intel o TOM, UTO BEPOSITHOCTb 0OHAPY>KEHUS OIIMOKU COCTaBJISIET O/IUH K
JeBATH MUJIMOHaM™,

14 nekabpst 1994 roga Intel orybsimkoBana oduipansbHOe coobijeHre, KOTOpoe ObLIo
natupoBaHo 30 HostOpst 1994 ropa®.

B 3ToM coobiieHun paccMaTpyBaiach laHHasi OIMOKa, 00CYKIaMUCh ee TIOC/IeCTBYS, ¥ 3TOT
JOKYMEHT Obl/I, 0OUeBH/IHO, ICTOYHUKOM MHOTHUX 3asiBiieHui Intel. B 3ToM oTdeTe onpeesnsiiocs,
YTO BepOSITHOCTh BCTPEUH C OIMIMOKOW COCTABJISIET «O/[UH K JI€BSTH MUA/UTHAPAAM» U UTO Cpe/iHee
BpeMsI TOSIBJIEHUsT OIIMOKM - «oAuH pa3 B 27 000 yiet». [lanee Intel onuckiBaia npuumHy
olIHOKHU U anroput™ paboTel FPU. ViH)keHepbl KOMITAaHUM M30pay B KaueCTBe aJropyuTMa
nenenvisi iporieccopa SRT anroputm® o ocHoBanuto 4 (radix 4 SRT algorithm), 4To6bI
CKOPOCTH Jle/ieHrs1 MorJia ObITh YIBO€Ha, 10 cpaBHeHHI0 ¢ 486-M riporjeccopom. [TosHOE
orncanue SRT anroputma, UCIOJIL30BAHHOIO B MIpoLieccope Pentium, HaX04UTCSA 3a paMKaMU
5TOM KHUTH. [leTas MOXKHO HaiiTu B pabote Edelman, Sharangpani u Bryant™.

OjiHaKo ryiaBHasi IpUUMHA OIIMOKYU B TOM, UT0 SRT-anroputM TpeOyeT CripaBOUHYHO TabIULy
JUIsL OTIpe/Ie/IeHUs] YaCTHOTO. 3HaUeHHe B CIIPAaBOYHOM TabJIvIle reHepUpyeTCsl YMCIeHHO U
3arpy’kaeTcsi B IpOrpaMMHPYeMblii CIIpaBOYHbIN MaccuB. [ledeKT CKpUIiTa rpuBesi K TOMY, UTO
HEeCKOJTIbKO 371eMeHTOB (Bcero 1066, 6b110 3arpy>xeHo 1061) B cripaBouHO# Tabsuiie ObLIH
niponyieHbl. Kor/ia BLITIOMHSAIACH OnepaLys AefieHus1, Kotopasi TpeboBasia 3TH 3HauUeHUs,
13BJIeKAJIOCh HEBEPHOE UMCJI0, ¥ TOUHOCTh BLIUMC/IEHHOTO pe3y/ibTaTa YaCTHOTO OKa3bIBalach
CHW>KEHHOM.

B koHeuHoM cuete 20 nekabpsi 1994 roza pupma Intel 06bsiBHIa, UTO OHA HAUMHAET 3aMEHSTh
nipotieccopsl Pentium 1o Tpe6oBaHMIO. DTO CYIIECTBEHHO CHU3WU/IO QKMOTaK BOKPYT OIIMOKH B
niporieccope. OJHAKO 3TO He OCTAHOBHUJIO TeX, KTO aHa/IM3UPOBaJI 3Ty OLIMOKY. 19 ceHTSOps
1995 roma Anan Openpman (Alan Edelman) ony6sMkoBan oTuet, B KOTOPOM TTPOBEJT JieTabHbIH
aHaJ/Iu3 9TOM OIIMOKK®,
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B cBoem oTueTe OH ompe/iesius, yTO OBIZIO TOJIBKO ZBa CIIOCO0a, C TIOMOIIBI0 KOTOPBIX MOYKHO
OBbLIO OCYIIIECTBUTD IOCTYI K OIIMOOYHBIM JAHHBIM U UCTIO/Ib30BaTh UX MPU BBIUMCIEHUSIX.
OumboyHOe 3HaueHHe MU3BIeKan0Ch, TOJILKO eC/U JIe/TUTeNb COZieprKasl IIeCTb
TOC/IeIoBaTeIbHBIX OUT, OT 5-r0 /10 10-T0, yCTaHOB/IEHHBIX B eUHUITY. Takum 0Opa3om,
ombovHbIe Tab/TMUHBIE 3HAYeHHS] MOTJIM He W3BJ/IeKaThCsl TIPH TeCTaX, OCHOBAHHBIX Ha
C/Ty4yaiiHOU BBIOOPKE 3HAUEHHSI; TeCT, CIIOCOOHBIN BBIIBUTH OIIUOKY, O/DKEH paboTaTh Jiyuile,
yeM MpocCTasi cyiydyariHasi BbiOopKa. OH Takke MoKasasl, YTO MaKCUMaslbHasi abCoMoTHasE OIOKa
B JIaHHOM CJTy4yae He morJia ripesbitats 0,00005.

B koHIje KoHLIOB omnbka oboriack Gpupme Intel B $475M



Slide 19: Kak pearupoBarh Ha OIIMOKH?

Mo>xHO /11 700aBUTH 00pa0d0TKY OIIMOOK MOC/Ie 3aBepIIeHHs POrPaMMBbI?

YacTo nMporpaMMUCT MCITBITBIBAET CO0JIa3H CUMTATh, UTO €ro nmporpamMma Oyzer paboTath B
uziealbHOM MUpe, T/ie OIMO0K He ciydyaercsi. Tak uro u obpabaTbiBaTh UX He Hajo. Korza
peasibHBIN MUD pa30MBaeT 3TH MEUThI, TaKKe TIPOrPaMMUCTHI TOBOPSIT - BOT Ceiuac MporpaMmmy
JIOTIHILTY, @ TIOTOM [[00aBJIfo0 K Heit 06paboTKy ombok. HackobKo 3T0 peanbHO?

Ec/u Bailla mporpamma JIorycKaeT aBapuiHO 3aBEPIIUTHCS 1TOC/Ie 0OHApY»KeHus 000
OLIMOKH, TO TaKyt0 00paboTKy o1nboK 06aBUTh MOKHO. Ho 3T0 moTpebyeT 1MpocMOTpeTh BeCh
KO/I, KOTOPBIM ObLT HAalMcaH, ¥ BO3MOYKHO JIOTIMCATh ellje CTOJIbKO JKe.

Ecim ke HY>)KHO Kak TO >KUTh JaJIbIIle 1oc/ie OLIMOKH, TO 100aBUTh TaKyto 06paboTKy B TOTOBYIO
nporpamMmy (B KOTOPO# 3TO He ObLJIO CTVIAaHMPOBAHO Ha 3Tarie HalMCaHusl) TIPaKTHUeCKU
HepeasibHO.

Kak pearnpoBaTh Ha OmIMOKu?

Bot nporpamma Haria ommibKy - uTo fenath? [IpocToi BEIXO/ - CKa3aTh MOIb30BaTe0 'Hy He
cmorsa' v momepeTs. [11g nporpammel tvmna 'Hello world' aTot nozaxoz BriosiHe HopMasnbHbIi. B
KOHLIe KOHLIOB - Kakasi pasHuLia Hanuuiet nporpamMmMa 'Hello World' umm 'Good by cruel world'.
Ho ecsu Baa nporpaMmMa HeMHOTO NOC/I0KHee, TO TaKOM MOAX0/, BbI30BET MacCy SMOLMU y
KOHEUHBIX T10/Tb30BaTe/Iel, ¥ JTyullle, eC/d pa3pad0TuuK B 3TO BpeMsi OyZieT OT HUX TOAasblIle.

A uto fenath MHOrouucieHHbIM embedded crictemam, KOTOpbIe TYT B OCHOBHOM U
paccmaTpuBatoTcs? Hy Hamprmep nipoiieccop o BCTPOEHHOW cUCTeMol OMHApHOM TPaHC/ISILIVK.
YTO OH [J0/DKEeH CZienaTh, ecyiv OHa AacT c6oit? Kak aBapuiiHO 3aBepIiaThCsi? BriiepHyTh HOXKKH
Y BBITIACThb U3 COKeTa?

K coxxanenuto obiiero oTeeta Ha BOIIPOC '4TO ZlesiaTh' He cyljecTByeT. Kax/0e KOHKpeTHOoe
nipuMeHeHue TpeOyeT CBOero moAxoza.

Kak TecTupoBaTh nporpammsl (coverage, TDD)

KoneuHo nyurite, ecr onMboK B mporpamMmMax Boo0iile He OyzieT. YBbl, 3TO HeIOCTIDKHAMas
MeuTa. Ho crpemuthest K 3TOMy Hazio. V1 60/bIINM MOACTIOPEEM Ha 3TOM ITyTH SIBJISIFOTCS TECTHI.
[TporpamMma fo/KHa TeCTUPOBAThHCS KaK MOXKHO TiijaTe/lbHee U B HaubouibiiieM o6beMe.

A Kak orpeJie/uTh, 10CTaTOueH 00beM TeCTUPOBAHUS WIN HET?

[Ipumep - oAWH MPOrpaMMHUCT, paboTaroluii B KOMaH/ie, KOTopasi co3/jaBaia KOMITU/ISITOD
dopTpana, MprgyMas ONTUMHU3ALMI0, KOTOPasi A0/DKHA Oblia aTh HECKOIBKO TPOLIEHTOB
NIPOU3BOJUTE/IbHOCTH, NIPaB/ja B JOBOJILHO peiIKoM cityvae. OH peasn3oBal ONTUMHU3ALUIO B
KOMITWIATOPE, TIPOBEPUII Y OHA OTIIPaBW/IACh B OUYepeIHOM penu3 KomnuasaTopa. Yepes nomn roga
B KOMIIWISITOpe HallM 6ary. VccefoBaHus rokasaau, 4To oHa Obla B Iposiore 3Toi camoi
OTNITUMU3ALWH, Y TIPOSIB/IS/IaCh BCer/la, KOrja Jo/pKHa Oblia cpaboTaTh 3Ta ONTUMU3ALHS.
BosHukaeT 2 Borpoca - Kak IporpaMMHUCT ee TIPOBepsil, ¥ HY>KHO J1i Ob17I0 BOOOILe ee BK/IIOYATh
B KOMITWIATOP.

UTak, uro ke fenath? OfuH 13 00BIYHBIX METO/IOB - coverage. Ha Baiei mporpamme
3aIyCcKaeTCsl TeCT U CrelaabHas YTUIUTa NPOBepsieT, KakKue KyCKU Ko/la UCTIOHSIIUCh U
CKOJTbKO pa3. DTO TM03BOJISIET Cpa3y YBU/EThb, eC/TM KaKhe TO YaCTH TIPOrpamMMbl BOOOIIe He
paboTanu, 3HaUUT OHU U He TIPOBePSITUCH.

[TpaBza BO3HMKAeT BOIIPOC - @ UTO Zie/IaTh C IPOBEPKO OMMOO0K B camoii riporpamMme. C ofHOM
CTOPOHBI OHa U He [J0JDKHA cpabaThiBaTh, a C IPYTOii CTOPOHBI ee TOXe HeryioXo ObIo ObI
NIPOBepUTH. [1/11 3TOr0 MOXKHO NIPeyCMOTPeThb B CaMOW ITPOrpaMMy UCKYCCTBEHHYIO BCTaBKY
o160k (1107, oriyeit)



E1e cymectByeT oueHb MolijHas TexHosorus - Test Driven Development. Bkpatiie oHa Kak
Ha/lo 100aBATh (YHKLIMOHATBHOCTD U TECThI U COCTOUT U3 3 11aroB:
1. ChHauana nuiueTcs TecT Ha MoKa OTCYTCTBYIOLIYIO (DyHKLIMOHA/IBHOCTb. TecT Jo/mKeH
yIacTb
2. IloTtoMm B mporpaMMe IMULLETCSA 3arjyllika, UMUTUPYIOLLas OTCYTCTBYIOLLIYIO
(byHKLMOHAMBHOCTD (B 00beMe, J0CTaTOYHOM [i/1sl TecTa). TecT Jo/KeH MPOorTH
3. 3arnymka ybupaetcs v numieTcs cama (PyHKIMOHATbHOCTh

Corner Case ommoku

[laBaiiTe pacCMOTpPHUM /IPYTO# acrieKT aBTOMaTU4YeCcKoro TeCTUPOBaHUS - KaKue JJOJDKHBI ObITh
JlaHHbIe 771 TeCTUpoBaHUsi. OueHb MOIIHbIN K/IaCC TeCTOB 3TO C/IyvaiiHbie TeCTbl. CrieljiaibHbIMI
reHepaTop Co3/jaeT C/IyuaiiHbIM 00pa30M TeCTOBbIe JJaHHbIE U OTBETHI, KOTOPbIe 0/KHbI OBbITh
T0JIyueHbl OT TeCTUPYEMOM MPOrPaMMBbI.

OpiHaKo, HECMOTPSI Ha TO, UTO TaKOe TeCTUPOBaHUe BbISIB/IsieT TIPAaKTUUeCKH BCe OIIMOKHY,
rapaHTUU TYT [1aTh HeJb3sl.

EcTb fpyroii Kacc TeCcToB - Tak Ha3blBaeMble corner case TecTbl. OHU He FeHepUpYyOTCs
aBTOMaTUYECKH, a TIUIITYTCS BPYUHYIO TT0C/Ie BHUMATe/TbHOTO U3yUYeHUsl TOT0, UTo coOupaemcst
TeCTUPOBaTh. DTU TECThl UCTO/Ib3YIOT JaHHbIe, KOTOPbIE B TECTUPYEeMOM ITporpaMmme
obpabaTbIBaroTCs CrierjanbHBIM 0O6pa3oM. Hampumep - ecyii mporpamMmMa obpabaTtbiBaeT Bce
yrc/ia MeHbiie 10 ogHUM o6pa3oM, a 6onbiiie 10 - ApyryUM, TO TECT 3amycKaeTcss Ha Habope
9,10,11

PeanbHblli cy1yyald - KOMIIWISITOP, OT/Ia)KEHHBIW U TILIaTeJbHO OTTECTUPOBaHHbIM (B TOM YKUC/IE U
Ha C/Ty4alHBIX TeCTaX) Y>Ke ZI0/DKeH ObLT OTIpaBUTCA 3aKa3urKy. OO1ee KOJMUeCTBO TECTOB
repeBasiv/o 3a COTHH ThICsU. Ha BCaKuii ciiyuali ero iaau NpoTecTUPOBaTh Yesl0BeKY, KOTOPBIU
KaK pa3 1 Creluaan3upoBascs Ha TeCTUpoBaHWU. OH BHUMATEebHO U3YYU/T UCXOAHUKU
KOMITW/IATOPA M HalmMcasl OKOJI0O COTHU OYeHb MPOCTBIX TECTOB (KakK pa3 U3 CepUH COIner case).
Bca cotHs TecToB ynana.

UB B nporpammMax

Hukorpa, HM pM KakKKX YC/IOBHSIX He UCIOJ/Ib3YHTe B CBOMX MpOrpammax To, YTO B CTaHJapTe
si3bIKa momeueHo Kak Undefined Behavior. Takast KOHCTpyKLsi MO>KeT paboTaTh Ha OHOM
KOMITW/ISITOPE, U HeO)KU/IaHHO TiepecTaTh paboTaTh Ha IPYTOM.

Hampumep B C onepatop cABwra [/isi BeJIMUMHBI CABUTA OOJIbIIIE UeM pa3Mep CABUTaeMOro
onepanza sto UB.

Hanpumep casur 32x OUTHOTO 1ie/10r0 Ha 32 OuTa BIeBO MOXKeT He AaTh 0, KaK BbI MOTJ/IA ObI
0XuZaTh. V1 OH 1eMCTBUTEIBHO He JlaeT - CIBUraeMoe YMCJI0 He MeHsIeTCs], 110 KpaiiHel Mepe Ha
gcc Ha [A32

Bor ewue nprumep



Slide 20: ITpumep UB

Xom-pyHkiues "ass pa3bpoca’ Touek (KOrza TouKa SIBISeTCS KIFOUOM X3II1-M311a).

Crapiiast yacTh fabsia npu npeobpa3oBaHUY B UHT 0TOpackIBaeTCsl, 0CTaTOK OTJTUUHO
pacniegesneH. T.e. Tak 6b1710 panbie, Ha MSVC 6 1 MSVC 2003. ITepee3kaem Ha 2008. Cpa3sy
HUKTO HUUEro He 3aMeTWs, U060 3 peKT 3amMeTeH TOJIBKO Ha 60sbiioM o6beMe JaHHbIX. B
o011jemM, BAPYT 3aMeuaeM TOPMO3a, KOTOPBIX paHblile Bpozie Obl He ObII0: TTIOMelleHe TOUeK B
rpa¢ noATopMakuBaeT, KOr/ia TouekK MHOro. [1o/iro yelem pery, Npexxze 4eM J0ra/ibIBaemMcst
3ar/IsiHyTh BHYTPb X311-M31M1a (Hy KOMY IIPHU/IET B TOJIOBY KOBBIPSTHCS B CTaHZAPTHBIX
KOHTeliHepaXx, KOTOpbIe BCIO KU3Hb paboTanu 1 uero O6bl UM Terepb C/I0MaThCst). VI BUAUM Of[HY
KOD3UHY... T.e. UMeeM BMeCTO M3Ia MaccuB. OKasbIBaeTcs, yMHUKY 13 MS Tuxou canou
V3MEeHWIU [10Be/leHre T1pY TeperiojIHeHuY, U Terepb TaM Kakas-TO KOHCTaHTa. [loaro peliace B
MSDN B0 BCSKHX OT/IMUMSIX KOMITU/ISITOPOB, HO HUKAKOTO YIIOMUHAHUS 00 M3MeHEeHUH 3TOr0
T0Be/|eHus He Hallula.



Slide 21: Windows Genuine Disadvantage

ITpexacraBnenHas B 2006r mporpamma Windows Genuine Advantage HMKorzia He Obla
TIOMYJISIPHOM Ccpey Tio/b3oBaTtesnedt Microsoft. Y mosib3oBaresieit Ob1M Po6/IEMBI C
HaXOKJeHWeM 3TUX cambIX ripenmyiiiecTB (Advantage). OHa HUKOMM 00pa3oM He romorasa Hy
Ha/Ie>KHOCTH, HA CTaOUTbHOCTH 3aKOHHBIX 1oJib30Batesielt Windows. Bcee, uto oHa fjesiana - 3T0
riomorasia Microsoft B ICKOpeHEeHHH KOMITbIOTEPHOTO IMUPaTCTBA.

Eciu yuects, uTo B KoHILle ABrycra 2007 nupatsl ObLIM TIOBCIOY, Ky/ja He OpOCh B3TJIsi], 3Ta
3azaya ObIa He U3 MPOCTHIX.

B matauny, 24 Asrycra, HekTo u3 rpymnmnsl WGA HeuagHHO ycTaHOBUI HAa WGA cepsep 1mipe-
PeJIM3HYI0 BePCHIO TTPOrpaMMBl, MoJIHYI0 6aroB. ['pyrina ObICTPO OTKaTU/Ia YCTAHOBKY Ha
OTTeCTUPOBaHHYI0 BEpPCHIO TIPOTPaMMbI, HO OHH He TTPOBEPHJIH, UTO OArry peasbHO Obmn
ucrpaBreHbl. U oHu He 6butd. Tak uTo B TeueHUM Omkaiiimx 19 yacos, BruioTs Ao 15:00
C/lelyrolLero AHs, cepBep noMeTus Thicsiud WGA KMeHTOB T0 BCeMy MUPY Kak HeslerajabHbIX
T0/Ib30BaTesen.

[MTonw3oBarenssM Windows XP ObIJI0 CKa3aHO, UTO OHHM HUCTIO/b3YIOT MpaTCcKyto Bepcuto OC.
[Monp3oBarert Windows Vista moctpazianu 60sbliie - y HUX OTK/IFOUUINCh HEKOTOpbIe (DyHKIIWH,
B TOM UMCJIe KpacuBble TeMbl Aero v BUpTyanbHbiii RAM auck ReadyBoost.

I[TepBbIit OGUIMATBHBIN OTBET Ha »Kaj00bl He TIOMOT': HeZIOBOJIbHBIE TIaTPOHBI TIOCOBETOBA/U
nonpo0oBaTh ellle pa3 MepernpoBepuTh YCTAHOBKY BO BTOPHUK. Ho Jake 1ocie TOro, Kak cepBep
TIOUMHU/IA B cepefiiHe Cy00O0ThI, KTMeHThI Vist'bl MPUIIIOCH TepernpoBepuTh U3 Windows
cucteMbl uTO ObI BepHYTH cebe ReadyBoost u Aero

KoHeuHo, 3T0 ObUIO CpaBHUTEILHO HeOoJbiiIast TpobieMa B MH>)KeHEPHOUW KOMaH/Ie, U CTPOTO
roBops, 3T0 ObLIa uesioBeyeckasi omrbOka. Ho Korjja ommbka KacaeTcst pacripocTpaHeHusi He
TeCTUpOBaHHOTO U cbotiHoro I10, u Kor/ia Bbl MPUMHTE BO BHUMaHHe KOJIMUECTBO JIFO/IEH,
KOTOPBIX 3TO 3aTPOHET, TO CTAaHEeT SICHO, UTO YPOBEHb BbI3BAHHOTO THEBA ¥ 3(P(EKT JOMUHO OT
OTpHLIaTeNbHBIX MyO/IMKaLMi B TIpecce, cie/laeT TaKyH0 OLIMOKY ropasZio cephe3Hee, 4eM 3TO
Ka3asioch Ha MepBbIN B3IV,


http://www.computerworld.com/s/article/9002095/Update_Windows_Genuine_Advantage_What_it_is_how_to_ditch_it

Slide 22: KaTacTrpoduueckoe ucciejoBaHue
Iurara U3 )XypHasa:

B Beinycke ot 5 ®eBparisi, Mbl [pe/ICTABUIN pe3y/IbTaTbl U3yUeHUs TOTr0, KaK MPUPO/HbIe
KaracTpo(bl B/IUSIOT Ha KOJIMUeCTBO camoyOuiicTB. [Ipeabiayiiye uccaejoBaHusl CPeaU KepTB
KaTacTpo NoKasblBaay yBeJUUeHHYIO PaclipOCTPaHEHHOCTh MTOCTTPaBMaTU4YeCKOro
CTPeccoBOr0 pacCTPOWCTBA U JeNPeCCUH, UTO SIBJISIeTCS MPU3HAHHBIM (DPAKTOPOM pHUCKa /IS
CyMLM/A/IbHBIX HACTPOeHUN. B Haiel ctaTbe Mbl IIPUBEJIY JaHHbIE 110 YBeJTUYeHHI0 KOJIMYeCcTBa
camMoyOUIiCTB cpeaiut ykuTesneid 377 IITaTOB 3aTPOHYTHIX eJUHCTBEHHOMN, HO Cepbe3HOM
NIPUPO/HOM KaTtacTpodoii npousouiesiiel mexxay 1982 u 1989 rogamm.

C npuckopbuem coobiriaeM, uTo Mbl 0OHAPYKW/IN OIIMOKY B KOMITBFOTEPHOM TIPOTPAMMe M UTO
HalllM TIpe/IbIyIIHe pe3yabTaThl ObL/IM HeKOPPeKTHBI. OmrbKa 06Hapy»Kuaach, KOT/Jja MbI
TIOTIBITA/TICh TIOBTOPUTH UCC/IeI0OBaHUE UTO OBl OTIpe/ieNITh ObLIN JIM U3MEHEeHUs B KOJIMUeCTBe
camoybuiicTB nocsie kKaractpodsl. Korga Mel npocieauau npotiecc c6opa aHHbIX O
camoy0bwuiicTBax, Mbl 00HapyXuu, uto cMeptd B 1990r Ob1i mocurTansl ABaXKAbl. [locsie Toro,
Kak o11Mbka Obljla ycTpaHeHa, HOBBIM aHa/IM3 MoKasas, 4YTo YpOBeHb CaMOyOUNCTB He
YBEJIMUMIICS, KakK ZIJI1 BCeX TUIOB KaTacTpo(d BMeCTe, TaK U /Il KaXX/A0r0 OT/e/bHOTO TUIa I10
OT/,e/IbHOCTHU.
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McAfee's popular antivirus software failed spectacularly on Wednesday, causing tens of
thousands of Windows XP computers to crash or repeatedly reboot.

A buggy update that the company released early in the day turned the software's formidable
defenses against malicious software inward, prompting it to attack a vital component of
Microsoft Windows. The update was available for business customers for about four hours
before distribution was halted, McAfee said.

"McAfee is aware that a number of customers have incurred a false-positive error due to
incorrect malware alerts on Wednesday, April 21," a McAfee statement posted on CNet.com
said. "The problem occurs with the 5958 virus definition file (DAT) that was released on April
21."

The damage was widespread: the University of Michigan's medical school reported that 8,000 of
its 25,000 computers crashed. Police in Lexington, Ky., resorted to hand-writing reports and
turned off their patrol car terminals as a precaution. Some jails canceled visitation, and Rhode
Island hospitals turned away non-trauma patients at emergency rooms and postponed some
elective surgeries.

"For PCs that have been affected and are in a state of reboot, Intel IT is still working on how to
get the deleted files back on the operating system, which will allow PCs to boot normally again,"
spokesman Bill MacKenzie told The Oregonian.

Peter Juvinall, systems administrator at Illinois State University, said that when the first
computer started rebooting it quickly became evident that it was a major problem, affecting
dozens of computers at the College of Business alone.

"I originally thought it was a virus," he said. When the tech support people concluded McAfee's
update was to blame, they stopped further downloads of the faulty software update and started
shuttling from computer to computer to get the machines working again.

In many offices, personal attention to each PC from a technician appeared to be the only way to
fix the problem because the computers weren't receptive to remote software updates when stuck
in the reboot cycle. That slowed the recovery.

In Utah, at least 700 of Utah Valley University's 5,000 computers on campus were affected, but
university spokesman Chris Taylor said all computers were back up and running by noon
Wednesday, as IT officials "were right on top of it."

In Sarasota County, Fla., school district officials said about 800 computers experienced the
problem, and power was pulled quickly on the PCs. Officials said they were able to get computer
systems up in running again in a little more than half an hour.

A CNET editor in Portland, Ore., was affected Wednesday morning when the update caused her
computer to lose network and Internet connections and McAfee prevented her from launching
programs or uninstalling it.


http://www.mysuncoast.com/Global/story.asp?S=12351495
http://www.deseretnews.com/article/700026326/False-security-updates-cause-confusion-for-tah-Valley-University-computers.html
http://blog.oregonlive.com/siliconforest/2010/04/intel_and_many_others_weather.html
http://ww.abc6.com/Global/story.asp?S=12351281
http://www.lex18.com/news/computer-glitch-cancels-jail-visitation-is-also-affecting-police-school-computers
http://www.kentucky.com/2010/04/21/1233660/computer-glitch-affects-police.html
http://www.annarbor.com/health/thousands-of-univeristy-of-michigan-health-system-medical-schools-down-from-virus-program-problem/

Tech-related mailing lists soon began buzzing with complaints. And the condemnation on
Twitter was unrelenting, with Sonny Hashmi, the deputy chief information officer of the District
of Columbia, calling it a "huge disruption," adding that McAfee is now on his "blacklist." An
engineer in San Francisco said that, thanks to McAfee, "the wait at my work is two days and
growing to get your laptop back." Others complained that, approximately six hours after the
problem was known, McAfee has yet to post a note on the home page--which currently boasts of
"technology to supercharge your network security."

The update released at 6 a.m. PT effectively redirected the PC's immune system, causing it to
attack a legitimate operating system component known as SVCHOST.EXE in the same way that
some diseases can cause the human immune system to turn inward. In this case, McAfee's
application incorrectly confused it with malware known as the W32/Wecorl.a virus.

McAfee apologized to customers for the problem, which seemed to affect primarily Windows
XP computers running Microsoft's Service Pack 3, but downplayed its impact. "We are not
aware of significant impact on consumers," the company said in a statement sent to CNET at 2
p.m. PT.

That didn't endear the company to the enterprise users who were the most affected by the update,
especially system administrators who were forced to trek from computer to computer and
manually install the repair that McAfee had made available by midday. It's not clear how many
customers were affected, and a McAfee representative said she did not have an update. (Here's a
related CNET article on how to fix your McAfee-crippled PC.)

McAfee has posted a Web page on a separate site with detailed instructions on how to fix XP
computers that have been crashing because of Wednesday's update. It recommends manually
downloading and installing an "EXTRA.DAT" file and then restore files that have been
incorrectly quarantined.

But that option requires a least a modest amount of technical ability, and as of 4 p.m. PDT, the
company had not offered a better way. "McAfee is continuing to work on an automated
solution," the page said.

But after tens of thousands of irate users flooded into the forums, the site abruptly went offline
and began to return an error message.

Last update 10:20 p.m. PT: McAfee has posted a statement saying that the problem affected
"one half of 1 percent of our enterprise accounts globally and a fraction of that" among home
users. Another post from Barry McPherson, executive vice president for customer service,
apologizes for the snafu and says: "Mistakes happen. No excuses." And it looks like the
company has posted some more details about how SVCHOST.EXE was targeted.

It's not uncommon for antivirus programs to misidentify legitimate files as viruses. Last month,
antivirus software from Bitdefender locked up PCs running several different versions of
Windows.

However, the scale of this outage was unusual, said Mike Rothman, president of computer
security firm Securosis.

"It looks to be a train wreck," Rothman said.
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Slide 24: BepTosner Chihook ZD576

In 1994 in Scotland, a Chinook helicopter crashed and killed all 29 passengers. While initially
the pilot was blamed for the crash, that decision was later overturned since there was evidence
that a systems error had been the actual cause.

At the time of the crash, new FADEC (Full Authority Digital Engine Control) equipment was
being integrated onto all RAF Chinooks, as part of an upgrade from the Chinook HC.1 standard
to the newer Chinook HC.2 variant. The Ministry of Defence was given a £3 million settlement
from Textron, the manufacturers of the system, after a ground-test of the FADEC systems on a
Chinook in 1989 resulted in severe airframe damage. Contractors, including Textron, had agreed
that FADEC had been the cause of the 1989 incident and that the system needed to be
redesigned.”

The committee investigating the crash were satisfied that the destructive error in 1989 was not
relevant to the 1994 crash.”*”

EDS-SCICON was given the task of independently evaluating the software on the Chinook HC.2
in 1993. According to the House of Commons report: "After examining only 18 per cent of the
code they found 486 anomalies and stopped the review... intermittent engine failure captions
were being regularly experienced by aircrew of Chinook Mk 2s and there were instances of

uncommanded run up and run down of the engines and undemanded flight control movements".
[61

Tests upon the Chinooks performed by the MOD at Boscombe Down in 1994 reported the
FADEC software to be "unverifiable and ... therefore unsuitable for its purpose".'® In June 1994,
the MoD test pilots at Boscombe Down had refused to fly the Chinook HC.2 until the engines,
engine control systems and EADEC software had undergone revision."® In October 2001,
Computer Weekly reported that three fellows of the Royal Aeronautical Society had said that
issues with either control or FADEC systems could have led to the crash.”!
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Slide 25: K Bonpocy o kauecrBe ITO

NccnepoBanus British Royal Signals and Radar Establishment

B koHn1ie 80-x rT. Takas BiusiTe/ibHasi B 000POHHBIX Kpyrax opraHu3aiiys Kak British Royal
Signals and Radar Establishment czesana nonbITKy OLIeHKHA PaclpoCTPaHeHHOCTH /1e(heKTOB B
[1O, HanMcaHHOM [1J1 psi/ia OUeHb OTBETCTBEHHbIX cucTeM. OKasanock, uto "mo 10%
MIPOrpaMMHBIX MOZYJ/el U OT/ieNbHbIX (PYHKL{MI He COOTBETCTBYIOT Crieli(pHKaLUsiM B OZJHOM
WA HEeCKOIbKUX pexkumax paboTsl” [7]. Takoro pojia OTK/I0HeHUs1 ObUIM 0OHApY»KeHbI Jaxe B
1O, npotmeaiem MoJHBIHA LMK/ BCECTOPOHHETO TeCTUPOBaHMs. XO0Ts1 O0JIBIIMHCTBO
00OHapy»KeHHbIX OLIMOO0K ObLTM MPU3HAHBI CJIMILIKOM He3HauuTeTbHbIMU, UTOObI BbI3BaTh CKOJIb-
b0 cepbe3HbIe TIOC/Ie/ICTBYS, BCe Ke 5% (YHKIMI MOTJIM OKa3bIBaTh Pa3HOTO Po/ja 3HAUNMOe
HeraTHMBHOE BO3/leliCTBHe Ha MOBe/ileHue Bcell cucTeMbl. [IpuMeuaTenbHO, UTO Cpe/id IIpOYero
aBTOPBI UCC/IeZ0BaHMsI 0CO00 YIIOMSIHY/IM BBISIBJIEHHYIO B OTHOM M3 MO/y/iell HeHa3BaHHOU
CUCTeMbI MIOTEHLMA/IbHYI0 BO3MOXKHOCTD I1eperoTHEHNS B LieJI0l apu(MeTHKe, UTO MOTJIO
NIPYUBECTH K Bbllaue KOMaH/[bl IPUBO/lY MOBEPHYTh HEKYIO YCTAHOBKY He HarpaBo (Kak
CiefioBaso), a HaneBo. JJocTaTOYHO Mpe/rnosioxKuThb, 4to peus B 10 m11a 06 yrnpaBieHun
OpUeHTaLfield TTyCKOBOW PAKeTHOM YCTaHOBKH, YTOOBI TIPe/ICTAaBUTh BO3MOYKHBIE TIOC/IeICTBHS.

HccnepoBanusa NASA no nporpamme Shuttle

NASA wvHBecTHpOBasna OrpoMHbIe CPeJiCTBa U peCcypChl B BepU(UKALMIO U COTIPOBOXKEHHe
MPOrpaMMHOT0 obecrieueHus AJisi KocMu4yecKrx Kopabseid Shuttle. HecmoTpst Ha 3To, 3a 10-
netve ¢ 1980 r. - BpeMeHu Hauasia ucrosib3oBaHus [10 - BeisiBieHO 16 ommbok "miepBoit cTerneHn
cepbe3HOCTH" (CITOCOOHBIX TIPUBECTH K "ToTepe Kopabsist u/umm sxunaxa). Bocempb u3 3Trx
oboK He ObUTM 0OHApYKeHbI CBOeBPEMEHHO U MPUCYTCTBOBA/IM B KO/le BO BpeMsl T0JIETOB,
XOTSl, K CUacThl0, Oe3 1oc/eCTBUI. 3aTo0 BO BpeMsi TT0JIeTOB OBbI/IM 3aZJ0KyMeHTHPOBAHBI
1ipo6J/ieMbl, BO3HUKIIIME OT TPOSIBUBILKXCS 12 3HAUMMBIX OIMIKMOOK, U3 KOTOPBIX TPU OTHOCUJTUCH
KO "BTOpPOM CTeneHU Ccepbe3HOCTH" ("MpensTCTBYIOT BIMO/JHEHUIO KPUTUUECKU Ba)KHBIX 3a/iau
rosera").

EDS Drops Child Support (2004)
Cost: £539 million and counting

Disaster: Business services giant EDS developed a computer system for U.K.’s Child Support
Agency (CSA) that accidentally overpaid 1.9 million people, underpaid another 700,000, had
£3.5 billion in uncollected child support payments, a backlog of 239,000 cases, 36,000 new cases
“stuck” in the system, and still over 500 documented bugs.

Cause: EDS introduced a large, complex IT system to the CSA while trying to simultaneously
restructure the agency. (more)

In 2004, EDS software giant introduced a large, complex IT system to the U.K.’s Child Support
Agency (CSA). At the exact same time, the Department for Work and Pensions (DWP) decided
to restructure the entire agency. The restructure and the new software were completely
incompatible, and irreversible errors were introduced as a result. With over 500 bugs still
reported as open in the new system, the clash of the two events has crippled the CSA’s network.
Result - The system somehow managed to overpay 1.9 million people, underpay another
700,000, had $7 billion in uncollected child support payments, a backlog of 239,000 cases,
36,000 new cases “stuck” in the system, and has cost the UK taxpayers over $1 billion to date.

IIpexpainenue npoekta ®BP Trilogy (2005)
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Cost: $105 million, still no effective case file solution
Disaster: The FBI scrapped its computer systems overhaul after four years of effort. The Virtual
Case File project was a massive, integrated software system for agents to share case files and

other information.

Cause: Mismanagement, and an attempt to build a long-term project on technology that was
outdated before the project completed, resulted in a complex and unusable system. (more)

On Feb. 3, 2005, Robert S. Mueller 111, director of the Federal Bureau of Investigation, appeared
before a Senate subcommittee to explain how the FBI had managed to waste US$104.5 million.

This couldn’t have been a very comfortable position to be in.

In 2001, the FBI had launched the Trilogy project, a project designed to update the FBI’s IT
infrastructure.

Trilogy came in three parts: update the network, update the hardware and update the software.
Guess which one Robert Mueller was talking about?

That’s right—the software. “Virtual Case File,” or VCF, was intended to allow FBI agents to
upload information to a centralized database so that it could be easily accessed by others.

It was a disaster, and the $170 million project was canceled for a loss of $104.5 million.

Sadly, the loss was entirely avoidable: The FBI made many classic mistakes. In this article, I’ll
take a look at three of these mistakes and apply lessons learned from the agile software
movement.

Classic Mistake No. 1: Ignoring the Users.

there is no indication that the FBI made the involvement of actual agents a priority in VCF
development.

User involvement isn’t easy. At the March meeting of the Portland Software Development
Roundtable, a participant described a government project for the state of Oregon. For several
periods of six months, different groups of seven to eight users were physically moved to the
capitol in order to work out detailed requirements. Larger user groups did extensive testing and
review close to each release.

Ultimately, development involved 1,000 users around the state. This was no small investment,
but it resulted in a successful project.

Admittedly, the users with the best understanding of what’s needed are often the ones who are
the busiest doing other important things.

It can be hard to get their time. It’s tempting to say that you don’t need those users and hope that
you can get by with just your business analysts.

Got $104.5 million to burn to find out?

Classic Mistake No. 2: Expecting Requirements to Remain Stable.


http://www.sdtimes.com/article/opinion-20050815-02.html

Requirements always change. Always.

The FBI dealt with this fact of life in the same way many companies do: by complaining about it.
This is a slightly less sophisticated form of the “change control board,” a thinly disguised
mechanism for preventing requirements changes. Either way, preventing requirements changes
just means that the software you deliver is less likely to do what your users need.

Classic Mistake No. 3: “Big Bang” Deployment. VCF was meant to be a replacement for a
mainframe-based “green-screen” application. The FBI decided to deploy VCF with a “big bang”
approach: They would develop a full replacement for the old application, switch off the old one,
and switch on the new one.

This is a foolhardy approach. From a technical perspective, it means that you have to have a
complete replacement for all of the functionality in the old system.

Often, it means that even defects in the old system have to be replicated, because other systems
depend on those defects to work properly. It’s an immense undertaking, one that’s very difficult
to get right.

Even with perfect technical execution, a big-bang deployment is foolish from an economic
perspective as well. Big-bang deployment means that you can’t deploy anything until the end of
the project. That means you see no benefit—no return on investment—until the very end of the
project.

The FBI director’s testimony before the Senate shows that the FBI has recognized Classic
Mistake No. 3 but not the other two.

BpuTaHCKWi MacnopT B HUKY/A
Cost: £12.6 million, mass inconvenience

Disaster: The U.K. Passport Agency implemented a new Siemens computer system, which
failed to issue passports on time for a half million British citizens. The Agency had to pay
millions in compensation, staff overtime and umbrellas for people queuing in the rain for
passports.

Cause: The Passport Agency rolled out its new computer system without adequately testing it or
training its staff. At the same time, a law change required all children under 16 traveling abroad
to obtain a passport, resulting in a huge spike in passport demand that overwhelmed the buggy
new computer system. (more)

A new £230m computer system was brought into use at Newport Passport Office before staff were
properly trained and the system tested, according to a report by the National Audit Office.

The report also said at least 500 holidaymakers across the UK missed their departure dates, following
problems with a new computer system which left the agency unable to issue passports on time.

Total compensation currently amounts to £161,000, but is likely to rise further.

The problem arose because management failed to check a new Siemens computer system properly
before it was introduced, and failed to make contingency plans if something went wrong, said the
auditors.

David Davis, chair of the Commons Public Accounts Committee, said: "The total inability of the Passport
Agency this summer to cope with the demands of its clients was a complete fiasco."


http://news.bbc.co.uk/2/hi/uk_news/wales/487351.stm

The disclosure came days after the Home Office admitted passport fees could go up from the current £21
to pay for the £12.6m cost of emergency measures.

The cost includes £6m towards staff overtime, £16,000 for umbrellas for applicants forced to queue all

day in the rain for their passports and £161,000 compensation to holidaymakers, but that figure is likely to
rise further.

The Passport Agency lost its Charter Mark - awarded for excellence in public service - earlier this year as
a result.
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M247 Sergeant York — 3eHuTHas caMoxo/Has YCTaHOBKa, pa3pabotanHas B CIIIA B Hauase
1980-X rozioB ¥ NJIaHMPOBABILAACS K PUHATHIO Ha BoopyeHue. 3CY «CepxaHT Mopk»
JO/DKHBI OB COCTaBUTH OCHOBY OmmvbkHer [IBO amMeprKkaHCKUX MeXaHM3MPOBAaHHBIX BOWCK U
00ecreuynTs 3alUTy OT HU3KOJeTSIIUX CaMOJIETOB, U, 0COOeHHO, OT BEPTOJIETOB, BOOPYKEHHBIX
IITYP.

[Tocne paccMOTpeHMs KOHKYPCHBIX TIPOeKTOB, 13 ssHBaps 1978 rona Ob110 0T/IaHO
rpejiriouTeHue npezyioxxeHusM «/xenepan [JariHamukce» u «Dopg Aspocneiic». Mx
KOHKYPCHBIe MalllHbI ITOTyYUIU HauMeHoBaHus XM?246 u XM247 cOOTBeTCTBEHHO.
WcnbiTanust Hayaauchk jietoM 1980 rosa Ha BoeHHOM 6a3ze @opT-Bmicc. B xoze ucribiTanuii obe
yCTaHOBKHM TTpoBein 0kos10 200 cTpesibd u counm 2 paguoyrpaBisieMbIX CaMOJIETa, 5 BEPTOIETOB
Y 23 MasbIX BO3JYIIHbIX MULLIEHU. Pe3ybTaThl UCMIBITAHWM He [jJaBa/li OCHOBAHUM IS
OJJHO3HAYHBIX BBIBOZIOB O NIPEBOCXO/CTBE OJHOU W3 Npe/ICTaB/IeHHbIX CUCTeM, CKopee
TIPHU3HABAIOCh, YTO 00e SIBJISIFOTCS SIBHO HeJJOBeJJEHHBIMU.

Tem He MeHee, 7 Mas 1981 roza robejuTesieM UCTIbITaHWH Oblla TPU3HaHa YCTaHOBKA
npousBozcTBa «Dopz Aspocneric». [JaHHOe pellieHre BbI3Bal0 BOHY KPUTHUKH, HO C
KOMIIaHHel ObLT 3aK/II0UéH KOHTPAKT Ha opabOTKY U MPOM3BO/CTBO OMBITHOM MapTuu u3 12
emuHML B 1981 rony, a cama 3CY monyunna opuipansHoe HassaHue «CepykaHT Vopk» u
nHzekc M247. B 1982 roay nipeprnosaranack 3akynka 50 eJUHHLI, a BCEro CyXOMyTHbIE CUJIbI
CIIA momkabI 6611H TOTyunTh 618 Takux 3CY B nmepuog ¢ 1985 mo 1989 roapl Ha CyMMy
OKO0JIO 5 MWI/IMApZI0B J0JI/1aDOB.

Ford's prototype vehicle started demonstrating problems almost immediately. The main concerns
had to do with the tracking radar, which demonstrated considerable problems with ground
clutter. In testing, it was unable to distinguish between helicopters and trees. When the guns
were pointed upward to fire on high-angle targets, the barrels projected into the radar's line of
sight and further confused the system. Additionally, the reaction time was far too slow; against
hovering helicopters it was 10 to 11 seconds, but against high-speed targets it was from 11 to 19,
far too long to take a shot,”!

In February 1982 the prototype was demonstrated for a group of US and British officers at Fort
Bliss, along with members of Congress and other VIPs. When the computer was activated, it
immediately started aiming the guns at the review stands, causing several minor injuries as
members of the group jumped for cover. Technicians worked on the problem, and the system
was restarted. This time it started shooting towards the target, but fired into the ground 300 m in
front of the tank. In spite of several attempts to get it working properly, the vehicle never
successfully engaged the sample targets. A Ford manager claimed that the problems were due to
the vehicle being washed for the demonstration and fouling the electronics."® In a report on the
test, Easterbrook jokingly wondered if it ever rained in central Europe.™®

As early production examples started rolling off the production line, the problems proved to be
just as serious. One of the early models is reported to have locked onto a latrine fan, mistaking
its return for a moving target of low-priority. Reporting on the incident in another article on the
vehicle's woes, Easterbrook reported that "During a test one DIVAD locked on to a latrine fan.
Michael Duffy, a reporter for the industry publication Defense Week, who broke this aspect of
the story, received a conference call in which Ford officials asked him to describe the target as a
'building fan' or 'exhaust fan' instead."*
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B CBsi31 C BBISIBJIEHHBIMU HeJJOCTaTKaMH, TIPOrpaMMa Npou3Bo/icTBa M247 Oblia OTMeHeHa B
1985 ropay.

Bo BpeMsi MCITbITaHU# OKOJI0 Heé 6e3yCrelTHo KPy)KUl BepTO/IeT-MUILIeHb, KOTOPYIO OHA TaK U
He CMOrJIa Pacro3HaTh. 3aTO paciio3Hasia Kak BepTojieT BeHTH/ISITOP B TyajieTe, paciiojioXKeHHOM

MeTpax B 800-x ot 3CY.

N ycreliHo ero nopasusna.
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Slide 27: ABapus Ha TesnedoHHoM Komnanuu AT&T
1990

On Jan. 15, 1990, around 60,000 AT&T long-distance customers tried to place long-distance
calls as usual -- and got nothing. Behind the scenes, the company's 4ESS long-distance switches,
all 114 of them, kept rebooting in sequence. AT&T assumed it was being hacked, and for nine
hours, the company and law enforcement tried to work out what was happening. In the end,
AT&T uncovered the culprit: an obscure fault in its new software.

B Takoii TenedoHHOM ceTH, Kora oauH u3 y3710B (4ESS) crankuBaetcs ¢ mpobsiemMol, oH
TOCBhI/IaeT COO0IIeHNe «He OeCTIOKOUTh» BCEM y3/1aM, C KOTOPBIMH OH COeITUHEH. DTO
coobirieHre MHGOPMUPYeT COCeIHUM y3€e/T 0 TOM, UTO IaHHBIN y3e/1 He MoKeT 0OpabaThiBaTh
HOBBIE BBI30OBBI U TIPOCUT COCEIHUI y3€e/1 CUUTATh €ro He paboTaromyM. TeM BpeMeHeM
aBapUIHBIN y3€e/T aKTUBUPYET TPOL[eCC BOCCTaHOBJIEHUs TT0C/ie CO0s1, KOTOPBIN AJTUTCS OT
yeThIpex /0 11eCTH ceKyH/. [1o oOKOHUaHWM Mpoliecca BOCCTAHOB/IEHUS aBapUNHBIN y3es
MOCHIIaeT coobIIeHre, n3BecTHOe Kak HauanbHoe azipecHoe coobmienue (Initial Address
Message, IAM), BceM cOCeZJHUM y371aM, COOOII[asi UM O CBOEM HOBOM CTaTyce U Tpedyst
HarpaB/IsATh BbI30BbI HA BOCCTAHOBJIEHHBIN y3e7l.

B cepeaune nekabpsi 1989 roga AT&T mnpowusBena 0OHOBIeHHe ITPOrPaMMHOTO o0ecTieueHust Ha
kommyTtaTopax 4ESS c 1enbro yBesmmueHus por3BOAUTEIbLHOCTHA CUCTEMBI U BBeZIeHUS
OBICTPOTO MpoIiecca BOCCTAaHOB/IEHUS rocye omuoKy. [TpubmisutensHo B 2:30 1o BocTouHomy
cranaptHoMy Bpemen (EST) 15 suBapsa 1990 roza Ha 4ESS kommyTatope B Hbio-Mopke
BO3HMKJIA HeDoJIbIlast anmapatHasi pobieMa, 1 KOMMYTaTOp Hauas MpOoLiecC BOCCTaHOB/IEHUS],
KaK Gb110 onucaHo Beiie. TToce Toro kak Heuro-Mopkckuii KoMMyTaTop MCIpaBui pobiemy,
OH 110C/1an coobirienre IAM /151 yBeZJOM/IEHUS] COCeIHMX KOMMYTaTOPOB, UTO OH F'OTOB
npozio/pkath paboty. OfiHaKo 0OHOB/IEHHE POrpaMM, TTPOBeZIEHHOE B cepeivuHe /1eKaops,
BHECJIO B JIeMCTBUS OIIMOKY. DTa oIrbKa NMposiBUIach, KOTja KOMMYTaTOp rosiyumi Aga IAM
coobrrieHus ¢ uatepBanoM 1/100 cekyHapl. HekoTopbie JaHHBIE B KOMMYTaTOPe OKa3aaucCh
WCKa>KeHbl, ¥ OH TNpeKpaTu/1 00C/TyKuBaHWe, Tiepeiis K MHULManu3auyu. Korga cocenue y3mbl
BBIXO/IUJI U3 CTPOSI, OHU 3aIlyCKaJy TOT >Ke CaMbli MpoLiecC BocCcTaHOB/IeHUs. [10CKo/IbKy Bce
KOMMYTATOpbI ObL/TM O/IMHAKOBBI, Ta >Ke TI0C/Ie[J0BaTe/IbHOCTb COOBITHM KacKaJjoM
pacrpocTpaHsach OT OHOIO KOMMYTaTopa K JpyroMy U BbiBesa U3 CTPOSI BCIO CUCTEMY.

B Teuenue nast urkeHepbl AT&T cmori cTabMIM3MpoBaTh CeTh, YMEHBIIIMB Harpy3Ky Ha Hee.
K 23:30 EST oHM cMOI/IM OUMCTUTB BCe 3BeHbsI CeTH, U CUCTeMa IIPaKTUYeCKHU BepHYJIach K
HOPMaJ/IbHOMY COCTOSIHUIO.

Bo BTOpHUK, 16 ssHBaps 1990 rojga, umkeHepbl AT&T cMornu uaeHTU(PUIIMPOBATh U BbIJIeTUTh
olMOKy, KoTopast Obl/la OTC/Ie)KeHa 0 Habopa OIMOOUYHBIX KOZOB. DTOT KO/ aKTUBUPOBAJICS B
XO0Zie TIpo1ie/[ypbl BOCCTaHOB/IeHUsI KOMMyTaTopa. Oibka Ob1a abCco/OTHO UAWOTCKAS -
TPOrpPaMMHUCT UCTIO/b30Basl oriepaTop break /s Bbixoja u3 Tesa orepatopa if (kak oH gymann).
Ha camom ziente break Boiiien u3 0/vkariiero switch'a

Bb1800: asapus 1990 200a

ITporpaMmHast oivOKa, mpuBeiast K aBapuu 1990 roza, - 3T0 TUNMMYHas obKa HoBHYKa. Ho
OIIMOKM JiesiaeM BCe Mbl, U lake BeTepaH C 20-7IeTHUM CTaXeM MO>KeT COBEPLIMTh C/Ty4aifHO
rIymyro ommbKy. Eciiu ommmbky Hern30eXKHbI, BOMIPOC COCTOUT B TOM, UTO MbI MOXKEM C/le/laTh
ISl TOTO, UTOOBI OTHICKATh OIIMOKY /10 TOTO, KaK OHa CTaHeT JOCTOsIHMeM o01jecTBa? Y Hac HeT
HUKAKOT'0 3HaHHs 13 TEePBBIX PYK O BHyTpeHHel KyxHe pa3pabotku nmporpaMm B AT&T B 1990
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rogy. CrefoBaTtesibHO, Mbl HE MOXKeM OL|eHUTh BK/a/ APYryX NpyuuuH. B oduluansHOM oTyeTte
AT&T roesopusocs:

MBpbI cunTaeM, UTO MPOLeCChI T/IAHMPOBAHUSI, Pa3pab0TKU ¥ TeCTUPOBAHUS MPOrPaMM, KOTOPbIe
MBI UCII0JIb3yeM, 6a3UpyIOTCS Ha IMPOYHBIX M KaueCTBeHHBIX OCHOBax. Bce Oy/ylijye TIpOrpaMMel
OyzyT TakKe CKpYITy/Ie3HO TeCTUPOBAThCS. MbI UCIIO/Ib3yeM OITBIT, TPUOOPETEHHbBIN TIPH
PeILeHNH ITOM TPO0/IeMBI, 111 JA/ILHEHIIIero yaydllieH s HallliX MeTO/I0B™,

MpI He curMTaeM BO3MOKHBIM 00BUHSTH B aBapru 1990 roza ripoiiecc pa3paboTku
niporpaMMHOro obecrieueHusi B AT&T u He UMeeM OCHOBaHHM cunTaTh, uTo AT&T He
MPOTeCTUPOBAIa TIlaTe/lbHO 0OHOB/IEHUe [jisi CBOMX MporpaMMm. Or/isibiBasiCh Ha3a/l, JIeTKO
TOBOPUTb, UTO, €C/Ii Obl pa3pabOTUMKK TOJTLKO IMPOTECTUPOBAIA CBOU TIPOTPAMMBI, OHU CPa3y
yBUJIe/IN ObI 3Ty OMIMOKY. VTu To, uTO, ecii Obl OHU TTPOBEPHITH KO/, OHU, BO3MOXXHO,
ob6Hapyxuu Ob1 edekT. [TpoBepka Kozia MoKeT OBITh ¥ TTIOMOTJ1a Obl B laHHOM ciiydae. OZHaKO
e/IMHCTBEHHBIN C/Tyuyal, Korja poBepKa Ko/ja oMoryia Obl HallTH JAHHYIO OIIMOKY, eC/TH ObI
JIpyroi crelyaaucT yBU/el UMEeHHO 3Ty CTPOKY KO/ia M CIIPOCHJI TIePBOT0 NMPOrpaMMHKCTa,
BXO/TWJI JTU 3TOT KO/ B ero (ee) HaMepeHUs. A eJUHCTBeHHasl MPUYMHA, TI0 KOTOPOU 3TOT
CTeLMaIMCT MOT ObI 3a/1aTh TaKOM BOIIPOC, - 3HAKOMCTBO CO Crielid(bUKalie K 3ToMy
KOHKpPEeTHOMY 0JIOKY KoZa.

OmmbOKM TaKoro pojja 0ObIYHO HEJIETKO BBISIBUTH TIPY TECTUPOBAHUU B 0OBIYHOM T€CTOBOM
cpeze. Takyro OIIMOKY MOXXHO BOCITPOM3BECTH, KaK TOJILKO BbI TIOWMETE ee U CO3/1afIuTe
TI0C/Ie/JOBATeIbHOCTD JAEUCTBUH [/ ee akTUBal[uK. OIHAKO IIIaHC CO37aTh MPaBUIbHYIO
TI0C/IeZI0BaTeIbHOCTh COOBITHI CTy4aiiHbIM 00pa30M OueHb MaJl, 0COOeHHO ec/id CUcTeMa OyeT
WCTIO0/Tb30BaThCs B KPYITHOMACIITaOHOM cpejie peabHOTO BpeMeHU, KOTOPYIO TPY/HO
WMUTHPOBATh B TaD0OPAaTOPHBIX YCIOBUSIX. Bojiee TOro, HOBoe mporpaMMHOe obecrieueHye
paboTasio MpaBW/ILHO NIPUMEPHO B TeUEHHE MeCsI[a, UTO COOTBETCTBYET HECKOJIBKUM
MusUIMapaaM 06paboTaHHbBIX BEI30BOB. B mporpammHoM obecrieuenuu 0b11 1eeKT, HO 3TOT
nedekT TpeboBar 1esoro Habopa crieludpuuecKux CoObITHI U (HaKTOPOB, /ISt TOTO UTOOBI
MPOOYAUTHCS K SKU3HM.

0 Dra ommbka TpeboBaa, UTOObI Harpy3Ka Ha ceThb Oblla IPO/IO/DKUTETbHOM. Korja Harpy3ska
Ha CeTh YMEHbIIIA/IACh, JIeHCTBUE fedeKTa, [0 CyIIeCTBY, ucuesano™,

0 Dra ommbka 3aBHcesia OT BpeMeHHbIX TTapaMeTpoB. UTOOkI O11OKa aKTUBUPOBAach, ObIIO
Heo0X01UuMo, UT00OBI ObIM TI0TyYeHbI 1Ba IAM cooOIIeHusT OT OZHOTO U TOTO JXKe KOMMYyTaTopa
C UHTepBasioM MeHee 10 MUITUCEKYH/,

0 Tot dakT, uTo Ha BCeX KOMMYTaTOpax ObLJI0 YCTAaHOBIEHO OZIMHAKOBOE TIPOTPAMMHOE
obecrieueHue, Jeyian CUCTeMY paciupsieMoii. OfHaKo ObUT PUCK B TOM, UTO, €CJTH Ha BCEX
KOMMYTaTopax Obl/T O/IUH U TOT e Zie)eKT, OHU BCe OKa3bIBAJTUCh UYBCTBUTETHLHBIMU K OZJHOU U
TOM ke OoIInbKe.

1998

AT&T's frame-relay data network crashed Monday (April 13, 1998) shortly before noon Pacific
time. By yesterday (April 14) morning, the company said it was 96 percent restored, but work
continued well into the day. Voice communications, private data lines and standard Internet
services weren't disrupted.

The network collapse put more than 1,000 Wells Fargo automatic teller machines out of
commission and left 600 branch offices out of touch with the bank's central computers in
Roseville, said Wells Fargo spokeswoman Lisa Rossi. Customers still could deposit or withdraw
money from tellers, but their transactions couldn't be recorded until early yesterday morning.
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Dozens of employees of Roseville Telephone Co., MCI and 3Com Corp., a major network-
equipment supplier, worked furiously to set up alternative data lines between Wells Fargo's data
center and all the affected branches and ATM machines. By 4 a.m., all the backup lines were in
place. "It was pretty amazing to see the turnaround time," Rossi said. Merchants whose banks
used AT&T's frame-relay network to communicate with

Visa in some cases couldn't make credit card sales, said Visa spokesman Da vid Sandor. "There
were isolated delays in processing sales or no sales at all," he said. Most Visa transactions
managed to go through on backup networks, however.

But American Express travel offices across much of the country were stymied for nearly 24
hours, said a customer service representative in Dearborn, Mich. "Agents could still call the
airlines, but it drastically cut down our ability to issue tickets," she said. "Even our hotline was
wiped out. We are backed up with calls galore."

13 anpesns 1998 ropa B 2:30 nociie moJyAHSa K KOMMYTaTOPY CUCTeMbl peTPaHC/ISALIMU KaJpOB
Cisco Stratacom BPX Gbl1 HarpaB/ieH TeXHUK [ijisi OOHOB/I€HMsI TPaHK-KapThl (trunk-card)*.
KommyTarop Stratacom BPX copgepkas 1Be TpaHK-KapThl, OJJHa U3 KOTOPBIX Obl/la akTUBHOM,
TOT/la KaK Apyrasi HaX0AWIach B XKYyLl[eM Pe)KMMe U BbINOJIHSIa (PYHKLMIO pe3epBa. ®upma
AT&T wucrnonb3oBana /iBe npoLefypbl 0OHOB/IeHUsT TpaHK-KapT. OiHa mporeypa
WCTI0/Tb30Basach, eC/Ii KOMMYTaTop ObL B TeKylljee BpeMsi MO/IK/IF0UeH K CeTU U aKTUBEeH, TOoT/ja
Kak /Ipyrasi mpoLe/iypa IpuMeHsIack, eCId KOMMYTaTop ObL/T M30/TMPOBaH, TO eCTh He COe/IMHeH
C CeTbIO.

CoriacHO TIepBOMY ClLieHapH0, TO eCTh KOI/la KOMMYTaTOpP CUMTA/ICSl aKTUBHBIM, TIpoLie/lypa
TpeboBasa, 4ToObI TEXHUK 3aMeHW/T CHayasia KapTy, HaXOSIIYIOCS B XKAyieM pexume. Kak
TOJILKO CTAaHOBHUJ/IOCH $ICHO, UTO COCTOSTHME HOBOM KapThl CTaOW/ILHO, CTapasi akTUBHasl KapTa
repeBOJMIaCh B XKAYIIWN PEXXUM, a HOBasi KapTa CTaHOBU/IACh aKTUBHOM. [IpoBesst 3Ty
orepaLyo, TeXHUK MOT 3aMeHUTh OCTaBLLIYIOCS KapTy (Tenepb HaXOASIIYIOCS B XKAYIIEM
pexxume). [Ipu BTOpOI Npoliefype npeAroaaraaock, YT0 KOMMYTaTOP OTK/IFOUEeH OT CeTU U
TEXHUK MOT MEHSITh 00e KapThl OZIHOBPEMEHHO.

Korja TexHUK pUOBIT HA MECTO, OH TIOCUMTAJ, YTO KOMMYTaTOpP, KOTOPOMY TpeOyeTcst
oOHOB/IeHMe, He TIOJK/TFOUeH K CeTH, TMOCKO/IbKY Ka3aa0Ch, UTO Yepe3 Hero He MPOXOZNI
HUKaKOU ceTeBol Tpaduk. OJHAKO KOMMYTATOP ObUT TIOJK/TFOUEH K CeTH M akTuBeH. K
HecyacTwo 1t TexHuKa U st AT&T, o6e kapTel uMenn fedekThbl. Kak TOMBKO KapThbl ObUIH
yCTaHOBJ/IEHbI ¥ aKTUBUPOBAHbI, OHW HEMe/IJIEHHO BbIC/IaId KOMMYTaTOPY MOTOK COO0O0IIeHHH 00
oMbKax. DTH COOOIIeHus OT TPAHK-KapT aKTUBUPOBA/IX OLIMOKY B TIPOrPaMMHOM MOJyJIe
KOMMYyTaTopa. DTOT /ieeKT BbI3Ba/l paclipoCTpaHeHHe Tiepejauu coob1ieHuit 06 ommobKax K
JPYTrUM KOMMYyTaTopaMm CeTH, Ko BceM 145. O6bem 3THX MociaHui OblT 10CTaTOYHO BEJIHK, /IS
TOTr0 UTOOBI OBICTPO MEPErpy3UTh BCe KOMMYTATOPhbI, UTO OU€Hb /IeHCTBEHHO BBIBEJIO U3 CTPOSI
BCIO ccTeMy TpubmsuTebHo K 3:00 ronoaygau™.

Wudopmanyu 06 ommrbkax B mporpaMMHOM obecrieueHUH TpaHK-KapT U KommyTaTopa Cisco
HemHoro. Oika fIpsuc (Alka Jarvis), meHepkep 1o mporpaMMHoMy obecrieuernto Cisco
Systems, 28 mast 1998 roga Ha 3acefjaHuu ceccurd MeXXyHapOJHOW HeJje/lu KauecTBa
nporpammHoro obecrieuerust (International Software Quality Week) npokommenTHpoBas, 4to
KO/I, KOTOPbIii BbI3Bas aBapuio B ceTd AT&T, sIB/si/ICS: HAC/Ie[CTBOM TPOIIIOro™®,

Komnanusi AT&T cmorsia 6bICTpO M30/IMPOBaTh aBapuiiHbId KOMMYTaTop, K 23:00 oH 6611
OTKJTFOUeH OT ceTd. OCTaBIIasCs 3a/laya COCTOsi/Ia B TOM, UTOOBI ITPOCTO TIePeCTPOUTh BCHO CETh,
0/IHy 4acTb 3a Apyrou. K 2:00 nononyanu 14 anpesns 1998 roga 99,9 % cetu peTpaHC/IALMMU
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KaZipoB ObLTH cHOBa paborocrocobHbl. OZHAKO Orpe/iesieHre IPUUYMHBI aBapud 3aHs10 y AT&T
OKOJIO HeJien, U 22 aripesnist 1998 roga ¢upMa BbIyCTH/IAa OTUET, OUepUUBAIOLIUN TPUUKHY
BBIXO/]a CETH U3 CTPOSI.

Bbi600: aeapus 1998 200a

Xorts B aBapuu 1998 rozia ¥ yuacTBOBaJIO IIPOrpaMMHOe obecrieueHue, CyIieCTByeT MHOKECTBO
TPUYUH, BHECIIIUX CBOM BKJIa/| B JaHHOE MPOMCIIeCTBYe. JTa aBapus OT/inuanach OT aBapyuu
1990 roza Tem, UTo TpoleAypHasi OIIMOKa B X0/ie 0OHOB/IEHHS 3aITyCTH/Ia CKPBIThIe
riporpaMMHeIe fjedekTbl. OfHaKO CXO/ICTB OUeHb MHOTO.

e YcTaHOBKa HOBOTO MPOTPaMMHOTO 0becrieueHus 3armycTraa omuokKy. IIporpaMmel, 1
CTapble ¥ HOBbIe, UMeJId MHOTOUHC/IeHHbIe CKPBIThIE /leeKThbl, KOTOphlie He ObLIH
oOHapy»KeHbI B X0/le 00BIYHBIX TeCTOBBIX TIporieyp. Hamiure CKpBITHIX eeKTOB
M3MeHW/I0 (QYHKL[MOHAJIbHYIO CpeJly Y 3aryCTU/I0 JedeKT, BbI3BaBLINM aBapHIo.

e OmmbouHbIH KOJ He ObUT TIPOBEPEH 10/DKHBIM 00pa3oM. ITpu aBapuu 1990 roza 310 ObLT
HOBbIM KoZ, oT AT&T. I1pu aBapuu 1998 roza - crapsiii kog, ot Cisco Systems.

e [IporpammHbie fedeKkThl B 000MX CTyuasix MpeCcTaB/siid co6oi mpobieMbl Co
CKPBITBIMU I'PaHUYHBIMU YC/IOBUSIMH, KOTOPBIe OBbIJIO TPYAHO TTPOTECTUPOBATh U
KOTODBIE, TI0 BCel BePOSITHOCTH, TaK U He ObUIA TIPOTeCTUPOBAHBI.

ABapus 1998 roga B cetn AT&T BbIsiBM/Ia MHOTOUKC/IEHHBIE IPOCYETHI B MpoLieiypax U
nporieccax 00CTy>KMBaHUsSI CETH U MTPOAEMOHCTPUPOBasa TPYIHOCTH B pa3paboTke U
To/iiep>KaHuM B pabouem cocTosiHUU HaziexkHol cetu. OueBugHo, AT&T n3B/ekna ypok u3
CBOMX OLIMOOK U UCTIPaBU/Ia MHOTOUHMC/IEHHBIE TIpolielypHbie U (GyHKIIMOHAIbHbIE HeI0CTaTK!
Y BBeJIa MHOTOUHC/IEHHbBIE TUIaHBI /IJ1s1 BOCCTAHOBJIEHUS TI0OC/Ie aBapyH, YTOObI MUHUMHU3UPOBATh
PHCK JIpyTroit 00ITleCCTeMHOM aBapun®.
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Slide 28: PakeTHbIii Kpelicep Yorktown

From 1996 Yorktown was used as the testbed for the Navy's Smart Ship program. The ship was
equipped with a network of 27 dual 200 MHz Pentium Pro-based machines running Windows
NT 4.0 communicating over fiber-optic cable with a Pentium Pro-based server. This network
was responsible for running the integrated control center on the bridge, monitoring condition
assessment, damage control, machinery control and fuel control, monitoring the engines and
navigating the ship. This system was predicted to save $2.8 million per year by reducing the
ship's complement by 10%.

On 21 September 1997, while on maneuvers off the coast of Cape Charles, Virginia, a crew
member entered a zero into a database field causing a divide by zero error in the ship's Remote
Data Base Manager which brought down all the machines on the network, causing the ship's
propulsion system to fail.”

Anthony DiGiorgio, a civilian contractor with a 26-year history of working on Navy control
systems, reported in 1998 that Yorktown had to be towed back to Norfolk Naval Station. Ron
Redman, a deputy technical director with the Aegis Program Executive Office, backed up this
claim, suggesting that such system failures had required Yorktown to be towed back to port
several times.™

Wired 24 July 1998 - Sunk by Windows NT

In 3 August 1998 issue of Government Computer News, a retraction by DiGiorgio was
published. He claims the reporter altered his statements, and insists that he did not claim the
Yorktown was towed into Norfolk. GCN stands by its story.”

Atlantic Fleet officials also denied the towing, reporting that Yorktown was "dead in the water"
for just 2 hours and 45 minutes.'® Captain Richard Rushton, commanding officer of Yorktown at
the time of the incident, also denied that the ship had to be towed back to port, stating that the
ship returned under its own power.

Atlantic Fleet officials acknowledged that the Yorktown experienced what they termed "an
engineering local area network casualty."® "We are putting equipment in the engine room that
we cannot maintain and, when it fails, results in a critical failure," DiGiorgio said.

Even though the problem was caused by programming error in the Remote Data Base Manager
application and not by problems with the operating system itself, criticism of operating system
choice ensued. Ron Redman, deputy technical director of the Fleet Introduction Division of the
Aegis Program Executive Office, said there have been numerous software failures associated
with NT aboard the Yorktown.®!

Because of politics, some things are being forced on us that without political pressure we
might not do, like Windows NT. If it were up to me I probably would not have used
Windows NT in this particular application ... Refining that is an ongoing process ... Unix
is a better system for control of equipment and machinery, whereas NT is a better system
for the transfer of information and data. NT has never been fully refined and there are
times when we have had shutdowns that resulted from NT."

—Ron Redman®
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LETTERS TO THE EDITOR
e Aug 03, 1998

DiGiorgio denies reported statements

Regarding your story on the USS Yorktown [GCN, July 13, Page 1], just for the record:
I did not say that the Yorktown was towed into Norfolk.

Logic does not allow the combination of the words “self-proclaimed
whistle-blower.” It may sound good, but there is no such thing.

Your reporter seems to have spent his formative years as a reporter at the National
Enquirer. This is based on [his] disregard of what was actually said for the sake of
writing what he wanted to write.

Thanks for introducing me to being quoted. The way you obtained the information and the
way you misused it is beginning to make me think that, maybe, there is validity to the
claim made by the average American redneck that the media is the problem.

Anthony DiGiorgio

Engineer

Atlantic Fleet Technical Support Center
Norfolk, Va.

Editor’s note: GCN stands by its story.

Smart Ship inquiry a go
e By Gregory Slabodkin
e Aug 31,1998

Navy chief information officer Ann Miller is conducting a detailed inquiry of the
incident. The Yorktown is the Navy’s test bed for its Smart Ship program, which seeks
to reduce crew workloads and operating costs by using shipboard PC systems running
under Microsoft Windows NT.

The Navy CIO Office is trying to determine whether the crash was caused by the
software application, NT or some other problem.

“So far, it doesn’t seem like it's an NT issue but a basic programming
problem,” said deputy CIO Ron Turner, who is in charge of the inquiry.

Microsoft officials strongly deny that NT caused the Yorktown’s systems to fail.

The responsibility for ensuring ship operations doesn’t rest with the OS but with
Yorktown’s system administrators and software programmers, who should have
safeguarded the application from propagating the errors, company officials said.


http://gcn.com/Articles/1998/08/July13/cov2.htm

The Yorktown’s Standard Monitoring Control System administrator entered zero in

the data field for the Remote Database Manager program, causing the buffer overflow,
Navy officials said. Administrators are now aware of the problem of entering zero
in the database and are trained to bypass a bad data field and change the value if
such a problem occurs again, Navy officials said.

Between July 1995 and June 1997, the Yorktown lost propulsion power to buffer
overflows twice while using the new Smart Ship technology, said Capt. Richard
Rushton, commanding officer of the Yorktown at the time of the failures. But in each
incidence the Yorktown crew knew what caused the failure and quickly restored
systems, Rushton said.

Because the ships’ new propulsion control system was developed quickly, his
programmers knew there were inherent risks, Rushton said.

“We pushed the envelope and knew that events such as what happened in September
of last year were possible,” he said.

The Yorktown is equipped with two FFG-7 emergency power units in the event of
a propulsion system failure, he said.

“NT was never the cause of any problem on the ship,” Rushton said. “The
problems were all in programs, database and code within the individual pieces of
software that we were using.”

But some Navy officials are concerned that NT does not have the capability to protect
the network from crashing when applications fail.

“Using Windows NT, which is known to have some failure modes, on a warship is
similar to hoping that luck will be in our favor,” wrote Anthony DiGiorgio, an

engineer with the Atlantic Fleet Technical Support Center, in a June 1998 article titled
“The Smart Ship is Not The Answer.”

The article appeared in the U.S. Naval Institute’s Proceedings magazine and is
posted on the Web at http://www.usni.org/Proceedings/digiorgio.htm.

“It took two days of pierside maintenance to resolve the [Yorktown] problem, and
there have been similar failures in the past when the ship has had to be towed into
port,” DiGiorgio noted.

Rushton denied that the Yorktown ever had to be towed into port; it returned to port
using emergency power in the September incident, he said.

“The Yorktown should not be held to the standard of a production-level system
because the data-field safeguards found in production-level systems were not
installed in the Yorktown intentionally,” Rushton said.

“Those were things we accepted and we did what I consider to be a reasonable risk
analysis,” Rushton said. “If it appeared to compromise the safety of the crew,
we didn’t do it.”



Slide 29: O30HoBas AbIpa

Then, in 1974, two scientists wrote of a new concern that CFCs could potentially reduce levels
of ozone in the stratosphere, the layer of atmosphere from 10 to 50 km in altitude. In 1975 the
U.S. Congress asked NASA to develop a “comprehensive program of research, technology, and
monitoring of phenomena of the upper atmosphere.” In particular, Congress’ intent was to
ascertain the “health” of the ozone layer.

In 1978 Nimbus-7 carried two other new NASA sensors designed to measure the total amount of
ozone in a given column of atmosphere over the entire globe—called the Solar Backscatter
Ultraviolet (SBUV) instrument and the Total Ozone Mapping Spectrometer (TOMS). Sensitive
to radiant energy in the ultraviolet region of the spectrum, these sensors took advantage of the
fact that molecules and aerosol particles reflect certain wavelengths of ultraviolet rays while
ozone absorbs others at different levels in the atmosphere. By analyzing the amount of ultraviolet
energy reflected back up to the spacecraft, researchers could produce profiles of how thick or
thin the ozone was at different altitudes and locations.

Ironically, it wasn't until October 1985 that a British team of scientists found a significant
reduction in ozone over Halley Bay, Antarctica. Using a ground-based Dobson ozone
spectrophotometer, the team found that the amount of stratospheric ozone over Halley Bay was
about 40 percent less than it had been the previous year. Their finding stunned the science
community because they were expecting anthropogenic ozone depletion to occur first at upper
levels in the stratosphere (30 to 50 km) and so they anticipated that the initial signal of depletion
in a total column of ozone would be weak.

NASA researchers hastily reviewed their TOMS data and found that it too had detected a
dramatic loss of ozone over all of Antarctica. Why hadn't they discovered the phenomenon
earlier? Unfortunately, the TOMS data analysis software had been programmed to flag and set
aside data points that deviated greatly from expected measurements and so the initial
measurements that should have set off alarms were simply overlooked.

In short, the TOMS team failed to detect the ozone depletion years earlier because it was much
more severe than scientists expected.



Slide 30: PakeTHbii KoMmIiuiekc Patriot

During the first Persian Gulf war, Iraqi-fired Scud missiles were the most threatening airborne
enemies to U.S. troops. Once one of these speeding death rockets launched, the U.S.'s best
defense was to intercept it with an antiballistic Patriot missile. The Patriot worked a bit like a
shotgun, getting within range of an oncoming missile before blasting out a cloud of 1,000 pellets
to detonate its warhead.

A Patriot needed to deploy its pellets between 5 and 10 meters from an oncoming missile for the
best results. This requires split-second timing, which is always tricky with two objects moving
very fast toward each other. Even the Patriot's most prominent booster, then-President George
H.W. Bush, conceded that one Scud (out of 42 fired) got past the Patriot. The single failure the
president acknowledged was at a U.S. base in Dhahran, Saudi Arabia, on Feb. 25, 1991, and it
cost 28 soldiers their lives. The fault was traced to a software error.

The Patriot's trajectory calculations revolved around the timing of radar pulses, and they had to
be modified to deal with the high speed of modern missiles. A subroutine was introduced to
convert clock time more accurately into floating-point figures for calculation. It was a neat
kludge, but the programmers did not put the call to the subroutine everywhere it was needed.
High-speed trajectories based on one accurately timed radar pulse and one less-precise time
increased the chances of poorly timed deployment.

Apparently, the issue was known, and a temporary fix was in place: Reboot the system every so
often to reset the clocks. Unfortunately, the term "every so often" wasn't defined, and that was
the problem in late February at Dhahran. The system had been running for 100 hours, and the
clocks were off by about a third of a second. A Scud travels half a kilometer in that time, so there
was no chance the Patriot could have intercepted it.

On a side note, some experts did dispute the president's claims of a more than 97% success rate
for Patriots vs. Scuds, so it's possible that this bug caused more (but less high-profile) damage
than the incident at Dhahran.


http://www.fas.org/spp/starwars/congress/1992_h/h920407p.htm
http://www.mc.edu/campus/users/travis/syllabi/381/patriot.htm
http://www.fas.org/spp/starwars/offdocs/gb910215.htm

Slide 31 & 32: Koananc Xapdgopckoro Konusest

Cost: $70 million, plus another $20 million damage to the local economy

Disaster: Just hours after thousands of fans had left the Hartford Coliseum, the steel-latticed roof
collapsed under the weight of wet snow.

Cause: The programmer of the CAD software used to design the coliseum incorrectly assumed
the steel roof supports would only face pure compression. But when one of the supports
unexpectedly buckled from the snow, it set off a chain reaction that brought down the other roof
sections like dominoes. (more)

Collapse

On January 18, 1978 the Hartford Arena experienced the largest snowstorm of its five-year
life. At 4:15 A.M. with a loud crack the center of the arena's roof plummeted the 83-feet to the
floor of the arena throwing the corners into the air. Just hours earlier the arena had been packed

for a hockey game. Luckily it was empty by the time of the collapse, and no one was hurt (Ross,
1984).

Causes of Failure

Hartford appointed a three-member panel to manage the investigation of the collapse. This
panel in turn hired Lev Zetlin Associates, Inc. (LZA) to ascertain the cause of the collapse, and
to propose a demolition procedure (Ross, 1984). LZA discovered that the roof began failing as
soon as it was completed due to design deficiencies. A photograph taken during construction
showed obvious bowing in two of the members in the top layer. Three major design errors
coupled with the underestimation of the dead load by 20% (estimated frame weight = 18 psf,
actual frame weight = 23 psf) allowed the weight of the accumulated snow to collapse the roof
(ENR, April 6, 1978). The load on the day of collapse was 66-73 psf, while the arena should
have had a design capacity of at least 140 psf (ENR, June 22, 1978). The three design errors
responsible for the collapse are listed below.

e The top layer's exterior compression members on the east and the west faces were

overloaded by 852%.

e The top layer's exterior compression members on the north and the south faces were
overloaded by 213%.

e The top layer's interior compression members in the east-west direction were overloaded
by 72%.

In addition to these errors in the original design, LZA discovered that the details omitted the
midpoint braces for the rods in the top layer. The exterior rods were only braced every 30-feet,
rather than the 15-feet intervals specified, and the interior rods were only partially and
insufficiently braced at their midpoints. This significantly reduced the load that the roof could
safely carry. The table below compares some of original details to actual designs used in the
building, demonstrating the reduction in strength that these changes caused. Connection A was
typically used on the east-west edges of the roof, while connection B was used on the north-
south edges. Most of the interior bars used connection C, while a few used connection D. The


http://www.eng.uab.edu/cee/faculty/ndelatte/case_studies_project/Hartford%20Civic%20Center/hartford.htm#June22
http://www.eng.uab.edu/cee/faculty/ndelatte/case_studies_project/Hartford%20Civic%20Center/hartford.htm#April6
http://www.eng.uab.edu/cee/faculty/ndelatte/case_studies_project/Hartford%20Civic%20Center/hartford.htm#ross
http://www.eng.uab.edu/cee/faculty/ndelatte/case_studies_project/Hartford%20Civic%20Center/hartford.htm#ross
http://www.eng.uab.edu/cee/faculty/ndelatte/case_studies_project/Hartford%20Civic%20Center/hartford.htm#Feld

key difference between the original and the as-built details is that the diagonal members were
attached some distance below the horizontal members, and thus were unable to brace the
horizontal members against buckling.



Slide 33: Bar ‘koHern cBeTa’ (MIOYTH)

Remember how the world descended into nuclear oblivion on Sept. 23, 1983? No? Well, thank
your lucky stars -- this is a tale of bugs so major they could have brought the entire world to a
standstill.

It was all averted by the common sense of one individual, who ignored the Soviet early-warning
system's faulty reports of incoming missiles and didn't launch a counterattack on the United
States.

The warning system set off klaxons at half past midnight on that September morning.
Apparently, the U.S. had launched five nuclear missiles toward what the U.S. president had
taken to calling "the Evil Empire."

At the time, Lt. Col. Stanislaus Petrov reasoned his way to a decision not to respond: The USSR
was in a shouting match with the U.S. about a Soviet attack on Korean Air Lines Flight 007 three
weeks earlier, but it was only a rhetorical battle at that stage. Besides, if the U.S. wanted to
attack the Soviet Union, would it really launch only five missiles?

Petrov ordered his men to stand down, and 15 minutes later, radar outposts confirmed that there
were no incoming missiles. The decision took less than five minutes, it was confirmed within
half an hour, and the world remained at peace.

When the early-warning system was later analyzed, it was found to have more bugs than a
suburban compost heap -- which meant that although Stanislaus Petrov had saved the world, he'd
made a serious error of judgment: He had shown up the incompetence of Soviet programmers.

This was not good for morale, or for the lieutenant colonel. He was cold-shouldered into an early
retirement and was largely unsung until May 21, 2004, when a San Francisco-based organization
called the Association of World Citizens bestowed its highest honor -- world citizenship -- and a
financial reward on him.



http://www.worldcitizens.org/petrov2.html
http://findarticles.com/p/articles/mi_m0JZS/is_18_24/ai_n28069471/
http://www.washingtonpost.com/wp-srv/inatl/longterm/coldwar/shatter021099b.htm
http://www.washingtonpost.com/wp-srv/inatl/longterm/coldwar/shatter021099b.htm

Slide 34: ABapus B 3Heprocucreme B CIIIA u Kanape (2003)

14 aBrycra 2003 roga mexzay 15:45 1 16:15 1o craHZapTHOMY BOCTOUHOMY BpeMeHY,
Habsrogates B Kivpnenne, Toseno, ropoge Heto-Mopk, Onbanu, JeTpoiite 1 B yacTé Hbro-
Jxepcy cooBIMIM 0 repebosx B nogaue 3/1eKTposHepruu . ITo3xe nocieso0Bany npo6iemMsl B
M3HAUaNbHO He 3aTPOHYThIX perioHax, BK/ouas Bce 5 paifoHoB roposia Heio-Mopk 1 B uacTu

Jlonr-Aninenza, okpyre Bectuecrtep, mrarax Hbto-/I>kepcu, BepmMoHTa 1 KOHHEKTHKYTa U
GoJbILIel yacTy rora npoBUHIMKM OHTapuo, BKmodas Toponto 2,

Okoso 10 myiH yenoBek B KaHazie (ripumMepHo TpeTh HaceneHus) U 40 miaH — B CIIIA ocTtanuch
6e3 anekTpruectBa. OHAKO OOMBITMHCTBO KU3HEHHO BayKHBIX C/Ty)KO TIpoJjo/Kaiu paboTaTs.

3aKpbLTMCh MHOTHE a3pONOPThI, BK/IKOYask MeXXAyHapoAHbIM aspornopt [TupcoHa B TOpOHTO U Bce
asponoptsl Heto-Mopka. Bo MHOrHX MecTax, BKmouast TopoHTo 1 Heto-MopK, mpekpaTuio
paboTy MeTpo. 3aCTpSIBILIMX B METPO MAacCaKMPOB MPUIIIOCH 9BaKyHpPOBaTh. B OT/e/TbHBIX
MecTax, B YaCTHOCTH B [leTpoiiTe, 6611 Tiepebou ¢ Bosioil. MobuibHbIe TeedoHbl paboTanu
OYeHb IJI0X0, ¢ OoBIIMMY TTepe0osiMH, HO CTarjoHapHast TeeOHHast CBSI3b MPOZ0DKasIa
¢byHKIMOHMpPOBaTh. B pe3ysnbTaTe y Tesie(hOHHBIX aBTOMATOB Ha yJIML[aX BbICTPOMINCH
orpoMHble ouepeau. [IpoBaiiepsl ipojo/kany paboTaTh, HO B YCJIOBUSIX OTCYTCTBUSI
3/IeKTpPHUYeCTBa eIMHCTBEHHBIM CTIOCOOOM BXO/Ia B MHTEPHET BO MHOTMX MeCTax 0CTaoCh
coeilMHeHWe yepe3 HOYTOYKHM, paboTatoriye oT akKyMmy/IiTOpoB. [10CKO/TBKY TPaH3MCTOPHBIX
npuéMHUKOB y MHOTUX >kuteneid CIIIA u KaHnazibl He 661710, OHM OCTanmuUch 63 BO3MOYKHOCTH
y3HaTh HoBocTH. JKapa B Huro-Mopke focTurna 33 rpajiyca B TeHH, HO KOH/MLAOHEePbI U
BEHTW/ISITOPHI He paboTasu.

HenexHbli yiepb cocTaBu 6 MUITMAPOB [10/IIapPOB.
TIpUUYKMHBI aBapUH, KaK BBISCHUIOCK, Cieayromye 2k

e JlepeBbs IOJ IMHUSIMU 3J/IeKTpOIIepe/iauu Mepruoryecky NoCTpyratoT. B faHHOM
c/Tydae 3To He ObUIO C/ieslaHo.

e l3-3a oueHb BBICOKOTO MOTPeO/IeHNs 3/IeKTPOIHEPTUH, JIMHUM /IeKTPOTiepejauu B
Knusnenge, Oralio, Harpeauch, MPOBUC/IM (M3-3a TEIJIOBOTO DACHIMPEHKUS TTPOBO/OB) U
KOCHY/IUCh JlepeBbeB. [Ipon30111/10 KOpOTKOe 3aMbIKaHue.

e OjekTpocTaHuus B KivBieH e BbllIa U3 CTPOSI.

e l3-3a oummbOKM B KOMITBIOTEPHOM CHCTeMe, a TaKXKe M3-3a HeXBAaTKH MepCoHaria, Apyrue
L[eHTPbI YIIpaB/ieHust He ObLTH U3Bell|eHbI.

e [Ipou3oino LenHoe oTK/AOUeHre 0Koy1o 100 Apyrux 37eKTpOCTaHLIUM.

Statements made in the aftermath

During the first two hours of the event, various officials offered speculative explanations as to its
root cause:

e Official reports from the office of Canadian Prime Minister Jean Chrétien stated that
lightning had struck a power plant in northern New York, resulting in a cascading failure
of the surrounding power grid and wide-area electric power transmission grid. However,
power officials in the State of New York responded by stating that the problem did not
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originate in the United States, that there was no rain storm in the area where the lightning
strike was supposed to have taken place, and that the power plant in question remained in
operation throughout the blackout.

e Canadian Defence Minister John McCallum blamed an outage at a nuclear plant in
Pennsylvania, but that state's authorities reported that all the plants were functioning
normally. McCallum later stated that his sources had given him incorrect information.

e New York state Governor George Pataki blamed the power outage on Canada, stating
"the New York independent systems operator says they are virtually certain it had
nothing to do in New York state. And they believe it occurred west of Ontario, cascaded
from there into Ontario, Canada, and through the northeast."™ This was later proven to be
false.

e CNN cited unnamed officials as saying that the Niagara-Mohawk power grid, which
provides power for large portions of New York and parts of Canada, was overloaded.
Between 4:10 and 4:13 p.m. EDT, 21 power stations throughout that grid shut down.!

e New Mexico governor Bill Richardson, who formerly headed the Department of Energy,
in a live television interview 2 hours into the blackout characterized the United States as
"a superpower with a third-world electricity grid." In Europe, this statement was
published accompanied with comparisons highlighting the tighter, safer and better
interconnected European electricity network (though it would suffer a similar blackout
six weeks later).

e In the ensuing days, critics focused on the role of electricity market deregulation for the
inadequate state of the electric power transmission grid, claiming that deregulation laws
and electricity market mechanisms have failed to provide market participants with
sufficient incentives to construct new transmission lines and maintain system security.

[who?]

e Later that night, claims surfaced that the blackout may have started in Ohio up to one
hour before the network shut down, a claim denied by Ohio's FirstEnergy utility. <"

needed]

e The president of the North American Electric Reliability Corporation said that the
problem originated in Ohio."

e By Saturday morning, investigators believed that the problem began with a sudden shift
in the direction of power flow on the northern portion of the Lake Erie Transmission

Loop, a system of transmission lines that circles Lake Erie on both U.S. and Canadian
SOﬂ [citation needed]

Causes
Background

Electrical power cannot easily be stored over extended periods of time, and is generally
consumed less than a second after being produced. The load on any network must be matched by
the supply to it and its ability to transmit that power. Any overload of a power line, or
underload/overload of a generator, can cause hard-to-repair and costly damage, so the affected
device is disconnected from the network if a serious imbalance is detected.

As power lines carry more current, they get hotter. This causes them to lengthen and sag between
towers. They may safely reach a specified minimum clearance height above the ground. If the
lines sag further, a flashover to nearby objects (such as trees) can occur, causing a transient
increase in current. Automatic protective relays detect the high current and quickly act to
disconnect the faulted line from service. To maintain the lines' specified operating clearance, the
right-of-way must be kept clear of vegetation.
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Should a fault occur and take a line out of service, the change in current flow is compensated by
other transmission lines, which must have enough spare capacity to carry the excess current. If
they do not, overload protection in those lines will also trip, causing a cascading failure as the
excess current is switched onto neighbouring circuits running at or near their capacity.

System operators are responsible for ensuring that power supply and loads remain balanced, and
for keeping the system within safe operational limits such that no single fault can cause the
system to fail. After a failure affecting their system, operators must obtain more power from
generators or other regions or "shed load" (meaning to intentionally cut power to some areas, or
reducing voltage to a given area, creating a brownout) until they can be sure that the worst
remaining possible failure anywhere in the system will not cause a system collapse. In an
emergency, they are expected to immediately shed load as required to bring the system into
balance.

To assist the operators there are computer systems, with backups, which issue alarms when there
are faults in the transmission or generation system. Power flow modeling tools let them analyze
the current state of their network, predict whether any parts of it may be overloaded, and predict
what the worst possible failure left is, so that they can change the distribution of generation or
reconfigure the transmission system to prevent a failure should this situation occur. If the
computer systems and their backups fail, the operators are required to monitor the grid manually,
instead of relying on computer alerts. If they cannot interpret the current state of the power grid
in such an event, they follow a contingency plan, contacting other plant and grid operators by
telephone if necessary. If there is a failure, they are also required to notify adjacent areas which
may be affected, so those can predict the possible effects on their own systems.

Local operators are co-ordinated by regional centers, but the operating principle is the same
whether the network is large or small.

Findings

In February 2004, the U.S.-Canada Power System Outage Task Force released their final report,
placing the causes of the blackout into four groups:*%

First, that FirstEnergy and its reliability council "failed to assess and understand the inadequacies
of FE’s system, particularly with respect to voltage instability and the vulnerability of the
Cleveland-Akron area, and FE did not operate its system with appropriate voltage criteria".

Second, that FirstEnergy "did not recognize or understand the deteriorating condition of its
system".

Third, that FirstEnergy "failed to manage adequately tree growth in its transmission rights-of-

"

way".

Finally, the "failure of the interconnected grid’s reliability organizations to provide effective
real-time diagnostic support."”

The report states that a generating plant in Eastlake, Ohio (a suburb of Cleveland) went offline
amid high electrical demand, putting a strain on high-voltage power lines (located in a distant
rural setting) which later went out of service when they came in contact with "overgrown trees".
The cascading effect that resulted ultimately forced the shutdown of more than 100 power plants.
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A preliminary report says four or five capacitor banks in the Cleveland-Akron area were
removed from service for government inspection, including capacitor banks at Fox and
Avon 138-kV substations. These reactive power sources are important for voltage support, but
were not restored to service that afternoon despite the system operators’ need for more reactive
power compensation. The normal practice is to inspect in off-peak seasons, but government
officials demanded the inspection when inspectors were available. The final report does not
mention this government demand. The lack of reactive power compensation caused the
protective relay trip that brought the system down,'“t¢dedl The same thing also caused the
1965 blackout.

This trip caused overloading of other transmission lines, tripping their relays. Once these
multiple trips occurred, multiple generators suddenly lost parts of their loads, so they accelerated
out of phase with the grid at different rates, and tripped out to prevent damage.

Computer failure

A software bug known as a race condition existed in General Electric Energy's Unix-based
XA/21 energy management system. Once triggered, the bug stalled FirstEnergy's control room
alarm system for over an hour. System operators were unaware of the malfunction; the failure
deprived them of both audio and visual alerts for important changes in system state." 4 After
the alarm system failure, unprocessed events queued up and the primary server failed within 30
minutes. Then all applications (including the stalled alarm system) were automatically
transferred to the backup server, which itself failed at 14:54. The server failures slowed the
screen refresh rate of the operators' computer consoles from 1-3 seconds to 59 seconds per
screen. The lack of alarms led operators to dismiss a call from American Electric Power about
the tripping and reclosure of a 345 kV shared line in northeast Ohio. Technical support informed
control room personnel of the alarm system failure at 15:42.2!

Sequence of events
The following is the blackout's sequence of events on August 14, 2003"¢1718 (times in EDT):

e 12:15 p.m. Incorrect telemetry data renders inoperative the state estimator, a power flow
monitoring tool operated by the Indiana-based Midwest Independent Transmission
System Operator (MISO). An operator corrects the telemetry problem but forgets to
restart the monitoring tool.

e 1:31 p.m. The Eastlake, Ohio generating plant shuts down. The plant is owned by
FirstEnergy, an Akron, Ohio-based company that had experienced extensive recent
maintenance problems. ¥

e 2:02 p.m. The first of several 345 kV overhead transmission lines in northeast Ohio fails
due to contact with a tree in Walton Hills, Ohio."*41°21'22"N 81°34'1("W/ctaionnecded]

e 2:14 p.m. An alarm system fails at FirstEnergy's control room and is not repaired.

e 3:05p.m. A 345 kV transmission line known as the Chamberlin-Harding line fails in
Parma, south of Cleveland, due to a tree.

e 3:17 p.m. Voltage dips temporarily on the Ohio portion of the grid. Controllers take no
action.

e 3:32 p.m. Power shifted by the first failure onto another 345 kV power line, the Hanna-
Juniper interconnection, causes it to sag into a tree, bringing it offline as well. While
MISO and FirstEnergy controllers concentrate on understanding the failures, they fail to
inform system controllers in nearby states.

e 3:39 p.m. A FirstEnergy 138 kV line fails in northern Ohio.”*
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3:41 p.m. A circuit breaker connecting FirstEnergy's grid with that of American Electric
Power is tripped as a 345 kV power line (Star-South Canton interconnection) and fifteen
138 kV lines fail in rapid succession in northern Ohio.

3:46 p.m. A fifth 345 kV line, the Tidd-Canton Central line, trips offline.

4:05:57 p.m. The Sammis-Star 345 kV line trips due to undervoltage and overcurrent
interpreted as a short circuit. Later analysis suggests that the blackout could have been
averted prior to this failure by cutting 1.5 GW of load in the Cleveland—Akron area.
4:06-4:08 p.m. A sustained power surge north toward Cleveland overloads three 138 kV
lines.

4:09:02 p.m. Voltage sags deeply as Ohio draws 2 GW of power from Michigan, creating
simultaneous undervoltage and overcurrent conditions as power attempts to flow in such
a way as to rebalance the system's voltage.

4:10:34 p.m. Many transmission lines trip out, first in Michigan and then in Ohio,
blocking the eastward flow of power around the south shore of Lake Erie from Toledo,
Ohio, east through Erie, Pennsylvania and into the Buffalo, New York metropolitan area.
Suddenly bereft of demand, generating stations go offline, creating a huge power deficit.
In seconds, power surges in from the east, overloading east-coast power plants whose
generators go offline as a protective measure, and the blackout is on.

4:10:37 p.m. The eastern and western Michigan power grids disconnect from each other.
Two 345 kV lines in Michigan trip. A line that runs from Grand Ledge to Ann Arbor
known as the Oneida-Majestic interconnection trips. A short time later, a line running
from Bay City south to Flint in Consumers Energy's system known as the Hampton-
Thetford line also trips.

4:10:38 p.m. Cleveland separates from the Pennsylvania grid.

4:10:39 p.m. 3.7 GW power flows from the east along the north shore of Lake Erie,
through Ontario to southern Michigan and northern Ohio, a flow more than ten times
greater than the condition 30 seconds earlier, causing a voltage drop across the system.
4:10:40 p.m. Flow flips to 2 GW eastward from Michigan through Ontario (a net reversal
of 5.7 GW of power), then reverses back westward again within a half second.

4:10:43 p.m. International connections between the United States and Canada begin
failing.

4:10:45 p.m. Northwestern Ontario separates from the east when the Wawa-Marathon
230 kV line north of Lake Superior disconnects. The first Ontario power plants go offline
in response to the unstable voltage and current demand on the system.

4:10:46 p.m. New York separates from the New England grid.

4:10:50 p.m. Ontario separates from the western New York grid.

4:11:57 p.m. The Keith-Waterman, Bunce Creek-Scott 230 kV lines and the St. Clair-
Lambton #1 230 kV line and #2 345 kV line between Michigan and Ontario fail.

4:12:03 p.m. Windsor, Ontario and surrounding areas drop off the grid.

4:12:58 p.m. Northern New Jersey separates its power-grids from New York and the
Philadelphia area, causing a cascade of failing secondary generator plants along the New
Jersey coast and throughout the inland regions west.

4:13 p.m. End of cascading failure. 256 power plants are off-line, 85% of which went
offline after the grid separations occurred, most due to the action of automatic protective
controls.
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Slide 35: ‘UepBsk’ Moppuca

November 3, 1988 is already coming to be known as Black Thursday. System administrators
around the country came to work on that day and discovered that their networks of computers
were laboring under a huge load. If they were able to log in and generate a system status listing,
they saw what appeared to be dozens or hundreds of ‘‘shell’” (command interpreter) processes. If
they tried to kill the processes, they found that new processes appeared faster than they could kill
them. Rebooting the computer seemed to have no effect—within minutes after starting up

again, the machine was overloaded by these mysterious processes.

These systems had been invaded by a worm. A worm is a program that propagates itself across a
network, using resources on one machine to attack other machines. (A worm is not quite the
same as a virus, which is a program fragment that inserts itself into other programs.) The worm
had taken advantage of lapses in security on systems that were running 4.2 or 4.3 BSD UNIX or
derivatives like SunOS. These lapses allowed it to connect to machines across a network, bypass
their login authentication, copy itself and then proceed to attack still more machines. The
massive system load was generated by multitudes of worms trying to propagate the epidemic.

11/2: 1800 (approx.)

This date and time were seen on worm files found on prep.ai.mit.edu, a VAX 11/750 at the MIT

Artificial Intelligence Laboratory. The files were removed later, and the precise time was lost. System

logging on prep had been broken for two weeks. The system doesn’t run accounting and the disks

aren’t backed up to tape: a perfect target. A number of ‘‘tourist’’ users (individuals using public

accounts) were reported to be active that evening. These users would have appeared in the session

logging, but see below.

11/2: 1824 First known West Coast infection: rand.org at Rand Corp. in Santa Monica.

11/2: 1904 csgw.berkeley.edu is infected. This machine is a major network gateway at UC Berkeley. Mike
Karels and Phil Lapsley discover the infection shortly afterward.

11/2: 1954 mimsy.umd.edu is attacked through its finger server. This machine is at the University of Maryland
College Park Computer Science Department.

11/2: 2000 (approx.)

Suns at the MIT AI Lab are attacked.

11/2: 2028 First sendmail attack on mimsy.

11/2: 2040 Berkeley staff figure out the sendmail and rsh attacks, notice telnet and finger peculiarities, and start
shutting these services off.

11/2: 2049 cs.utah.edu is infected. This VAX 8600 is the central Computer Science Department machine at the
University of Utah. The next several entries follow documented events at Utah and are representative

of other infections around the country.

11/2: 2109 First sendmail attack at cs.utah.edu.

11/2: 2121 The load average on cs.utah.edu reaches 5. The ‘‘load average’’ is a system-generated value that
represents the average number of jobs in the run queue over the last minute; a load of 5 on a VAX

8600 noticeably degrades response times, while a load over 20 is a drastic degradation. At 9 PM, the

load is typically between 0.5 and 2.

11/2: 2141 The load average on cs.utah.edu reaches 7.

11/2: 2201 The load average on cs.utah.edu reaches 16.

11/2: 2206 The maximum number of distinct runnable processes (100) is reached on cs.utah.edu; the system is
unusable.

11/2: 2220 Jeff Forys at Utah kills off worms on cs.utah.edu. Utah Sun clusters are infected.

11/2: 2241 Re-infestation causes the load average to reach 27 on cs.utah.edu.

11/2: 2249 Forys shuts down cs.utah.edu.

11/3: 2321 Re-infestation causes the load average to reach 37 on cs.utah.edu, despite continuous efforts by Forys
to kill worms.

11/2: 2328 Peter Yee at NASA Ames Research Center posts a warning to the TCP-IP mailing list: ‘*“We are
currently under attack from an Internet VIRUS. It has hit UC Berkeley, UC San Diego, Lawrence

Livermore, Stanford, and NASA Ames.”’ He suggests turning off telnet, ftp, finger, rsh and SMTP services.
He does not mention rexec. Yee is actually at Berkeley working with Keith Bostic, Mike

Karels and Phil Lapsley.

11/3: 0034 At another’s prompting, Andy Sudduth of Harvard anonymously posts a warning to the TCP-IP list:
‘“There may be a virus loose on the internet.”” This is the first message that (briefly) describes how the



finger attack works, describes how to defeat the SMTP attack by rebuilding sendmail, and explicitly

mentions the rexec attack. Unfortunately Sudduth’s message is blocked at relay.cs.net while that gateway

is shut down to combat the worm, and it does not get delivered for almost two days. Sudduth

acknowledges authorship of the message in a subsequent message to TCP-IP on Nov. 5.

11/3: 0254 Keith Bostic sends a fix for sendmail to the newsgroup comp.bugs.4bsd.ucb-fixes and to the TCP-IP
mailing list. These fixes (and later ones) are also mailed directly to important system administrators

around the country.

11/3: early morning

The wtmp session log is mysteriously removed on prep.ai.mit.edu.

11/3: 0507 Edward Wang at Berkeley figures out and reports the finger attack, but his message doesn’t come to
Mike Karels’ attention for 12 hours.

11/3: 0900 The annual Berkeley Unix Workshop commences at UC Berkeley. 40 or so important system
administrators and hackers are in town to attend, while disaster erupts at home. Several people who

had planned to fly in on Thursday morning are trapped by the crisis. Keith Bostic spends much of the

day on the phone at the Computer Systems Research Group offices answering calls from panicked system
administrators from around the country.

11/3: 1500 (approx.)

The team at MIT Athena calls Berkeley with an example of how the finger server bug works.

11/3: 1626 Dave Pare arrives at Berkeley CSRG offices; disassembly and decompiling start shortly afterward
using Pare’s special tools.

11/3: 1800 (approx.)

The Berkeley group sends out for calzones. People arrive and leave; the offices are crowded, there’s

plenty of excitement. Parallel work is in progress at MIT Athena; the two groups swap code.

11/3: 1918 Keith Bostic posts a fix for the finger server.

11/4: 0600 Members of the Berkeley team, with the worm almost completely disassembled and largely decompiled,
finally take off for a couple hours’ sleep before returning to the workshop.

11/4: 1236 Theodore Ts’o of Project Athena at MIT publicly announces that MIT and Berkeley have completely
disassembled the worm.

11/4: 1700 (approx.)

A short presentation on the worm is made at the end of the Berkeley UN1x Workshop.

11/8: National Computer Security Center meeting to discuss the worm. There are about 50 attendees.

11/11: 0038 Fully decompiled and commented worm source is installed at Berkeley.

Architecture of the worm

Disk containing the source code for the Morris Worm held at the Boston Museum of Science.

According to its creator, the Morris worm was not written to cause damage, but to gauge the size
of the Internet. However, the worm was released from MIT to disguise the fact that the worm
originally came from Cornell. Additionally, the Morris worm worked by exploiting known
vulnerabilities in Unix sendmail, finger, and rsh/rexec, as well as weak passwords.” Due to
reliance on rsh (normally disabled on untrusted networks) it should not succeed on a recent,
properly configured system.

A supposedly unintended consequence of the code, however, caused it to be more damaging: a
computer could be infected multiple times and each additional process would slow the machine
down, eventually to the point of being unusable. This would have the same effect as a fork bomb
and crash the computer. The main body of the worm could only infect DEC VAX machines
running 4BSD, and Sun-3 systems. A portable C "grappling hook" component of the worm was
used to pull over (download) the main body, and the grappling hook could run on other systems,
loading them down and making them peripheral victims.
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The mistake

The critical error that transformed the worm from a potentially harmless intellectual exercise into
a virulent denial of service attack was in the spreading mechanism. The worm could have
determined whether to invade a new computer by asking if there was already a copy running. But
just doing this would have made it trivially easy to kill; everyone could just run a process that
would answer "yes" when asked if there was already a copy, and the worm would stay away. The
defense against this was inspired by Michael Rabin's mantra, "Randomization." To compensate
for this possibility, Morris directed the worm to copy itself even if the response is "yes", 1 out of
7 times."! This level of replication proved excessive and the worm spread rapidly, infecting some
computers multiple times. Morris remarked, when he heard of the mistake, that he "should have
tried it on a simulator first."

Effects of the worm

It is usually reported that around 6,000 major UNIX machines were infected by the Morris
worm. Paul Graham has claimed™! that

"I was there when this statistic was cooked up, and this was the recipe: someone guessed that
there were about 60,000 computers attached to the Internet, and that the worm might have
infected ten percent of them."

The U.S. GAQ put the cost of the damage at $100,000—-10,000,000."!

The Morris worm prompted DARPA to fund the establishment of the CERT/CC at Carnegie
Mellon University to give experts a central point for coordinating responses to network
emergencies.'® Gene Spafford also created the Phage mailing list to coordinate a response to the
emergency.

Robert Morris was tried and convicted of violating United States Code: Title 18 (18

U.S.C. § 1030), the Computer Fraud and Abuse Act.”” in United States v Morris. After appeals
he was sentenced to three years probation, 400 hours of community service, and a fine of
$10,000.®

The Morris worm has sometimes been referred to as the "Great Worm", because of the
devastating effect it had on the Internet at that time, both in overall system downtime and in
psychological impact on the perception of security and reliability of the Internet. The name was
derived from the "Great Worms" of Tolkien: Scatha and Glaurung.”
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Extra data

15. Y2K (1999)
Cost: $500 billion

Disaster: One man’s disaster is another man’s fortune, as demonstrated by the infamous Y2K
bug. Businesses spent billions on programmers to fix a glitch in legacy software. While no
significant computer failures occurred, preparation for the Y2K bug had a significant cost and
time impact on all industries that use computer technology.

Cause: To save computer storage space, legacy software often stored the year for dates as two
digit numbers, such as “99"” for 1999. The software also interpreted “00"” to mean 1900 rather
than 2000, so when the year 2000 came along, bugs would result. (more)

17. Love Virus (2000)

Cost: $8.75 billion, millions of computers infected, significant data loss

Disaster: The LoveLetter worm infected millions of computers and caused more damage than
any other computer virus in history. The worm deleted files, changed home pages and messed
with the Registry.

Cause: LoveLetter infected users via e-mail, Internet chat and shared file systems. The email
had an executable file attachment and subject line, “ILOVEYOU.” When the user opened the

attachment, the virus would infect the user’s computer and send itself to everyone in the address
book. (more)

No 'sorry’ from Love Bug author
Five years on, Spyder keeps schtum

By Peter Hayes

Posted in Malware, 11th May 2005 13:09 GMT

Five years ago, a new "supervirus" hit the headlines. It had the two successful - but evil -
elements: destructive virus coding coupled to an enticing title and the simple fact that it arrived
from someone the recipient knew. The combination was virus dynamite.

Most viruses start slowly and then build power; "I Love You" hit the computer world like a
bomb - anti-virus companies had not seen anything like it and while they struggled to contain the
infection, copycats were re-titling the virus and releasing in their own language.

At this point you might expect the story to flash-pan to a prison cell and a description of the
miscreant responsible for the outrage safely behind bars. However, the person who almost
certainly wrote the virus - proved not only by his own admission but also by a stack of
corroborating evidence - is today a free man with a no criminal record.
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That's because in the Philippines - where he lives - there were no laws against computer misuse
and the authorities had nothing to charge him with.

Today, almost five years after the event "Spyder" (real name Reomel Lamores) is saying nothing
about the virus, referring all calls to his lawyer who - in turn - also refuses to comment. Not even
"sorry" for the hundreds of millions of pounds of damage it allegedly caused and the general
pandemonium it generated.

US tabloid TV programmes and book authors have dangled cheques in front of his nose - but at
the moment he rejects them all. Local reports say he fears being kidnapped and has nightmares
about being bundled on to a boat and taken to the USA.

Spyder's Web

In May 2000 Spyder was a minor computer programmer in the employ of the local China Bank,
living in a low-rent Manila apartment with girlfriend Irene De Guzman. After its release into the
wild, I Love You - aka "The Love Bug" - was quickly traced back to Spyder who was held by
the authorities on unspecified grounds. US and European law enforcement authorities fought to
be the first to try the then twenty seven year-old. The FBI even put seven men on the case,
including their specialist virus sniffer Federick Bjorck.

Under questioning Spyder started by claiming total ignorance of events and blandly refused to
assist the authorites. Even in the face of mounting evidence - including his own email address
carrying the outbound virus - for which he had no explanation.

Eventually, he changed his story to the one he maintains to this day: The honest accident. He was
messing around with coding "and the code escaped". Strangely this is slightly supported by the
evidence. A thinking virus writer would have worked harder to cover his tracks. Some speculate
that the whole stunt was created to impress his new girlfriend and he secretly hoped to get
caught.

The virus was smart - for that time - in that it knew about file length. The full title (of the
original e-mail) was LOVE-LETTER-FOR-YOU.TXT.vbs. The length of this tile was vital
because (on default Windows setting) this hides the .vbs extension and it could be taken as plain
text.

When up and running, the virus looked in the address book of Microsoft Outlook and sent copies
of itself to everyone therein. For good measure, the virus then linked to four pages on Sky
Internet (in the Philippines) which, in turn, downloaded the falsely named WIND-BUGFIX.exe.
This had the effect of collecting and sending email addresses and passwords to a known second
email address.

This second part of the operation didn’t last long. The ISP noted the huge surge in traffic and
suspended the pages. Within hours the FBI bloodhounds were on the scent of the perpetrator.
However before they did the title had already changed to one of the hundreds of variations that
followed - Very Funny Joke.

In June of that year, and barring any other law with which to prosecute him, authorities charged
Spyder's girlfriend Guzman - who came under suspicion because of a certain expertise with
computers - under the local "Access Devices Act" of 1994, which outlaws the illegal use of
account numbers and passwords - a law directly related to credit card fraud. The charges were



based on her owning the central computer from which the virus eminated. However, even these
had to be dropped.

Later that year, the Philippines introduced new laws to target and outlaw a wide range of
cybercrimes. But as the FBI are quick to point out - there are plenty of places left in the world
that the cyber criminal is free to go about his or her business unhindered by the in-this-case-not-
so-long arm of the law. ®

Honorable Mention #1 - LA Airport Flights Grounded (2007)

A single faulty piece of embedded software, on a network card, sends out faulty data on the
United States Customs and Border Protection network, bringing the entire system to a halt.
Nobody is able to leave or enter the U.S. from the LA Airport for over eight hours.

Result - Over 17,000 planes grounded for the duration of the outage

Honorable Mention #2 - The Ping of Death (1995)

A lack of error handling in the IP fragmentation reassembly code makes it possible to crash
many Windows, Macintosh, and Unix operating systems by sending a malformed “ping” packet
from anywhere on the Internet.

Result - The blue screen of death and giggling teenage hackers all over the nation.

Hanpumep, B 1992 roay 60/1b1110#1 pe30HaHC MOTYyUr/I TPOU30LLEe/LINN B AHT/IMU CTydald, Korja
"Mo1esn B pa3HOC" KOMITBIOTEP Ha CTaHLIMM CKOPOW NTOMOLM: IPUYKHA - HEOXKU/IaHHO
TIPOSIBUBIIMECS TPYAHOCTU C CUHXPOHM3ALIMel MPoLIeCcCoB B YCIOBHUSIX 00/BILIOT0 KOMMYeCcTBa
MOCTYIUBIINX 3asBOK.

CornacHo nereH/ie, paHHUe KOHCTPYKL[MM TOPIIe/l UMeJId YCTPoucTBa 6e30macHOCTH,
TIpe/IOXpaHsIoIe TTOJBOAHYIO JIOAKY OT ITOBPEXKIEHUs, KOT/a Topriesia Oblia 3amyImeHa.
Toprega Oblsla CKOHCTPYHMPOBaHa Tak, UTOObl CAMOYHHUUTOXKeHHEe 3aryCcKaioch, eC/id Topriefia
noBopaurBasiach Ha 1807? . izes Oblia B TOM, uTO MoBepHYBIIasicst Ha 1807 Topriesja MOXXeT
MOBPEJUTH BBIMYCTUBILYIO ee 10AKY. OfHaK/bl, KalTMTaH MOABOJHOU JIOJKU PeLlr/ BbITyCTUTh
Topriefly. OflHaKo Topriesia 3acTpsiia B IyCKOBOM KaMepe, U ee He CMOIJIM YAaInuThb. KanuTaH
peLI/T BePHYTLCS B MIOPT AJisi peMoHTa. Korjja cybmapuHa pa3BepHynack Ha 180 rpagycos,
TOpIIe/ia B30pBaslach U IOTOIN/IA JIOJKY.

B panHOM cryuae ommbka 3aK/iro4anach B KOHCTPYKLMU Topriefbl. Korga-To KTo-To permsi, uTo
HEeryI0Xo ObLI0 OBl BCTPOUTH B TOPIey HEKUM TIpe/JOXPaHUTe/Tb TaK, UTOObI OHa He CMOTJIa
TIOTOIUTH 3aIyCTHBIIYIO ee I0AKY. Mest Oblia Xopoliiel, a BOT ee peain3alys - HeT.
KoHCTpYyKTOp He ydes TOT caMblii CTydai, KOTOPBIN ¥ MOTOINWI cydMapuHy. OZIHaKO 0CTaeTcst
HesICHBIM, Ha CaMOM JIH [ieJie Ha 3ape KOHCTPYHWPOBaHHUsI BOOPY)KeHUs [/isi CyOMapyH Takon
CJlyuail Mpor30LLIes WA 3TO BCero /ML JiereHAa. Ho oH nokasascst HaM 0CTaTOuHO
peaylMCTUYHBIM U [TIOYYUTEe/IbHBIM, TaK YTO Mbl PELlW/IU ero NPUBEeCTH.

B AdranucraHe iBoe HaBOJUMKOB-Ha0/FOIaTe el (KaHa/Lbl) MOICBeUUBA/IH L€/ 1151
HaBeJieHHs Ha Hee 60MOBI. [Tocie copoca 6omMObI B GPS miprieMHIKe 3aKOHUHIUCH OaTaperKu.
PacueT ux ObICTPO 3aMeHu/I. B pe3ysbTaTe pakeTa mpuserena He Tyja. [IpuurHa Oblia B TOM,
YTO TOC/Ie TI0/Iauy TIUTaHUs B MPUOOP MepeMeHHble, 0TBEYAOIIIMe 3a KOOP/JUHATHI LIe/H,




ABTOMAaTHUeCKH WHUL[UATU3UPOBAIMCh KOOP/IMHATAMU TEKYILIETO MeCTOToIoKeHus. HaBoqumku
noru6siu oT 6/TM3KOr0 pa3phiBa.

Ha ncnbrranusx Cy-24 perysisipHO c1ydasicsi 0TKa3 anmnaparypbl 6ombomeranus. [Tpuuem
MIPOMCXOJUIIO 3TO TO/ILKO B TOM CJlyuae, eC/Iv Ha Lie/Ib 3aX0/WI JIeTUMK-UCTIbITaTe/ b VIIbIoIuH.
[IprunHa okaszanoch ToXKe He C/I0’KHOW. TO/IBKO OH 3aXO/W/ Ha Lie/Ib C TOYHOCTBIO,
TIpeBBIIIABIIeN MAIIMHHYIO TOUHOCTD. [lo/yuasics "MalMHHbBIN Hy/b'", TI0C/Ie Yero iies cOoi u3-
3a TOMBITKY JleJIeHHsI Ha HOJIb.

Korpa ucneITeIBany pakeTy, NPUKPBIBABIIYIO0 CaAMOJIET C XBOCTA, OHAa aKKypaTHO
pasBopauuBasach U HaCTUrasa BbIIyCTUBIINN €€ CaMOJIET.

Hauanu BBISICHAITS. HPI/I‘-II/IHa OKd3adJ/1dCh BHEMEHTapHOﬁI PdKeTa cHabXxeHa CTaGI/IJ'II/BaTOpaMI/I.

Crabunmm3aTopbl Hy)KHbI, UTOOBI yiep)KUBaTh PAKeTy repeJHUM KOHIIOB B CTOPOHY BeKTopa
JTBYDKEHUS.

[Tpu BbUIETE PAaKeTHI BUTATe/b He CPa3y HabMpas MOLTHOCTh M KAKOW-TO MOMEHT OHa
JIBUTAIach XBOCTOM BIIepE]] - eCTECTBEHHO CTabM/IM3aToOphl pa3BopaurBay eé B "MpaBUIbHOM"
HarpaB/IeHUU.

[Tocne sToro Bpybasncs ABUraTe/ib M paketa 00Zpo jeTesa K OyvbKauIei 1eu.

Software problems in the automated baggage sorting system of a major airport in February 2008
prevented thousands of passengers from checking baggage for their flights. It was reported that
the breakdown occurred during a software upgrade, despite pre-testing of the software. The
system continued to have problems in subsequent months.

News reports in December of 2007 indicated that significant software problems were continuing
to occur in a new ERP payroll system for a large urban school system. It was believed that more
than one third of employees had received incorrect paychecks at various times since the new
system went live the preceding January, resulting in overpayments of $53 million, as well as
underpayments. An employees' union brought a lawsuit against the school system, the cost of the
ERP system was expected to rise by 40%, and the non-payroll part of the ERP system was
delayed. Inadequate testing reportedly contributed to the problems.

A software problem contributed to a rail car fire in a major underground metro system in April of
2007 according to newspaper accounts. The software reportedly failed to perform as expected in
detecting and preventing excess power usage in equipment on a new passenger rail car, resulting
in overheating and fire in the rail car, and evacuation and shutdown of part of the system.

A September 2006 news report indicated problems with software utilized in a state government's
primary election, resulting in periodic unexpected rebooting of voter checkin machines, which
were separate from the electronic voting machines, and resulted in confusion and delays at
voting sites. The problem was reportedly due to insufficient testing.

In August of 2006 a U.S. government student loan service erroneously made public the personal
data of as many as 21,000 borrowers on it's web site, due to a software error. The bug was fixed
and the government department subsequently offered to arrange for free credit monitoring
services for those affected.

In July 2004 newspapers reported that a new government welfare management system in Canada
costing several hundred million dollars was unable to handle a simple benefits rate increase after
being put into live operation. Reportedly the original contract allowed for only 6 weeks of
acceptance testing and the system was never tested for its ability to handle a rate increase.




News reports in February of 2003 revealed that the U.S. Treasury Department mailed 50,000
Social Security checks without any beneficiary names. A spokesperson indicated that the missing
names were due to an error in a software change. Replacement checks were subsequently mailed
out with the problem corrected, and recipients were then able to cash their Social Security
checks.

A newspaper columnist reported in July 2001 that a serious flaw was found in off-the-shelf
software that had long been used in systems for tracking certain U.S. nuclear materials. The
same software had been recently donated to another country to be used in tracking their own
nuclear materials, and it was not until scientists in that country discovered the problem, and
shared the information, that U.S. officials became aware of the problems.

In January of 2001 newspapers reported that a major European railroad was hit by the
aftereffects of the Y2K bug. The company found that many of their newer trains would not run
due to their inability to recognize the date '31/12/2000'; the trains were started by altering the
control system's date settings.

A small town in Illinois in the U.S. received an unusually large monthly electric bill of $7
million in March of 1999. This was about 700 times larger than its normal bill. It turned out to be
due to bugs in new software that had been purchased by the local power company to deal with

Y 2K software issues.

January 1998 news reports told of software problems at a major U.S. telecommunications
company that resulted in no charges for long distance calls for a month for 400,000 customers.
The problem went undetected until customers called up with questions about their bills.

A retail store chain filed suit in August of 1997 against a transaction processing system vendor
(not a credit card company) due to the software's inability to handle credit cards with year 2000
expiration dates.

In November of 1996, newspapers reported that software bugs caused the 411 telephone
information system of one of the U.S. RBOC's to fail for most of a day. Most of the 2000
operators had to search through phone books instead of using their 13,000,000-listing database.
The bugs were introduced by new software modifications and the problem software had been
installed on both the production and backup systems. A spokesman for the software vendor
reportedly stated that Tt had nothing to do with the integrity of the software. It was human error.'

Software bugs caused the bank accounts of 823 customers of a major U.S. bank to be credited
with $924,844,208.32 each in May of 1996, according to newspaper reports. The American
Bankers Association claimed it was the largest such error in banking history. A bank spokesman
said the programming errors were corrected and all funds were recovered.

xxx: Cresian B mporpaMmMe ¢hudy, 4To MpH OIIMOKe OHa OTTIPABJISeT MUCEMO C TIOAPOOHOCTSIMU U
JIOTOM MHe Ha nouty. OTzan Bepcurio 3aKa3uuKy HeJieqro Ha3az.

xxx: Ha rnouty HMuero A0 cux nop He npuiio. HampaiiimBaeTcst BBIBO/, - 3aKa3uMK MpoOrpaMmmy
He 3amycKarl.

Kak-1o 29 mapTa (3T0 CyllleCTBeHHO) MOAX0JUT KO MHe M0JIO/I0M Kosinera /luMa v TOBOPUT, UTO
Hala nporpaMmma He et B B/I. £, eccHo, cripaiiiviBaro "Uto MeHsn" - oTBeyaeT "HUYero'.
CTaBUM CTapyr BepCHIO MPOrpaMMbI - He muiiieT. CTaBUM CTapyto BepcHio 0a3el - He muiieT. U



TaK [POJ0/DKAIOCh 3 fHA. 1-ro anpesisa NoAXOAUT JJuMa ¥ FOBOPUT, 4YTO IIporpamMmma crasa
nvcatb B B/l. {1 nyman nepBoarnpenbckuii po3birpaiiil. [Tormén nposepus. Ctapasi Bepcust
rporpammsl B cTapyto Bepcuto b/l nuiier. HoBas - Toxe...

B utore uro BBISICHM/IOCH: 3Ty POrpaMMy IHca/u AaBHbIM-aBHO ewé oz DOS. [Inma xe
nepeziesibiBan eé nog Windows. B DOS B cTpyKType, B KOTOPOW XpaHUTCS fiaTa, MecsL
cuutaercsi oT 0, a B windows'oBCKOM CTPYKTYype - OT equHULIBL. [1pu 3amuicu B 6a3y cTrapbiit
¢dopmaT faTel MpeoOpa30BLIBAJICS B HOBBIM Oe3 yuéTa 3Toit ocobeHHOCTH. Taknm o6pazom
T0J/Ty4asioCh, YTO MbI MbITAIMCh 3anucath B b1 29 deBpans, 3atem 30-e, 3atem 31-e... CYB/]
OTKa3blBa/laChb BOCIIPUHUMATH 3TH /1aThl, & BOT [IePBOe MapTa - MoKalyucTa.

Kak HuKTO He 3ameTw, uto gata B b/] oT/iMuaeTcs Ha MecsL] - He 3Har0

void initSomethingImportant()

{
assert( init_very_important_lib() && "init library fail" );

important_lib::start( "some_params" );

}

E1le BCrioMHUIOCH, yKe M3 [peBHUX BpeMeH. Ec/ii KTo MOMHUT, BO BpeMeHa /j0ca U CBeT/I0N
namsTi Typbo C roToBoro GyHKIMOHaMa A/si paboThl C MBIIIbIO He 0b110. [Tomaranock micathb
YTO-TO BPO/ie /ipaiiBepa, BPO/e Ha3bIBa/IOCh 3TO Pe3WeHTHOM Nporpammon. ITockobKy oHa
MOTJIa TIOJTYYUTh YIIpaBJieHre B 000 MOMEHT, el rosiaraioch repesi paboToi COXpaHUTh
3HaueHUsi PeruCTPoB, a TOTOM BOCCTaHOBUTH. [IporpaMmMka npocrasi, apa JiecsiTKOB CTPOK Ha
accembsiepe. Toxke u3 cepur "Harvcanu u 3a6pi". Hy 1 BOT, Tocsie 2-3 et )kKu3HU Ha 286-x
KOMIIbIOTEPAaX HacTynaeT cBeT/as 3moxa 386-ro nporeccopa. OC u mporpaMmMsl OCcTaroTcs 16-
paspsHbIMH, OCHOBHas rporpaMMa Ha C++, T03TOMy 3aMeHbI OJHOrO SAIMKa Ha APYrou 5
0co60 He 3ameuaro. V1 BOT B MBIIIIMHOM pe3HU/IeHTe OCTaeTCsl COXpaHeHHe\BOCCTaHOB/IeHre 16-
pa3psiiHBIX perucTpoB. I1pu 3TOM, TpOorpaMMa B OCHOBHOM paboTasia HOpMasbHO (BHIUMO,
CTapllas yaCcTb PerMCTPOB UMeJia 3HaueHue He yacTo). Ho Horja ee HauMHasMO BAPYT TJIFOYUTh.
3aBuCesIo 3TO, MTOX0Ke, UCK/TIOUMTETFHO OT PACIIONIOXKeHHS 3Be3/]: OHa MorJia paboTaTh Iie/TbIMH
JIHsAMU Oe3 sKciieccoB. TTomnbITKa BIJIOBUTE Oar OT/aIKoi HarlOMUHAsA TIOTOHIO 38 TOPU30HTOM:
TOJIBKO BPOZie HaXOWIlIb MeCTO Ma/ieHus], CTaBUILb TyZia TOUKY [pepbIBaHus, a OHa BaJIUTCS
COBCEM B JIPyToM, T/ie paHbllie paboTana. J)KyTb, B 0611jeM. Hecko/ibKO [iHel s1 yOusia Ha MOroHI0
3a TeHbIO, MI0Ka C/Iy4yaliHO He BCIIOMHWJ/IA PO MBIIIMHBIM IpaiiBep U He [I0CMOTpesia, Kak TaM
PErvcTpbl COXPaHsIOTCS.




